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1. Introduction
CAPIF TS skeleton includes clause for adding procedures and information flows. This pCR is proposing to include procedure for auditing service API invocation. The baseline proposal used for this subclause is from "7.2.12 Solution 12: Auditing service API invocation" in TR 23.722.
	7.2.12
Solution 12: Auditing service API invocation

7.2.12.1
Solution description

7.2.12.1.1
General

The solution corresponds to the key issues and requirements for auditing service API invocation.

7.2.12.1.2
Procedure

Figure 7.2.12.1.2-1 illustrates the procedure for auditing service API invocation.

Pre-conditions:

1.
Service API invocation logs are available at the CAPIF core functions.
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Figure 7.2.12.1.2-1: Procedure for auditing service API invocation

1.
API management triggers Auditing service API request to the CAPIF core functions.

2.
Upon receiving the Auditing service API request, the CAPIF core functions locates the necessary log information for auditing purposes.

3.
The CAPIF core functions returns the log information to the API management in Auditing service API response.

4.
API management analyses the received log information to detect the abuse of service API invocations.

NOTE:
API management action subsequent to auditing service API response is out-of-scope of this specification.

7.2.12.2
Solution evaluation

This is the only solution enabling auditing of the service API invocations. This solution will be considered for Release 15 normative work.


2. Reason for Change
Proposal to include procedure for auditing service API invocation.
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 V0.0.0.
* * * First Change * * * *

8.x
Auditing service API invocation
8.x.1
General
The procedure in this subclause corresponds to the architectural requirements for auditing service API invocation.

8.x.2
Information flows

Editor's note: Add corresponding informations flows.

8.x.3
Procedure

Figure 8.x.3-1 illustrates the procedure for auditing service API invocation.

Pre-conditions:

1.
Service API invocation logs are available at the CAPIF core function.


[image: image2.emf]CAPIF core function

2. Access service 

API invocation 

logs

3. Query service API log response

API management 

function

1. Query service API log request

4. Log auditing


Figure 8.x.3-1: Procedure for auditing service API invocation
1.
For auditing service API invocations, the API management function triggers query service API log request to the CAPIF core function.

2.
Upon receiving the query service API log request, the CAPIF core function accesses the necessary service API log information for auditing purposes.

3.
The CAPIF core function returns the log information to the API management function in the query service API log response.

4.
API management function analyses the received log information to detect the abuse of service API invocations.

NOTE:
API management function action subsequent to auditing service API response is out-of-scope of this specification.
* * * Next Change * * * *

<Proposed change in revision marks>

* * * Next Change * * * *

<Proposed change in revision marks>
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