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1. Introduction
This contribution proposes CAPIF architectural requirements related to security
2. Reason for Change
According to the study of CAPIF in 3GPP TR 23.722 the architectural requirements related to security were agreed to be moved to normative phase. 
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.222 v0.0.0.
* * * First Change * * * *

4
Architectural requirements
Editor's note:
Add architectural requirements here.

4.3
Security requirements
4.3.1
General

This subclause specifies the security related requirements for API invokers accessing the service APIs.

4.3.2
Requirements

[AR-4.3.2-a] The CAPIF shall provide mechanisms to hide the topology of the service from the API invokers accessing the service APIs from outside the trust domain of the service APIs.

[AR-4.3.2-b] The CAPIF shall provide mechanisms to authenticate API invokers to access the service APIs.

[AR-4.3.2-c] The CAPIF shall provide mechanisms to authenticate API invokers upon the service API invocation.

[AR-4.3.2-d] The CAPIF shall provide mechanisms to authorize API invokers to access the service APIs.

[AR-4.3.2-e] The CAPIF shall provide mechanisms to validate authorization of the API invokers upon the service API invocation.

[AR-4.3.2-f] The CAPIF shall provide mechanisms for mutual authentication between the CAPIF and the API invoker accessing service APIs.

[AR-4.3.2-g] The CAPIF shall provide mechanisms to control the service API access for every API invocation.

[AR-4.3.2-h] The communication between the CAPIF and the API invoker shall be confidentiality protected.

[AR-4.3.2-i] The communication between the CAPIF and the API invoker shall be integrity protected.

[AR-4.3.2-j] The CAPIF shall provide authorization mechanism for service APIs from the 3rd party API providers.

[AR-4.3.2-k] The CAPIF shall provide data confidentiality (across API providers) for data (e.g. logging, charging) related to service APIs from multiple API providers.

* * * End Change * * * *

