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1. Overall Description:

SA3 would like to thank CT1 for its liaison on MCData protocol and choice of media plane protocol. Based upon this information, SA3 has now defined the security procedures for SDS and File Distribution. These procedures may be found in this attached pCR.
SA3 would like to highlight that end-to-end protection of FD data is based upon distributing the data within the MCData (protected) payload format. Based upon TS 23.282 and CT1's LS, SA3 is unclear whether the procedures 'File upload using HTTP' and 'File download using HTTP' use the MCData payload format to encapsulate the data. If the MCData payload format is not used, SA3's security mechanisms cannot be applied as defined in this case. Consequently, it would not be possible to provide end-to-end security of files transferred over HTTP within Rel-14, although TLS may still be applied hop by hop. 

Finally, SA3 notes that C1-171420 contains the following assumption on security considerations for inclusion in the registration template:
Assumption 4:
Security considerations are dependent upon the business and trust relationship between the MCData operator and the SIP core operator. MCData operators may wish to protect the application content. Such mechanisms are provided by 3GPP SA3. An end-to-end (UE to UE) security mechanism is used to protect data payload and a point-to-point (UE to server, server to server, server to UE) mechanism is used to protect signalling content.
SA3 would like to confirm that the above assumption is correct. Signalling payloads may be confidentiality and integrity protected point-to-point. Data payloads may be confidentiality and integrity protected and also may be authenticated by the sender.

2. Actions:

To SA6 group.

ACTION: 
SA3 kindly asks CT1 to take the above into consideration in their work.
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