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1. Introduction
This paper provides description for the key issue on hiding the real location of the service
2. Reason for Change
The exposure of the location of the service reveals the topology of the service plaform/enviroment which futher invites DDOS attacks on the services. These DDOS result in service downtime. Hence it is required that the service APIs do not reveal the real location of the service to the applications.

3. Proposal

It is proposed to agree the following text to 3GPP TR 23.722.
* * * First Change * * * *

5.x
Topology hiding of the service 

5.x.1
Key issue description

The applications may access the service APIs in two scenarios:

a)
Inside the same trust domain as the service API; and

b)
Outside the trust domain as the service API.
Scenario (a) may not require any topology hiding of the service from the application. Scenario (2) requires that the service topology is hidden from the application accessing the service APIs outside the trust domain of the service API to avoid any network security issue. Further study is required on the mechanism to hide topology of the service from the applications access the service API outside the trust domain.
* * * Next Change * * * *
6.X
Security requirements
6.X.1
Description

The following requirements describe the security related requirements for application accessing the service APIs.

6.X.2
Requirements

[AR-6.x.2-a] The API framework shall provide mechanisms to hide the topology of the service from the applications accessing the service APIs from outside the trust domain.
* * * End Change * * * *

