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1. Overall Description:

SA3 has updated the key management mechanisms for mission critical application signalling within Release 14. This affects the MCX Server, the Group Management Server (GMS) and the MC client. The update is intended to simplify the key management mechanisms and reduce the amount of signalling data that is sent in the network. The purpose of this liaison statement is to inform SA6 and CT1 about this change. Full details can be found in clause 9 of S3-170914.
The following changes have been made:

· The MCX Server can now perform a 'Key Download' procedure to the MC client. This pushes a new key to the client within a SIP NOTIFY message. The following keys may be pushed:

· An updated CSK.

· A Multicast Signalling Key (MuSiK). The MuSiK replaces both the MKFC and MSCCK.

· The GMS no longer provides MKFCs. The only key provided by the GMS is the Group Master Key (GMK).

· The MCX Server no longer provides MSCCKs within the MBMS bearer announcement message. Protection of MBMS signalling is provided by an MuSiK, provided by the MCX Server via the 'key download' procedure.
· CSK upload procedures from MC client to MCX Server are unchanged.

As a consequence, signalling content is protected as follows:

· The content of unicast signalling between the MC client and MCX Server is always protected using (a key derived from) the CSK.
· The content of multicast signalling between the MC client and MCX Server is always protected using (a key derived from) a MuSiK. 
· Multiple MuSiKs may be established by the MCX Server to segregate signalling into separate security associations based upon the group or MBMS region. The number and purpose of MuSiKs is configured in the MCX Server. 
· Consequently, group-specific signalling and MBMS-specific signalling from the MC Server to the MC client may now be protected using the same key.
· The GMS no longer provides key material for the protection of signalling between the MC client and MCX Server. 
SA3 requests that SA6 and CT1 take this information into account.

2. Actions:

To SA6 and CT1 group.

ACTION: 
SA3 asks SA6 and CT1 to take the information in this LS into account, and to update their Rel-14 specifications where appropriate.
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