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1. Introduction
TR 23.782 lists 3 gaps for key issue #5-1, end‑to‑end payload encryption. This contribution proposes a solution for all three gaps.

This document proposes a method of transporting TETRA end-to-end encrypted speech from a TETRA SwMI to MCPTT users (and vice versa). This is required where MCPTT users and TETRA users wish to make interconnected end-to-end-encrypted private and group voice calls. Since TETRA equipment and systems only support the TETRA ACELP vocoder, it is necessary for the MCPTT equipment to use the TETRA ACELP vocoder for these calls. However, it has not yet been specified how TETRA speech frames and end-to-end encryption synchronization frames will be carried over MCPTT.

End-to-end encrypted speech transmitted over a TETRA π/4-DQPSK traffic channel uses U-plane stealing (stealing of speech frames by U-plane information) to deliver encryption synchronization information to the TETRA receivers. This is necessary because of bandwidth limitations on the TETRA air interface. However, while excessive stealing can be damaging to the TETRA speech quality, insufficient stealing can result in synchronization delays following late entry and cell reselection. This compromise can be avoided for speech generated by an MCPTT UE because MCPTT has sufficient bandwidth to carry both the speech information and encryption synchronization information in parallel. It is proposed to specify a TETRA speech transport format for MCPTT that can allow stealing and/or parallel transport of encryption synchronization vectors.
For gap 3, means for transmitting the TETRA encryption synchronization vector, including the Key ID and the Algorithm ID, within the MCPTT system: 
TETRA end-to-end encryption synchronization information will be carried as an optional parameter in an RTP packet that may also carry one or more TETRA speech frames. 
For gap 4, means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a TETRA to MCPTT interworked system:

TETRA end-to-end encryption synchronization information and TETRA speech frames will be linked by sequence numbering. It is essential to deliver TETRA speech frames and TETRA end-to-end synchronization information to TETRA encryption and speech decoders in the same order as they were transmitted to allow the receivers to maintain synchronization with the encrypted speech. RTP sequence numbering can be used for this purpose if the integrity of RTP sequence numbering can be maintained throughout the MCPTT network. Speech frame numbering should also be included in the RTP payloads. 
For gap 5, support for the TETRA vocoder in MCPTT to allow end‑to‑end security:
ETSI TCCE will specify the formats to be used by MCPTT for the transport of TETRA speech frames and TETRA end‑to-end synchronization information in RTP. Any format transformations that might be required between the TETRA ISI and MCPTT (e.g. within the IWF or the TETRA SwMI) will be specified by ETSI TCCE. ETSI TCCE will be responsible for obtaining IANA registration for the TETRA speech format to be used by MCPTT. 
2. Reason for Change
Without the proposed solution, end‑to‑end encrypted speech between TETRA and MCPTT would not be possible.
3. Conclusions

The proposed changes to TR 23.782 are necessary to show how end‑to‑end encrypted speech can be transported between MCPTT and TETRA.
4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.782.

* * * First Change * * * *

6.x
Solution #x: Means for supporting TETRA end-to-end encrypted speech
6.x.1
Description

6.x.1.1
General

The following sub-clauses address the gaps in key issue #5-1 of the present document. Solutions for the 3 gaps are presented.
6.x.1.1.1
Gap 3 - means for transmitting the TETRA encryption synchronization vector, including the Key ID and the Algorithm ID within the MCPTT system
The TETRA end-to-end encryption synchronization vector will be carried in MCPTT as an optional parameter in an RTP packet that may also carry one or more TETRA speech frames. The TETRA end-to-end encryption synchronization vector contains the Key ID, the Algorithm ID and the cipher synchronization information. (The Key ID identifies the encryption key used to encrypt the speech and the Algorithm ID identifies the end‑to‑end encryption algorithm in use.) 
6.x.1.1.2
Gap 4 - means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a TETRA to MCPTT interworked system:
Receivers of end-to-end encrypted TETRA speech have to be able to apply an encryption synchronization vector to a specific speech frame which could be delivered at a later time than the encryption synchronization vector. TETRA speech frames and TETRA end-to-end synchronization vectors will be delivered to TETRA speech receivers in the same order as they were transmitted to allow the receivers to maintain synchronization with the encrypted speech. RTP sequence numbering and/or speech frame numbering in the RTP payload can be used to maintain the ordering. The integrity of the RTP sequence numbering needs to be maintained throughout the MCPTT network. 
6.x.1.1.3
Gap 5 - support for the TETRA vocoder in MCPTT to allow end‑to‑end security
ETSI TCCE will provide an ETSI standard specifying the format of TETRA speech (including encryption synchronization vectors) to be carried in RTP packets over MCPTT. ETSI TCCE will obtain IANA registration for the format and the name to be used in MCPTT call setup SDP negotiations. ETSI TCCE will specify any speech format transformations, timing and encryption synchronization actions to be performed by the IWF or TETRA SwMI. 
6.x.2
Impacts on existing nodes and functionality

MCPTT UEs supporting end‑to‑end encrypted speech communications with TETRA equipment shall support:
-
SDP negotiation for the use of the TETRA speech format;
-
use of the TETRA speech transport format for MCPTT;

-
use of the TETRA ACELP vocoder;

-
use of the TETRA end-to-end encryption mechanism;

-
use of a key management protocol that allows delivery of TETRA end‑to‑end encryption keys
-
use of appropriate encryption algorithms.

The IWF will need to be able to perform any necessary transformations of the speech format timing and encryption synchronization actions to be specified by ETSI TCCE.
6.x.3
Solution Evaluation

This solution provides a method for transporting TETRA end‑to end encrypted speech between MCPTT clients and the TETRA IWF. A similar or equivalent format can be used for transporting non-end‑to‑end encrypted TETRA speech.
