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Abstract: Provides a proposed way forwards to satisfy Stage 1 requirements for open access to MCX services
SA1 have included requirements for open interfaces for MCX services in TS 22.280 as follow:

5.18
Open interfaces for MCX services

5.18.1
Overview

It is expected that data applications such as database access or event managers are or will be, enhanced thanks to the use of multimedia communications. As a consequence, there is a need for external applications to securely access and use MCX Services.

5.18.2
Requirements

[R-5.18.2-001] The MCX Service shall be securely accessible via an open interface by an external application.
NOTE:
Access includes one or more of the following: ability to obtain information on demand or via notification, ability to set parameters, ability to control aspects of the service, and the ability to transmit/receive media to/from the service (e.g. video).
[R-5.18.2-002] The MCX Service shall restrict external access based on MCX Service permissions and authorizations.

[R-5.18.2-003] The open interface for MCX Services shall support control and indication of communication priority. 

[R-5.18.2-004] The MCX Service shall be able to authenticate the MCX User connecting to the MCX Service through the open interface.

Of these requirements, many are already satisfied by the MCx client interfaces provided that the appropriate levels of authorization and access are configured correctly for the accessing application.  The remainder can be satisfied by access to the relevant configuration databases (user configuration database, group management server) according to the reference points required for configuration as described in TS 24.383.

In more detail:

	Requirement
	Comments

	[R-5.18.2-001] The MCX Service shall be securely accessible via an open interface by an external application.
	An IP connection is needed to the CSC and MC service servers via 3GPP access or non 3GPP access.

Existing application reference points allow access to the service:

CSC-1 for user/application authentication

CSC-2 for group configuration

CSC-4 for user/client configuration

CSC-8 for key management

CSC-14 for location management

MCPTT-1, 4, 7, 8, 9 for MCPTT service

MCVideo-1, 4, 7, 8, 9 for MCVideo service

MCData-6, MCData-SDS-1, 2, 3, MCData-FD-1, 2, 3, 4, MCData-DS-1, 2, 3

	NOTE:
Access includes one or more of the following: ability to obtain information on demand or via notification, ability to set parameters, ability to control aspects of the service, and the ability to transmit/receive media to/from the service (e.g. video).
	Ability to set parameters and control aspects of the service requires access to the relevant configuration servers (group management server, configuration management server) and potentially access to the security configuration servers (identity management server, key management servers).
Access to the configuration management servers is described in TS 24.383 (e.g. see clause 4.1) as via OMA defined mechanisms:

[2]
OMA OMA-ERELD-DM-V1_2-20070209-A: "Enabler Release Definition for OMA Device Management, Version 1.2".
[3]
OMA OMA-TS-DM_Protocol-V1_2: "OMA Device Management Protocol".

[4]
OMA OMA-TS-XDM_Group-V1_1-20120403-A: "Group XDM Specification".
These do not have equivalent Stage 2 defined reference points, but the functionality is clear at Stage 3.

	[R-5.18.2-002] The MCX Service shall restrict external access based on MCX Service permissions and authorizations.
	As service access can be obtained using existing reference points, permissions for each external application can be defined as for each MC service client according to the configuration tables in the respective Annex As in each of 23.280, 23.281, 23.282, 23.379.

	[R-5.18.2-003] The open interface for MCX Services shall support control and indication of communication priority.
	Control of communication priority is set where relevant during call related procedures in the service specific TSs, and where configured prior to call related procedures via the configuration management process.

	[R-5.18.2-004] The MCX Service shall be able to authenticate the MCX User connecting to the MCX Service through the open interface.
	User (or application acting as a proxy user) authentication is achieved using CSC-1, as specified in detail in TS33.179 (Rel 13); (TBA for Rel14)


Impact on Release 15 MC Service TSs
As the requirements can be satisfied by existing functional entities and reference points, no additional functional entities and reference points are required.

Explanatory text should be added to each of the Stage 2 TSs to describe how this application access is achieved.

