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1. Introduction 
This contribution merges key issue #12 into key issue #11. Key issue #11 is a superset of key issue #12. The description of MCPTT key management is moved from key issue #11 to #12. The end to end encryption portion of key issue #12 is covered in key issue #8.

In key issue #11, this statement is no longer true: "3GPP standards have not yet been developed to address key management of MCPTT clients." 

2. Reason for Change
Key issues #11 and #12 can be combined for simplicity and clarity. The obsolete statement should be removed.
3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPP TR 23.782.
* * * First Change * * * *

5.7.4
Key issue #11 - Key management
5.7.4.1
Description
Project 25 and TETRA systems include two primary means for the management of end-to-end encryption keys. With so called "manual" key management, a "key fill device" is (usually) directly connected to a mobile radio and provides keys using standardized protocols. In "Over-the-air Rekeying" (OTAR), keys are distributed using a secure over-the-air protocol from a "Key Management Facility" (KMF) to mobile radios. Generally speaking, each KMF is responsible for key management of a subset of P25 radios. Also, standardized means exist for KMFs to share keys so that a radio "under the control" of one KMF can interoperate with a radio under the control of another KMF.

For example, in figure 5.7.4.1-1 the three P25 radios can share a common key from KMF B by virtue of radio 2 receiving the key via OTAR and radio 3 via a key fill device from KMF B, and Radio 1 receiving the same key from KMF A by virtue of OTAR after having been provided that key via the P25 Inter-KMF Interface (IKI).
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Figure 5.7.4.1-1: Example of P25 Key Management

In addition to simple key distribution and inter-agency key sharing, P25 supports a large number of use cases for key fill and over-the-air rekeying, consistent with the needs that legacy users have expressed over many years. These include means for "cold-starting" (initial distribution of keys), routine key rotation, repudiating a compromised unit, and zeroization (deletion and erasing of some or all of the keys of a potentially compromised unit).

TETRA has the same types of key management processes and options.


In MCPTT, the encryption keys for a private call between two MCPTT users are sent by the originating UE in a MIKEY-SAKKE payload to the terminating UE, via the KMS servers. This forms the root key for further media key derivation. The same MIKEY-SAKKE payload solution is applied for a group call, the group key is provided by the Group Management server to all the participants in the group call.
Gaps:

1.
Sharing of end-to-end keys originated by P25 and TETRA user agencies with authorized MCPTT clients.

2.
Sharing of end-to-end keys originated by MCPTT user agencies with authorized P25 and TETRA subscriber units.

3.
Management of end-to-end keys originated in P25 and TETRA user agencies and shared with authorized MCPTT clients.

4.
Management of end-to-end keys originated in MCPTT user agencies and shared with authorized P25 and TETRA subscriber units.

5.
Carriage of key management messages for P25 or TETRA over MCPTT.

Editor's note:
Need to consult SA3 on these aspects at some point.





Editor's note:
The study may require involvement of other standardisation groups, e.g. SA3, SA3-LI, ETSI TCCE.

* * * Second Change * * * *
5.7
Encryption

5.7.1
Key issue #8 - End to end payload encryption
5.7.1.1
Description
In Project 25, the encryption scheme and security key identity (Key ID) are periodically transmitted with the voice payload. Cryptographic synchronization and resynchronization are accommodated via a "message indicator" (crypto-synch) which is also periodically transmitted with the voice payload. Having learned the scheme, key and crypto-synch once for a transmission, and having not lost any subsequent voice frames, a receiving entity can decrypt the entirety of the transmission.

In a macro system comprising only MCPTT and Project 25 services, end-to-end encryption requires that the MCPTT client employ an agreed P25 phase 1 or 2 vocoder, use a P25 compliant encryption scheme, and have a means to identify the key, and include resynchronization information sufficient to allow for decryption for P25 units entering and late entering the transmission.

In a macro system comprising MCPTT, Project 25 and some other non-Project 25 system, end-to-end encrypted calling is not possible for all call legs.

In TETRA, the encryption process requires the transmission of Algorithm ID and Key ID during the synchronization vectors at the start of and during the call.

Transmission of the algorithm ID, key ID and synchronization vectors at the start and during a call are also required for compatibility with TETRA. Selection of the ACELP vocoder and management of the frame stealing process to transmit encryption synchronization in-band is required.
E2E encryption at the application level renders voice transcoding impossible, as there is no way for the transcoding entity to perfom codec translation on encrypted media without access to the encryption keys. 
TETRA air interface encryption will not need to be supported or accommodated in MCPTT.

Support for end to end encryption will continue to be a high priority requirement for most customers throughout all stages of the transition from LMR to MCPTT interworking.

Gaps:

1.
Means for transmitting the Project 25 Key ID or its equivalent in end-to-end encrypted calls including Project 25 systems.

2.
Means for transmitting the Project 25 encryption scheme or its equivalent in end-to-end encrypted calls including Project 25 systems.

3.
Means for transmitting the TETRA encryption synchronization vector, including the Key ID and the Algorithm ID within the MCPTT system.

4.
Means for ensuring the time synchronization between the sync vector and the stream of encrypted speech packets in a TETRA to MCPTT interworked system.

5.
Support for the TETRA vocoder in MCPTT to allow end to end security.

6.
Support for the P25 vocoders in MCPTT to allow end to end security.

7.
Definition of suitable policy options and means to provide for suitable security in mixed macro-systems.

Editor's note:
Need to consult SA3 on these aspects at some point.
Editor's note:
e2e encryption has implications with legal interception requirements.
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