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Abstract: This contribution proposes general user authentication and authorization
1. Discussion
In Rel.14, MCPTT, MCVideo and MCData services are supported.

In 23280 a generic procedure for user authentication and service authorization should be depicted.

The user authentication and service authorization is common for all MC services.

This issue was discussed in the conference call on 1st Sep 2016 and the general direction was to capture this procedure in 23280 TS.

1.1 This contribution proposes the general procedure for user authentication and authorization for MC services
2. Proposal
************************Change-1 Start********************

10.6
General user authentication and authorization for MC services 

NOTE:
Figure 10.6-1 is a high level user authentication and authorization flow. 3GPP TS 33.179 [X] defines the specific user authentication and authorization architecture required by the MC services in order to realize the MC service user authentication and authorization requirements as defined in 3GPP TS 22.280 [X].

The user authentication process shown in figure 10.6-1 may take place in some scenarios as a separate step independently from a SIP registration phase, for example if the SIP core is outside the domain of the MC service server.

A procedure for user authentication is illustrated in figure 10.6-1. Other alternatives may be possible, such as authenticating the user within the SIP registration phase.
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Figure 10.6-1: MC service user authentication and registration, single domain

1.
In this step the identity management client begins the user authorization procedure. The MC service user supplies the user credentials (e.g. biometrics, secureID, username/password) for verification with the identity management server. This step may occur before or after step 3. In a MC system with multiple MC services, a single user authentication as in step 1 can be used for multiple MC service authorizations for the user.
2.
The signalling user agent establishes a secure connection to the SIP core for the purpose of SIP level authentication and registration.

3.
The signalling user agent completes the SIP level registration with the SIP core (and an optional third-party registration with the MC service server(s)).
NOTE:
The MC service client(s) perform the corresponding MC service authorization for the user by utilizing the result of this procedure.
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