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Abstract: Adds in solution for requirement to restrict area of operation of group

Introduction and reason for change
TS 22.280 contains the following requirement to restrict the operational area of an MC service group:
[R-6.4.9-006] The MCX Service shall provide a mechanism for an MCX Service Administrator to confine use of an MCX Service Group to MCX Service Group Members in a particular geographic area.
To achieve this, this pCR makes the following changes:
- 	Adds the ability for the MCPTT server to reject an affiliation if the user is out of the operational area of the MC service group.
-	 Adds the ability for the MCPTT server to de-affiliate a user if the user moves outside the operational area of the MC service group or for other reasons
-	Adds the operational area of the MC service group to group configuration data.
The server initiated de-affiliation is included in a generic manner to allow its reuse in case of other events that would lead to a server initiated de-affiliation.
********************************** 1st change **************************************
[bookmark: _Toc424654359][bookmark: _Toc428364943][bookmark: _Toc433209538][bookmark: _Toc460615901][bookmark: _Toc460616762][bookmark: _Toc460662151]5.2.5	Group affiliation and de-affiliation
Group affiliation can be achieved through the following two methods:
a)	Explicit affiliation: An MCPTT user provides interest in one or many MCPTT groups using the MCPTT UE. An MCPTT authorized user may remotely modify another MCPTT user's affiliation to an MCPTT group.
b)	Implicit affiliation: MCPTT user's affiliations to MCPTT groups are determined through configurations and policies at the MCPTT UE or MCPTT service and performed implicitly by the associated MCPTT UE or MCPTT service.
NOTE:	Group affiliation is not the same as group membership; however, an MCPTT user is a member of a group prior to becoming an affiliated member of that group.
The following functionality shall be enabled by the MCPTT service for the MCPTT users affiliated to the MCPTT groups:
-	MCPTT users receive notifications for group call setup and invitation for their affiliated group(s).
-	MCPTT users receive media and events from their affiliated group(s).
The MCPTT server may refuse a request for affiliation from an MCPTT user. In this case the MCPTT user will not be able to take part in MCPTT calls within that MCPTT group, and the MCPTT client should make the MCPTT user aware that it is not affiliated. The MCPTT server may also de-affiliate an MCPTT client from an MCPTT group following a relevant trigger condition. One such trigger condition may be that the MCPTT UE has moved outside a defined geographical operational area for the MCPTT group.
Group de-affiliation indicates that the MCPTT user is no longer affiliated to that MCPTT group, and therefore is not able to perform any actions that are associated with an affiliated member (e.g. receive media, notifications). De-affiliation can occur either through MCPTT user's explicit request, or implicitly (e.g. changed as the result of another action, such as the user logging off).
********************************** Next change **************************************
[bookmark: _Toc428365048][bookmark: _Toc433209684][bookmark: _Toc454401629]10.3.3.1	MCPTT group affiliation procedure
Procedure for affiliation to MCPTT group(s) is described in figure 10.3.3.1-1.
Pre-conditions:
1.	MCPTT client has already been provisioned (statically or dynamically) with the group information, or a pointer to the group information, that the MCPTT client is allowed to be affiliated.
2.	MCPTT server may have retrieved the user subscription and group policy e.g. which user(s) are authorized to affiliate to what MCPTT group(s), priority, and other configuration data.
3.	MCPTT client may have indicated to the group management server that it wishes to receive updates of group configuration data for MCPTT groups(s) for which it is authorized (as described in subclause 10.1.5.3).
4.	The MCPTT user triggers the affiliation procedure. This is an explicit affiliation caused by the MCPTT user.


Figure 10.3.3.1-1: MCPTT group affiliation procedure
1.	MCPTT client of the MCPTT user requests the MCPTT server to affiliate to an MCPTT group or a set of MCPTT groups. The MCPTT client shall provide the initiating MCPTT ID and the MCPTT group ID(s) being affiliated to.
2a.	MCPTT server checks if the group policy is locally cached. If the group policy is not locally cached on the MCPTT server then MCPTT server requests the group policy from the group management server.
2b.	MCPTT server receives the group policy from the group management server.
3.	Based on the group policy and user subscription, the MCPTT server checks if the MCPTT group(s) is enabled, and if the MCPTT client is authorised to affiliate to the requested MCPTT group(s) and is within the geographical operational area of the group. The MCPTT server also performs the check for the maximum limit of the total number (N2) of MCPTT groups that the user can be affiliated to simultaneously.
4.	If the user of the MCPTT client is authorised to affiliate to the requested MCPTT group(s) then the MCPTT server stores the affiliation status of the user for the requested MCPTT group(s).
5.	MCPTT server confirms to the MCPTT client the affiliation (5a) and updates the group management server with the affiliation status of the user for the requested MCPTT group(s) (5b).
NOTE:	Steps 5a and 5b can occur in any order or in parallel.
Editor's note:	If affiliation is refused due to a request from an MCPTT client that is outside the geographical operational area of an MCPTT group, it may be desirable for the MCPTT server to store the request. This extension to the affiliation procedure is FFS.
********************************** Next change **************************************
[bookmark: _Toc428365054][bookmark: _Toc433209690][bookmark: _Toc454401635]10.3.4.x	MCPTT server initiated group de-affiliation procedure
The procedure for the MCPTT server to revoke an affiliation with an MCPTT group is described in figure 10.3.4.x-1.
Pre-conditions:
1.	The MCPTT user has previously affiliated to the group, and the MCPTT server has stored the status of MCPTT group affiliation.
2.	A trigger event for de-affiliation occurs, such as the user moving outside the permitted geographical operational area of the MCPTT group.
NOTE:	The geographical operational area beyond which de-affiliation occurs may be larger than the geographical operational area within which affiliation is permitted, to avoid repeated affiliation and de-affiliation by a user on the edge of an operational area.

Figure 10.3.4.x-1: MCPTT server initiated group de-affiliation procedure
1.	The MCPTT server determines the MCPTT client should be de-affiliated from the group due to the trigger event.
2.	The MCPTT server sets the affiliation status of the user to 'de-affiliated' for that MCPTT group.
3.	The MCPTT server sends the MCPTT client the MCPTT group affiliation change request indicating that the change is mandatory.
4.	The MCPTT client updates its affiliation status for the requested MCPTT group to 'de-affiliated'. The MCPTT client may inform its user of the de-affiliated status for that MCPTT group. 
5.	The MCPTT client responds to the MCPTT server that the de-affiliated status is confirmed.
6.	The MCPTT server updates the group management service with the changed affiliation status for that MCPTT user.
If de-affiliation occurs due to the MCPTT client being outside the operational area of the group, the MCPTT server may store details of this event to enable a server initiated affiliation when the MCPTT client moves back into the operational area of the group
Editor's note:	A server initiated affiliation procedure may be added within subclause 10.3 to describe the process by which the MCPTT server can affiliate the client to the MCPTT group (e.g. when the MCPTT client moves back into the geographical operational area of the group).
********************************** Next change ****************************************
[bookmark: _Toc454401875]A.4	Group configuration data
The group configuration data is stored in the group management server. The group management server is used to configure the group configuration data to the MCPTT UE (CSC-2) and the MCPTT server (CSC-3).
Data in table A.4-1 and A.4-3 can be configured offline using the CSC-12 reference point. Tables A.4-1 and A.4-3 contain the UE configuration required to support the use of off-network MCPTT service.
Table A.4-1: Group configuration data (on and off network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
[R-5.1.3-002]
	MCPTT group ID
	Y
	Y
	Y

	[R-5.19-004]
[R-6.4.3-001]
[R-6.4.3-002]
[R-6.9-004]
	Group Alias (Contact URIs)
	Y
	Y
	Y

	[R-5.1.3-001] 
[R-5.1.5-001]
[R-6.4.5-005] 
[R-6.4.5-006]
	List of group members (group membership information) (see NOTE 1):
- MCPTT ID (group membership information)
- User priority for the group (group membership information)
- Participant type for the group (group membership information). The particpant type values are defined and configured by the Mission Critical Organisation (e.g.first responder, second responder, dispatcher, dispatch supervisor, MCPTT administrator).
- User Info ID (see NOTE 2 and NOTE 3)
	N
	Y
	Y

	[R-5.18.2-001]
[R-5.18.2-002]
	Group’s owner (Mission Critical Organisation)
	Y
	Y
	Y

	[R-6.4.9-006]
[R-5.14-001]
	Preferred voice codecs for MCPTT group
	Y
	Y
	Y

	[R-5.2.2-001]
	Level within group hierarchy (only applicable for group-broadcast group )
	N
	Y
	Y

	[R-5.2.3-001]
	Level within user hierarchy (only applicable for user-broadcast group)
	N
	Y
	Y

	[R-5.7.2.1.1-013]
[R-5.7.2.4.1-008]
	Indication whether emergency group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.2.1-009]
	Indication whether imminent peril group call is permitted on the MCPTT group 
	Y
	Y
	Y

	[R-5.7.2.4.1-012]
	Indication whether emergency alert is possible on the MCPTT group
	Y
	Y
	Y

	[R-5.13-001]
	Media confidentiality and integrity protection (see NOTE 4)
	Y
	Y
	Y

	[R-5.13-001]
	Floor control confidentiality and integrity protection (see NOTE 4)
	Y
	Y
	Y

	[R-5.13-001]
	Group media protection security material (see NOTE 4)
	Y
	N
	Y

	NOTE 1:	The list of group members is provided only upon request and not by default.
NOTE 2:	This information elements is relevant only for off-network and do not need to be provided for users who are not provisioned with off-network capability.
NOTE 3:	User Info Id is discrete from the MCPTT ID and is unique (identifying an MCPTT user in ProSe layer) to enable mapping by the application, from the MCPTT ID to the IP address assigned by the ProSe layer for off-network operation.
NOTE 4:	Security mechanisms are specified in 3GPP TS 33.179 [13].



Table A.4-2: Group configuration data (on‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an on‑network group call
	N
	Y
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an on‑network group call
	N
	Y
	Y

	[R-6.2.4-003]
[R-6.4.9-002]
	Group call hang timer
	N
	Y
	Y

	[R-5.1.6-001]
[R-6.4.9-003]
	Maximum duration of group calls
	N
	Y
	Y

	Subclause 10.6.2
	Group call model used for group (chat/ pre-arranged)
	Y
	Y
	Y

	Subclause 10.6.2.4.1
	Temporary group indication
	Y
	Y
	Y

	[R-6.1-001]
	Maximum number of group members (N11)
	N
	Y
	Y

	[R-6.2.1-004]
[R-6.2.1-007]
	Minimum number of affiliated group members acknowledging before start of audio transmission
	N
	Y
	Y

	[R-6.2.1-005]
[R-6.2.1-007]
	List of group members which have to acknowledge before start of audio transmission (see NOTE 1)
	N
	Y
	Y

	[R-6.2.1-006]
[R-6.2.1-007]
	Geographical area where acknowledgement of all affiliated group members is required before start of audio transmission
	N
	Y
	Y

	[R-6.4.9-006]
	Geographical area within which affiliation to the group is permitted
	N
	Y
	Y

	[R-6.4.9-006]
	Geographical area outside which de‑affiliation from the group will be forced
	N
	Y
	Y

	[R-6.2.1-008] 
[R-6.2.1-009]
	Timeout for acknowledgement of required group members
	N
	Y
	Y

	[R-6.2.1-008]
[R-6.2.1-009]
[R-6.2.1-012]
	Action upon failure to receive acknowledgement from required group members before call timeout (proceed or abandon)
	N
	Y
	Y

	[R-6.4.9-005]
	List of group members with receive-only capability
	N
	Y
	Y

	[R-6.1-003]
	Enabled/disabled group (basic status)
	Y
	Y
	Y

	[R-6.4.5-005]
	Authorisation to request list of members of an MCPTT group
	Y
	Y
	Y

	[R-6.4.5-001]
[R-6.4.5-003]
	Authorisation of a user to request a list of affiliated members of a group
	Y
	Y
	Y

	[R-5.1.7-002]
[R-6.2.2-001]
[R-6.6.2.2-006]
[R-6.8.6.2-003]
	Priority of the group
	N
	Y
	Y

	[R-6.8.6.2-003]
	Pre-emption capability
	Y
	Y
	Y

	[R-6.8.6.2-003]
	Pre-empted capability
	Y
	Y
	Y

	[R-5.13-001]
	Group floor control protection security material for multicast use (see NOTE 2)
	Y
	Y
	Y

	[R-6.2.3.6.2-001]
	Audio cut-in policy (enabled/disabled)
	N
	Y
	Y

	NOTE 1:	Listed group members will be automatically affiliated for the duration of this group call if not already affiliated.
NOTE 2:	The details of security related elements are specified in 3GPP TS 33.179 [13].



Table A.4-3: Group configuration data (off‑network)
	Reference
	Parameter description
	MCPTT UE
	MCPTT Server
	Group management server

	[R-5.7.2.1.2-002]
	Timeout value for the cancellation of an in‑progress emergency for an off‑network group call
	Y
	N
	Y

	[R-5.7.2.2.2-004]
	Timeout value for the cancellation of an in progress imminent-peril group call for an off‑network group call
	Y
	N
	Y

	Subclause 8.1.3.2, 10.7.3.2
	Prose layer-2 group ID (as specified in 3GPP TS 23.303 [8]) (see NOTE)
	Y
	N
	Y

	Subclause 8.1.3.2
	ProSe group IP multicast address (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 5.2.8
	Associated relay service code (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	[R-7.4-002]

	Group call hang timer 
	Y
	N
	Y

	 [R-7.4-003]
	Max duration of group calls
	Y
	N
	Y

	Subclause 8.1.3.2
	Indication of whether the UE shall use IPv4 or IPv6 for the MCPTT group (as specified in 3GPP TS 23.303 [8])
	Y
	N
	Y

	Subclause 10.6.3.9.1
	Default Prose Per-Packet priority (as specified in 3GPP TS 23.303 [8]) value for each of the following:
- MCPTT group call signalling
- MCPTT group call media
- MCPTT emergency group call signalling
- MCPTT emergency group call media
- MCPTT imminent peril group call signalling
- MCPTT imminent peril group call media
	Y
	N
	Y

	NOTE: 	The value of Prose layer-2 group ID is used as the Discovery group ID in ProSe discovery procedures.



************************************* End changes **************************************
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