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Abstract: This pCR introduces the IWF unencrypted transmissions during an encrypted call key issue.
1
Introduction

In legacy systems, there are cases where unencrypted transmissions need to be accommodated during encrypted sessions. MCPTT will need mechanisms to similarly accommodate unencrypted transmissions.
2
Discussion

3
Conclusion
The following modifications are proposed to be added to the TS.

-------------------------------------------Begin First Change-----------------------------------------------
5.7
Encryption
5.7.x 
Key issue #x – Unencrypted transmissions within an encrypted call

5.7.x.1
Description

Exceptional operational circumstances arise in which an "encrypted group" carries unencrypted transmissions. In LMR systems, this case may occur, among other reasons, when keys have not been fully or correctly distributed for a group but operational considerations necessitate communications in spite of potential security vulnerabilities. It also occurs in scenarios related to group re-grouping in disaster situations where encrypted and unencrypted groups are patched together to form a new group, but not all members share a common key.

Similarly, circumstances arise in which the key selected by one user for an encrypted call may be different than that selected by some other users. For example, a manually keyed radio may not have access to an updated key.

TETRA has a feature called Clear Voice Override that can be used as described above but is not commonly used because it may be viewed as a security risk. 

Gaps:

1.
Interworking encrypted calls need to accommodate unencrypted transmissions within an otherwise encrypted session.

2.
Interworking encrypted calls need to accommodate the selection of different keys for different transmissions within the same encrypted session.
Editor's note:
The interoperability scenario described above is not currently supported by stage 1.
