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Abstract: This contribution provides the descriptions for User identities in a MC system
1. Discussion
In a MC system, the MC service provider may operate on one or multiple MC services. The users are managed by the MC service provider at the system level. Hence, the user identities of the users provided by the MC service provider also requires to be managed at the system level.
MC ID represents the user identity for authentication in a MC system.

For the user service authorizations,

In Release 13, MCPTT ID was used in a MCPTT system which offers only MCPTT service.
In Release 14, MCS ID should be used in a MC system which offers one or multiple MCX services.

This contribution proposes descriptions for the application plane user identities operated by a MC SP in a MC system with one or multiple MCX services.

The key terms used are:

	Release 13 term
	Release 14 term

	MCPTT user
	MCS user

	MCPTT ID
	MCS ID

	MCPTT user profile
	MCS user profile

	MCPTT system
	MC system

	MCPTT service
	MCX service

	MCPTT server
	MCX server


The structure and function of MCS ID is same as MCPTT ID. It uses the same associations of the signalling layer to work in a MC system with single or multiple MCX services.

The usage of the above terms are fully backward compatible with Release 13 MCPTT system.

****************Comments in SA6#12*********************

Align to agreed terms
Specify MC service ID as an abstract concept

Clarify about service specific user IDs.

Clarify about common ID for user using which the user can access one or more services.
2. Proposal
**********************Begin Change-1***********************
8
Identities

8.1
Application plane

8.1.1
Mission Critical user identity (MC ID)

The mission critical user identity is also known as the MC ID. The MC ID is the identity that an MCS user presents to the identity management server during a user authentication transaction. In general, since identity management is a common service it uses an identity which is linked to a set of credentials (e.g. biometrics, secureID, username/password) that may not necessarily be tied to a single mission critical service. The MC ID and the MC service ID(s) may be the same. The MC ID uniquely identifies the MCS user to the identity management server. The MC ID is used by the identity management server to provide the identity management client a means for mission critical service authentication. 

NOTE:
The specific security and authentication mechanisms required in order to use the MC user identity is specified in 3GPP TS 33.179 [16].

8.1.2
MC service user identity (MC service ID)

The MC service user identity is also known as the MC service ID. The MC service ID is a globally unique identifier within the MC service that represents the MC service user. The MC service ID identifies an MC service user. An MC service user is identified by one or more MC service IDs according to the service subscriptions with the MC service provider. The MC service ID may also identify one or more MC service user profiles for the user at the application layer.

There are attributes associated with the MC service ID configured in the MC service that relate to the human user of the MC service. Typically this information identifies the MC service user, by name or role, may also identify a user's organization or agency, and may also identify user’s service subscription to one or multiple MC services. Such attributes associated with an MC service ID can be used by the MC service server(s) to make authorization decisions about the MC service granted to the user. For example, if the MC service user is subscribed to MCPTT service, an attribute that identifies a user's role as an incident commander could automatically be used by the MCPTT service to grant the user additional administrative rights over the creation of groups, or access to privileged talk groups.

The MC service ID shall be a URI. The MC service ID uniquely identifies an MC service user in an MC system. The MC service ID indicates the MC system where the MC service ID is defined. 

When required by the MC service provider, the MC service ID is hidden from the signalling control plane.

A default or temporary MC service ID may be used where a user is not yet associated with a device. When a user would like to use one or more MC services but has not been authenticated by the identity management server, a default or temporary MC service ID and a corresponding MC service user profile(s) may be used.
8.1.2.1
Service specific user ID
The service specific user ID(s) (e.g. MCPTT ID, MCVideo ID, MCData ID) is a MC service ID and is specified in the corresponding MC service TS.
8.1.2.2
MCCommon ID

The MCCommon ID is a MC service ID that identifies a MC service user in one or more MC services. When a MCCommon ID is used, the MC service ID(s) of a MC service user authorized to use one or more MC services use the value assigned to common MC service ID. For example, if a MC service user with a MCCommon ID who is authorized to access MCPTT, MCVideo and MCData services within a MC service provider, then MCCommon ID = MCPTT ID = MCVideo ID = MCData ID.
Editor's note:
The usage impact of different MC service IDs on user profile management is FFS. 
**********************End Change-1***********************
**********************Begin Change-2***********************
8.3.1
Relationship between MC service ID and public user identity

The following relationships exist between the MC service ID(s) and the public user identity(ies):

-
An MC service ID may be mapped to one or more public user identities (e.g. multiple UEs, shared UE, multiple MC services);

-
A public user identity may be mapped to one or more MC service IDs (e.g. UE-to-network relay); and

-
An MC service ID may be mapped to one or more public GRUUs (e.g. a user logging on from multiple UEs, multiple users sharing the same UE).

The MC service server manages the mapping between MC service IDs and public user identities.

The MC service server manages the mapping between MC service IDs and public GRUUs.

Temporary GRUUs are mapped to public GRUUs by the SIP core.

The public user identity does not necessarily identify the MC service user at the SIP signalling control plane. When the MC service provider and the home PLMN operator are part of the same trust domain, the public user identity in the SIP signalling control plane may also identify the MC service user at the application plane.
Editor's note:
The relationship of the MCCommon ID with public user identities and different MC services are FFS. 
**********************End Change-2***********************
