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Abstract: This pCR introduces the key management key issue.
1
Introduction

TETRA and P25 have similar key management and distribution mechanisms. MCPTT interworking will need to accommodate these mechanisms.
2
Discussion

3
Conclusion
The following modifications are proposed to be added to the TS.

-------------------------------------------Begin First Change-----------------------------------------------
5.7
Encryption
5.7.x
Key issue #x  Key management 

5.7.x.1
Description
Project 25 and TETRA systems include two primary means for the management of end-to-end encryption keys. With so called "manual" key management, a "key fill device" is (usually) directly connected to a mobile radio and provides keys using standardized protocols. In "Over-the-air Rekeying" (OTAR), keys are distributed using a secure over-the-air protocol from a "Key Management Facility" (KMF) to mobile radios. Generally speaking, each KMF is responsible for key management of a subset of P25 radios. Also, standardized means exist for KMFs to share keys so that a radio "under the control" of one KMF can interoperate with a radio under the control of another KMF.

For example, in Figure 5.7.x.1-1 the three P25 radios can share a common key from KMF B by virtue of radio 2 receiving the key via OTAR and radio 3 via a key fill device from KMF B, and Radio 1 receiving the same key from KMF A by virtue of OTAR after having been provided that key via the P25 Inter-KMF Interface (IKI).


[image: image1.emf]Key Management 

Facility A

Radio 1

Key Fill Device

Key Management

Facility B

Radio 3

IKI

Radio 2

OTAR

OTAR

Key Fill


Figure 5.7.x.1-1: Example of P25 Key Management

In addition to simple key distribution and inter-agency key sharing, P25 supports a large number of use cases for key fill and over-the-air rekeying, consistent with the needs that legacy users have expressed over many years. These include means for "cold-starting" (initial distribution of keys), routine key rotation, repudiating a compromised unit, and zeroization (deletion and erasing of some or all of the keys of a potentially compromised unit).

TETRA has the same types of key management processes and options.

3GPP standards have not yet been developed to address key management of MCPTT clients.

Gaps:

1.
Sharing of end-to-end keys originated by P25 and TETRA user agencies with authorized MCPTT clients.

2.
Sharing of end-to-end keys originated by MCPTT user agencies with authorized P25 and TETRA subscriber units.

3.
Management of end-to-end keys originated in P25 and TETRA user agencies and shared with authorized MCPTT clients.

4.
Management of end-to-end keys originated in MCPTT user agencies and shared with authorized P25 and TETRA subscriber units.
5.
Carriage of key management messages for P25 or TETRA over MCPTT.
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