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Abstract: Key issue for group member anonymity for interconnect group calls

Introduction

TS 22.280 requires that affiliation to a group in a partner system is authorized by the primary MC system of the MC user and the partnery system where the group is defined:

[R-6.17.2-004] An MCX Service shall provide mechanisms to allow an MCX User on the Primary MCX Service System to affiliate to an MCX Service Group from a Partner MCX Service System, subject to authorization from the Primary MCX Service System and the Partner MCX Service System where the MCX Service Group is defined.

However this does not explicitly require that the user's identity is presented to the partner system.

In TS 23.179 and TS 23.379, a user must be authorized to affiliate to a group on the primary system and on the partner system (see clauses 10.3.3.1 and 10.3.3.2).  The list of group members is included in the group configuration data (see TS 23.179 Table B.4-1 and TS 23.379 Table A.4-1). However in a group regrouping case, there is the possibility of hiding the group membership from a partner system (see clause  10.6.2.4.1.1.1).
Security procedures in TS 33.179 require the group management server to provide each group member with the Group Master Key used for media and floor control encryption, and the mechanism used to provide this key is an Identity Based Encryption, where the identity of the group member needs to be known to the group management server in order to encrypt the key to be sent to that specific group member.  An architectural mechanism may be needed to modify this process where group members are required to be anonymous as far as the home MC system of the group is concerned.

This pCR introduces a key issue and architectural requirement to capture the need for anonymity, where required, of group members when joining a group defined in a partner MC system.
***************************************** Change 1 **************************************************
5
Key Issues

5.x
Key Issues for interconnect

5.x.x
MC group member anonymity from group host MC system
5.x.x.1
Description

MC group configuration requires that the MC group information includes the identities of MC users that affiliate to the MC group, as does the procedure in clause 10.3.3.2.2 of 3GPP TS 23.379 [x]. The group management server also needs to know the identities of group members if end to end media encryption is in use, as the end users identity is needed in order to encrypt the group master key to send to that group member.
However existing procedures in 3GPP TS 23.379 [x] in clause 10.6.2.4.1.1.1 allows a partner system to hide the identity of an MC user from the primary system of a temporary group in a group regrouping situation. If this functionality is to be maintained and the identity of a user needs to be hidden from the primary MC system of an MC group that is not a temporary group, a solution will need to be found that allows the primary system of the MC user to retrieve group configuration and key material from the partner MC system that is the home MC system of the group without revealing the identity of the requesting group member. 
Editor's note: clause numbering references in 3GPP TS 23.379 are subject to change.

5.x.x.2

Architectural Requirements

A mechanism is needed to allow an MC user operating in the primary MC system of that MC user to affiliate to a group defined in a partner MC system without revealing the identity of that MC user where anonymity is required.

A mechanism is needed to provide that MC user with the necessary key material to participate in end to end encrypted calls within the group.
Editor's note: Security mechanisms associated with such a requirement are in the remit of SA3.
***************************************** End change 1 ************************************************
