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1
Introduction
Currently in 3GPP TS 23.179, requirements and guidance is provided regarding EPS bearers. Whilst the use of a MCPTT system specific APN is mandated to be used, no definition of this APN (i.e. its value) is defined.
2
Discussion

There are a number of solutions for defining the MCPTT system specific APN:
· Reuse the IMS well-known APN (as defined in GSMA PRD IR.92 and GSMA PRD IR.88)
· Define a well-known APN for MCPTT

· Define a method for a UE to derive a value for the MCPTT system specific APN e.g. based on some already known parameters to the UE

· Enable the UE to be configured with this value e.g. as part of initial UE configuration

2.1
IMS well-known APN

According to section 4.3.1 of GSMA PRD IR.92, the default bearer of the IMS PDN connection must have a QCI value of 5 for IMS signalling data. However, MCPTT does not use this QCI value but instead uses a QCI value of 69 (as specified in subclause 5.2.9.2 of 3GPP TS 23.179) so would require another EPS bearer (e.g. a dedicated EPS bearer) to be established in order to transport signalling data for MCPTT. Such a configuration goes against 3GPP TS 23.179, but more importantly would be an inefficient usage of radio resources.
Also, operators will likely have completely different billing/charging models as well as security requirements for MCPTT PDNs than for general/consumer IMS-based services. Using the same APN for both MCPTT and general/consumer IMS-based services will prevent different billing/charging models and security models from being used between MC Services and consumer IMS-based services (e.g. VoLTE, BC Services, etc.).
Finally, the IMS well-known APN points to a PDN in the operator's domain, which in turn contains the operator's IMS/SIP core. Using the IMS well-known APN may prevent, or at least, may add an unnecessary hurdle, for the MCPTT UE to connect to a SIP core in the MCPTT service provider's domain.
Therefore, using the IMS well-known APN is unsuitable in all instances for MCPTT. However, it could be used in some scenarios e.g. for a non-Public Safety mission critical PTT service offered by home PLMN operators to their subscribers.

2.2
Well-known APN for MCPTT

Defining a well-known APN for MCPTT (e.g. "mcptt") is possible. However, this would result in all UEs from all MCPTT Service Providers utilising the same Home PLMN operator connecting to the same PDN. This in turn may then require some special handling to find the right SIP Core, which could be achieved by careful provisioning of P-CSCF IDs in the UE, however, would still present an opportunity for unauthorised users to at least "ping" a P-CSCF that is not theirs. Providing MCPTT Service Providers with their own PDN (and thus their own APN to identity it) would easily prevent this, and provide a higher level of security.
So effectively using this solution would deny operators being able to offer separate (and therefore more secure) PDNs to individual MCPTT Service Providers. Therefore, using this solution is unsuitable for MCPTT.
2.3
UE derived MCPTT system specific APN
Defining a particular mechanism to derive an MCPTT system specific APN is also possible. However, it would have to be limited to parameters that are known to the UE. In order to allow for different PDNs to be offered to different MCPTT Service Providers, a parameter available to the UE that uniquely identifies the MCPTT Service Provider would have to be configured on the UE. In which case, if the UE has to be configured with such information (currently 3GPP TS 23.179 does not define an identity for the MCPTT service provider itself), it makes little sense to not also configure the UE with the APN itself, and thus save this derivation step.
2.4
UE configured MCPTT system specific APN
The MCPTT system specific APN could be configured in the UE as part of the initial UE configuration. This solution allows the flexibility for any APN value (subject to agreement between the MCPTT Service Provider and the PLMN operator) to be used specifically for MCPTT, therefore allowing unique PDNs for each MCPTT Service Provider that a Home PLMN operator has agreement with, and the added security that brings (i.e. layer 2 network separation).

In addition, further security credentials for LTE-level access to the PDN could also be provided to the UE to use, in order to provide yet another layer of security. Current options in LTE include use of PAP (Password Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol), credentials of which are sent to the network by the UE in the Protocol Configuration Options parameter of EPS bearer management related NAS messages. This additional layer of security would not be possible in the other solutions listed here.
3
Conclusion

A UE configured MCPTT system specific APN provides the most flexibility for PLMN operators and MCPTT Service Providers, from both a deployment perspective and a security perspective. Therefore it is proposed to agree this principle and consider the CR in S6-160029.
Annex A: related stage 1 requirements
The stage 1, 3GPP TS 22.179, does not contain any specific requirements regarding APN definition/PDN criteria. However, the following two requirements are related:
[R-6.3-001] A PLMN shall support multiple MCPTT systems.

[R-6.3-002] An MCPTT system shall be capable of providing MCPTT Services to MCPTT Users in multiple PLMNs.
