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Abstract: Introduces the Key Management System as a functional entity together with reference points.
Introduction
The SA3 work in TR 33.879 proposes a Key Management Server which is the root of security parameters used to protect user media, and possibly also to protect signalling.  Currently there is no KMS in TS 23.179; this pCR introduces this functional entity to allow the security solutions to be fulfilled in Release 13.
The KMS is described in Solution #3 of TR 33.879, and required to provide security parameters for solutions #4, 5 and 6 providing confidentiality solutions for private call and group call. A key management function is essential to satisfy the security requirements for confidentiality and integrity, and the key management of these functions, that are specified in TS 22.179:
[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 
[R-5.13-008] Subject to regulatory constraints, the MCPTT Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., personality management, kill commands) that have the potential to disrupt the operation of the target MCPTT UE.

[R-5.13-009] The MCPTT Service shall provide a means to support end-to-end security for all media traffic transmitted between MCPTT Ues.

[R-5.13-011] Subject to regulatory constraints, the MCPTT Service shall provide a cryptographic key management service(s).

[R-5.13-012] The cryptographic key management service(s) shall support both pre-provisioning and over-the-air provisioning of cryptographic keys.

[R-5.13-013] The cryptographic key management service(s) shall ensure that cryptographic keys are confidentiality protected, integrity protected and authenticated when delivered over-the-air.
The KMS needs to provide security material, including encryption keys, to MCPTT UEs which will also incorporate a key management client, and also to the MCPTT server and the Group management server.  These are shown as three different reference points, CSC-8, -9, and -10 (numbering adopted to match the usage in SA3), although as each of the other entities is a client for key management to the KMS, they could collapse into a single interface specification at stage 3.
******************************* Start of first change **************************************
7.3
Functional model description

7.3.1
On-network functional model
Figure 7.3.1-1 shows the functional model for the application plane.



Figure 7.3.1-1: Functional model for application plane
In the model shown in figure 7.3.1-1, the following apply:

-
The MCPTT AS is an instantiation of a GCS AS in accordance with 3GPP TS 23.468 [10].

-
The MCPTT user database may be combined with an HSS in some deployment scenarios (e.g. when the MCPTT service provider and the public network operator are part of the same trust domain).
-
MCPTT-9 carries multicast floor control signalling between the floor control server of the MCPTT server and the floor participant of the MCPTT UE.

-
MCPTT-4 carries unicast floor control signalling between the floor control server of the MCPTT server and the floor participant of the MCPTT UE.

-
MCPTT-7 carries unicast media between the media distribution function of the MCPTT server and the media mixer of the MCPTT UE.

-
MCPTT-8 carries multicast media from the media distribution function of the MCPTT server to the media mixer of the MCPTT UE.

NOTE:
The media distribution function can also provide a media mixing function. This operates independently from the media mixer in the MCPTT UE.

Editor's note:
Interaction between a GCS AS and an IMS SIP core interfacing to Rx are for further study

Editor's note:
The MCPTT server may contain an identity translation function to conceal identities from the SIP core and EPS.  This function is for further study.

Figure 7.3.1-2 shows the functional model for the signalling control plane.
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Figure 7.3.1-2: Functional model for signalling control plane
Editor's note:
Figure 7.3.1-2 needs to be updated to show HTTP-4 at the HTTP proxy.
In the model shown in figure 7.3.1-2, the following apply:

-
The signalling plane identities may be provided by an HSS in deployment scenarios where the PLMN operator is responsible for the IMS subscriptions.

-
The signalling plane identities may be provided by the MCPTT user database using the MCPTT-9 reference point in deployment scenarios where the MCPTT operator is responsible for the SIP core subscriptions.
Editor's note:
The text above, describing the location of identities, may be relocated to another clause of the present document.
Editor's note:
The diagrammatic representation of MCPTT-3 making use of SIP-1 and SIP-2 is for further consideration.
Figure 7.3.1-3 shows the relationships between the reference points of the application plane and the signalling plane.
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Figure 7.3.1-3: Relationships between reference points of application and signalling control planes

******************************* End of first change **************************************
******************************* Start of second change **************************************
7.4.2.2.x
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and MCPTT server to achieve the security goals of confidentiality and integrity of media and signalling.
The functionality of the key management server is specified in 3GPP TS 33.179 [x].
7.4.2.2.x
Key management client

This functional entity acts as the application user agent for key management functions. It interacts with the key management server.

The functionality of the key management client is specified in 3GPP TS 33.179 [x].
******************************* End of second change **************************************
******************************* Start of third change **************************************
7.5.2.x
Reference point CSC-8 (between the key management server and key management client)

Provides a means for the key management server to provide security related information (e.g. encryption keys) to the key management client.
The CSC-8 reference point shall use the HTTP-1 and HTTP-3 reference points for transport and routing of security related information to the key management client.
CSC-8 is specified in 3GPP TS 33.179 [x].
7.5.2.y
Reference point CSC-9 (between the key management server and MCPTT server)

Provides a means for the key management server to provide security related information (e.g. encryption keys) to the MCPTT server.

The CSC-9 reference point shall use the HTTP-2 and HTTP-3 reference points for transport and routing of security related information to the group management server and MCPTT server.
CSC-9 is specified in 3GPP TS 33.179 [x].
7.5.2.z
Reference point CSC-10 (between the key management server and group management server)

Provides a means for the key management server to provide security related information (e.g. encryption keys) to the group management server.

The CSC-10 reference point shall use the HTTP-2 and HTTP-3 reference points and may use the HTTP-4 reference point for transport and routing of security related information to the group management server and MCPTT server.

CSC-10 is specified in 3GPP TS 33.179 [x].
******************************* End of third change **************************************
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