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Introduction
CSC-1, the identity management server to identity management client, runs over HTTP-1.  This is already captured in the editor's note in sub-clause 7.4.3.3.2:
7.4.3.3.2
HTTP proxy

This functional entity acts as the proxy for all hypertext transactions between the HTTP client and HTTP server. The HTTP proxy terminates the TLS session on HTTP-1 with the MCPTT UE HTTP client in order to allow the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers.

Editor's note:
Whether Identity management shares the same security domain as the rest of the common services core and whether there is an additional HTTP proxy for identity management is FFS.
The HTTP proxy shall be in the same trust domain as the HTTP clients and HTTP servers that terminate the HTTP-2 and HTTP-3 reference points.
NOTE:
The number of instances of the HTTP proxy is deployment specific.

However it not yet explicitly called out in the functional model.  This pCR proposes the relevant changes to the functional model to clarify that CSC-1 runs over HTTP-1 and HTTP-2.

For the avoidance of doubt, HTTP-1 and -2 are the only logical choice of signalling plane reference points applicable to CSC-1 for a number of reasons described below.  The only alternative signalling plane reference point would be SIP-1 and SIP-2, which are unsuitable as described below.
1.
The user authentication step needs to take place independently of the SIP authentication step, as shown in the user authentication flow in sub-clause 10.3.  It also may need to take place in advance of any SIP session being established according to the same flow.

2.
Signalling – and identities are a fundamental part of signalling – must be confidentiality protected at the application layer according to TS 22.179:
[R-5.13-001] The MCPTT Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer.
Additionally, identities must be the root of application layer security:
[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.
Thus any security tunnel within which the user's identity is provided to the identity management server can only terminate in the MCPTT application domain. This can be achieved by placing the HTTP proxy if present in the same domain as the MCPTT server/Common services core; or by direct connection to the Common services core if there is no intervening proxy, and running a suitable security protocol (i.e. TLS).  According to the deployment scenarios the SIP core can be located in a different domain (TS 23.179 sub-clause 9.2.2.1.3), which would not satisfy these requirements should that terminate a secure link to the identity management client.
Note that SA3 are considering solutions for signalling plane security, which could protect information carried through the SIP core to the MCPTT server and presumably also the common services core if needed.  However, the security parameters (encryption keys etc) are predicated on obtaining keys from the key management server; and the KMS can only provide keys once the identity of the user is confirmed.  Thus the step of confirming the identity of the user must be carried out independently and in advance of any secure exchange of information encapsulated in SIP.

3.
In some of the potential roaming and migration scenarios described in Annex C of TR 23.779 (scenario 2, scenario 5) it is not clear that there will be a SIP connection back to the home MCPTT system; but there may be a need for the user to obtain credentials from the home MCPTT system in order to obtain service on the visited MCPTT system.  A suitable connection can always be obtained using a direct IP connection, if necessary using a different APN to the SIP core connection; and HTTP can run over the IP connection.  This is all speculative and depends on the solutions adopted for the roaming and migration cases; however HTTP again looks to be the only obvious candidate for the identity management signalling plane protocol in this situation.

Additionally, the text currently states that CSC-1 authenticates the user equipment: actually it should be the user according to the descriptions of the identity management server and identity management client functional entities (sub-clauses 7.4.2.2.5 and 7.4.2.2.6); this pCR corrects this by deleting 'equipment'.
******************************* Start of first change **************************************
7.3
Functional model description

7.3.1
On-network functional model
Figure 7.3.1-1 shows the functional model for the application plane.
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Figure 7.3.1-1: Functional model for application plane
In the model shown in figure 7.3.1-1, the following apply:

-
The MCPTT AS is an instantiation of a GCS AS in accordance with 3GPP TS 23.468 [10].

-
The MCPTT user database may be combined with an HSS in some deployment scenarios (e.g. when the MCPTT service provider and the public network operator are part of the same trust domain).
-
MCPTT-9 carries multicast floor control signalling between the floor control server of the MCPTT server and the floor participant of the MCPTT UE.

-
MCPTT-4 carries unicast floor control signalling between the floor control server of the MCPTT server and the floor participant of the MCPTT UE.

-
MCPTT-7 carries unicast media between the media distribution function of the MCPTT server and the media mixer of the MCPTT UE.

-
MCPTT-8 carries multicast media from the media distribution function of the MCPTT server to the media mixer of the MCPTT UE.

NOTE:
The media distribution function can also provide a media mixing function. This operates independently from the media mixer in the MCPTT UE.

Editor's note:
Interaction between a GCS AS and an IMS SIP core interfacing to Rx are for further study

Editor's note:
The MCPTT server may contain an identity translation function to conceal identities from the SIP core and EPS.  This function is for further study.

Figure 7.3.1-2 shows the functional model for the signalling control plane.
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Figure 7.3.1-2: Functional model for signalling control plane
Editor's note:
Figure 7.3.1-2 needs to be updated to show HTTP-4 at the HTTP proxy.
In the model shown in figure 7.3.1-2, the following apply:

-
The signalling plane identities may be provided by an HSS in deployment scenarios where the PLMN operator is responsible for the IMS subscriptions.

-
The signalling plane identities may be provided by the MCPTT user database using the MCPTT-9 reference point in deployment scenarios where the MCPTT operator is responsible for the SIP core subscriptions.
Editor's note:
The text above, describing the location of identities, may be relocated to another clause of the present document.
Editor's note:
The diagrammatic representation of MCPTT-3 making use of SIP-1 and SIP-2 is for further consideration.
Figure 7.3.1-3 shows the relationships between the reference points of the application plane and the signalling plane.
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Figure 7.3.1-3: Relationships between reference points of application and signalling control planes

******************************* End of first change **************************************
******************************* Start of second change **************************************
7.5.2.11
Reference point CSC-1 (between identity management client and identity management server)

The CSC-1 reference point, which exists between the identity management client and the identity management server, provides for the authentication of the human user to the common services core on behalf of applications within the application plane. The CSC-1 reference point shall use the HTTP-1 and HTTP-3 reference points for transport of identity management information.
******************************* End of second change **************************************
******************************* Start of third change **************************************
7.5.2.16
Reference point CSC-6 (between the identity management server and the MCPTT server)

Provides a means for the MCPTT server and the identity management server to share user identity information. The CSC-3 reference point shall use HTTP-2 and HTTP-3 reference points for transport.
Editor's note:
The security solution for CSC-6 will be the responsibility of SA3.

******************************* End of third change **************************************
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