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Abstract: This contribution proposes an additional sub-clause to clause 7.4.3 of TS 23.179 introducing the Border Control functional entity within the Signalling control plane 

As presented in solution 2.4 of TR 23.779, to ensure confidentiality of MCPTT users’ identity within the operator’s domain, a Border Control functional entity shall be introduced at the border of the Application’s domain.
Therefore it is proposed to add the following sub-clause in clause 7.4.3 of TS 23.179.

*****************************Begin first change***********************************
7.4.3.X
Border control function

This functional entity can provide the following function:

-
Hiding and un-hiding of application level identities from an untrusted signalling plane.
Hiding and un-hiding is performed in two ways:

-
One consists in replacing an MCPTT client identity by its associated temporary identity from the pool of operator domain identities and vice versa, e.g. in the “from” of originating procedures and in the “to” of terminating procedures;;

-
One consists in encrypting and decrypting MCPTT identities of MCPTT clients and MCPTT groups within signalling messages.
Editor's note:
Depending on deployment model, this functional entity is interfacing with either the local inbound/outbound proxy functional entity (over Mw, or Mm if an IBCF is inserted) or with the registrar / application service selection functional entity (over ISC)

Editor's note:
Border control function may reuse concepts similar to the functionality of the IBCF of an IM CN subsystem, e.g. THIG with necessary modifications to expand topology hiding to identities hiding.
*****************************End first change***********************************
