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1
Introduction

The MCPTT requirements (TS 22.179) contain both normative requirements and informative descriptions that establish a clear distinction between the MCPTT UEs and the MCPTT Users that are capable of accessing the MCPTT Service. The architecture in TR 23.779 must fulfil these requirements in order to meet Public Safety user needs. This document addresses this fulfilment by proposing text and information flows be added to the TR in order that address these requirements.

2
Discussion

The following examples from TS 22.179 illustrate those requirements and informative descriptions that define the intent of establishing a mechanism for authentication of a MCPTT User’s Identity which is flexible enough to meet PS needs.

Example 1: from section 5.13

[R-5.13-002] The MCPTT Service shall support MCPTT User with globally unique identities, independent of the mobile subscriber identity (IMSI) assigned by a 3GPP network operator to UEs.
[R-5.13-003] The MCPTT identities shall be part of the MCPTT application service domain.

[R-5.13-004] The MCPTT identities shall form the basis of the MCPTT application layer security for the MCPTT Service.

Example 2: from section 5.11
5.11
Support for multiple devices

[R-5.11-001] The MCPTT Service shall allow an MCPTT User to log in to multiple MCPTT UEs concurrently.

[R-5.11-002] The MCPTT Service shall ensure that the MCPTT User logs into each MCPTT UE separately.

Example 3: from section 5.17
5.17
Gateway requirements

[R-5.17-001] The MCPTT system shall be accessible via gateway MCPTT UEs by MCPTT Users.
Example 4: from section 4.5.4
4.5.4

Shareable MCPTT UEs and gateway UEs
The conceptual model for shareable MCPTT UEs is that of a pool of UEs, each UE being interchangeable with any other, and users randomly choosing one or more UEs from the pool, each user for his temporary exclusive use. A shareable MCPTT UE can be used by user who can gain access to the MCPTT client application stored on it and can become an authenticated MCPTT User. A shareable MCPTT UE can serve only one MCPTT User at a time. An MCPTT User who signs into a shareable MCPTT UE that is already in-use causes the sign-off of the previous MCPTT User.
An MCPTT User can simultaneously have several active MCPTT UEs, which, from an MCPTT Service point of view, are addressable individually and/or collectively within the context of their association to the MCPTT User.
The conceptual model for a gateway UE is that of a UE capable of providing service to an MCPTT User employing a non-3GPP device. A gateway UE is usable simultaneously by multiple MCPTT Users. Unlike a shareable MCPTT UE, if a new person enters his valid credentials towards signing in the MCPTT Service, his successful signing in and becoming an MCPTT User does not affect the initial MCPTT Users already served by the gateway UE.

A gateway UE is typically installed in a vehicle (e.g., a police car, fire truck) and has wired and/or wireless connections to various devices in use by the MCPTT Users. 

A gateway UE differs functionally from a ProSe relay node. In the ProSe paradigm, the relay node and the devices served by it are all (ProSe enabled) LTE UEs, and are “visible” to the EPS as Ues. In the gateway UE paradigm, only the gateway UE is an LTE device and only it is “visible” at the EPS layer.

Figure 4.5.4.1 shows schematically some of the relationships between MCPTT Users and MCPTT UEs.
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Figure 4.5.4-1: Relationships between MCPTT Users and MCPTT UEs

Example 5: from section 4.5.3
4.5.3     MCPTT Users accessing the service through non-3GPP access interface

This document (TS 22.179) primarily focuses on MCPTT Users accessing and managing the MCPTT Service through MCPTT UEs, however there might be some dispatchers and administrators who might access the service through a non-3GPP access interface.
3
Conclusion

Based on the above analysis of the requirements and descriptive text, it is proposed to add the following solution for Identity Management and MCPTT User Authentication in TR 23.779.
******************************** Begin First Change for TR 23.779 ***************************

5.2.3.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.
For the follow procedures the functional entities of the functional model from section 5.2.3.1 are better described here.
User Services Core (USC) Identity Management Function is the function in the USC that is responsible for authentication of the MCPTT User. It contains the knowledge and means to do authentication by verifying the primary credentials supplied by the user.
User Services Client is the client in the MCPTT UE that interacts with the User Services Core in the public safety application domain. It is a common client on the MCPTT UE for services from the USC such as Identity Management.
NOTE:  Flow 5.2.3.2.1 is an example flow only. SA3 is responsible for defining the specific security and authentication mechanisms required by the MCPTT service in order to realize the MCPTT user authentication requirements as defined in TS 22.179.
5.2.3.2.1
Detailed User Authentication Procedure information flow
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Figure 5.2.3.2-1: Detailed User Authentication, single domain
1. The MCPTT UE MCPTT Client begins the user authorization procedure.

2. The MCPTT UE MCPTT Client sends an Access Token Request scoped to the MCPTT service to the MCPTT UE User Services Client.
3. The MCPTT UE User Services Client begins its authorization procedure, establishing a TLS session and connection with USC Identity Management. Server certificates are used to authenticate the server to the client. All subsequent HTTP messages in this flow use this TLS tunnel (i.e., https).
4. The User Services Client sends an HTTP GET message including parameters response_type=token, client_id=xyz, scope=mcptt_service and a redirect URI as per RFC 6749 "The Oauth 2.0 Authorization Framework".
5a. USC Identity Management initiates the user authentication procedure.
5b. Identity Management sends a HTTP 200 OK message, providing form data for obtaining the user’s authentication credentials.

5c. The user provides his/her authentication credentials to the MCPTT UE User Services Client.

5d. The MCPTT User Services Client sends a HTTP POST message, containing the user’s input, including the user’s authentication credentials, to the form provided in step (5c). 
6. USC Identity Management sends a HTTP 302 FOUND Access Token Response (RFC 6749) which includes the Access Token, redirect URI and parameters scope=mcptt_service and expires_in=3600. 
7. The User Services Client sends an Access Token Indication to the MCPTT Client containing the Access Token.
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