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1
Scope

The present document describes the requirements for the management of Trace and the reporting of Trace data (including FDD mode and TDD mode) across UMTS networks or EPS networks as it refers to subscriber tracing (tracing of IMSI or Private ID) and equipment tracing (tracing of IMEI or IMEISV). Trace also includes the ability to trace all active calls in a cell or multiple cells (Cell Traffic Trace). The present document also includes the description of Service Level Tracing (tracing of a specific service). It defines the administration of Trace Session activation/deactivation by the Element Manager (EM), the network or User Equipment (UE) itself via signalling, the generation of Trace results in the Network Elements (NEs) and UE and the transfer of these results to one or more Operations Systems, i.e. EM(s) and/or Network Manager(s) (NM(s)).

The present document is built upon the basic Subscriber and UE Trace concept described in clause 4. 
The high-level requirements for Trace data, Trace Session activation/deactivation and Trace reporting are defined in clause 5. Clause 5 also contains an overview of use cases for Trace (the use cases are described in Annex A). Trace control and configuration management are described in 3GPP TS 32.422 [2], and Trace data definition and management are described in 3GPP TS 32.423 [3].

The present document does not cover any Trace capability limitations within a NE (e.g. maximum number of simultaneous traced mobiles for a given NE) or any functionality related to these limitations (e.g. NE aborting a Trace Session due to resource limitations).

The objectives of the Trace specifications are:

a) to provide the descriptions for a standard set of Trace data;

b) to produce a common description of the management technique for Trace administration and result reporting;
c) to define a method for Trace results reporting across the management interfaces.

The following is beyond the scope of the present document, and therefore the present document does not describe:

-
tracing non-Subscriber or non-UE related events within an NE;

-
tracing of all possible parties in a multi-party call (although multiple calls related to the IMSI specified in the Trace control and configuration parameters are traceable).
The definition of Trace data is intended to result in comparability of Trace data produced in a multi-vendor wireless UMTS and/or EPS network(s), for those Trace control and configuration parameters that can be standardised across all vendors' implementations.

Vendor specific extensions to the Trace control and configuration parameters and Trace data are discussed in 3GPP TS 32.422 [2] and 3GPP TS 32.423 [3].

2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "Telecommunication management; Principles and high level requirements".

[2]
3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace: Trace control and configuration management".

[3]
3GPP TS 32.423: "Telecommunication management; Subscriber and equipment trace: Trace data definition and management".

[4]
3GPP TS 23.002: "Network architecture".

[6]
3GPP TS 29.207: "Policy control over Go interface".

[7]
3GPP TS 52.008: "Telecommunication management; GSM subscriber and equipment trace".

[8]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[9]
OMA Service Provider Environment Requirements, OMA-RD-OSPE-V1_0-20050614-C, The Open Mobile Alliance™ (URL:http://www.openmobilealliance.org/)
[10]
3GPP TR 33.401: "Security architecture".

NOTE:
Overall management principles are defined in 3GPP TS 32.101 [1].
5.6
Requirements for Privacy and Security

The high-level requirements for privacy and security, specific for Service Level Tracing for IMS are as follows:

The following high-level OMA Service Level Tracing requirements apply [9].

· [SLT-PRV-1] with the following clarification:

-
Privacy shall be applied across the appropriate Trace Itf-N.

· [SLT-SEC-1]

· [SLT-SEC-2]

· [SLT-SEC-3] with the following clarification:

-
It may not be possible to retrieve Trace information from IMS NEs from outside the PLMN where the IMS NEs reside.

· [SLT-IOP-1] with the following clarification:

-
The propagation of the Trace Parameter Configuration and the Start Trigger event shall be prohibited by the PLMN when e.g. the SIP AS is hosted outside a PLMN. 
As the radio access nodes in E-UTRAN are outside an operator’s secure domain, the following requirement applies for E-UTRAN as described in 3GPP TS 33.403 [10]::

· [SET-SEC-1] Keys stored inside eNBs shall never leave a secure environment within the eNB. When security key(s) transported on control signalling messages are included in the trace file, the key value(s) shall be removed and replaced with the value “Unavailable”.
A.4.2
Example of required data to cover use case #4

The DL radio coverage can be checked using the values of CPICH Ec/No and RSCP measured by the mobile on the cells in the active set and the monitored set. These measurements are sent to the RNC trough the RRC message MEASUREMENT REPORT.

The UTRAN Trace record intra frequency measurement contains the required information.

The UTRAN Trace record inter frequency, and inter RAT measurements can also be used to check radio coverage with other frequencies or systems.

After a network extension, the operator can check that Ec/No and RSCP levels on the new site area are the expected ones, and there is no coverage hole.

The following Trace parameters are required to cover use case #4:

-
The type of NE to Trace is RNC.

-
The identification of the subscriber in a Trace is IMSI. The identification of the UE in a Trace is IMEI or IMEISV.

-
In the case of a Cell Traffic Trace, the identification of the cells where Trace data is to be collected.
-
The Trace data to retrieve shall contain the messages with all IEs that are relevant for radio coverage.

A.6.2
Example of required data to cover use case #6

Depending on the optimisation operation, the list of NEs to Trace, as well as the level of details can be different. But generally, fine-tuning activities like scrambling code plan, handover and relocation algorithms, or call admission algorithm optimisation concern a very specific part of the network.

To cover this use case, the operator is usually searching for the highest level of details, on specific NEs.

The following Trace parameters are required to cover use case #6:

-
The types of NEs to Trace are any NE that can be traced related to the network to be optimised.

-
The identification of the subscriber in a Trace is IMSI. The identification of the UE in a Trace is IMEI or IMEISV.

-
In the case of a Cell Traffic Trace, the identification of the cells where Trace data is to be collected.

-
The Trace data to retrieve are the messages in encoded format with all (Maximum Level) or part of the IEs (Minimum Level).
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