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1 Decision/action requested

Include modifications provided herein in draft TS 32.593
2 References

[1] TS 32.593 v0.1.0
3 Rationale

Architecture for HeNB management and the roles of involved entities needs to be described in [1]. 
4 Detailed proposal
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5 Architecture for HeNB Management
5.1 HeNB OAM Functional Architecture
5.1.1 Overview
This section describes the functional architecture for HeNB management over Type 1 management interface and entities involved. 

The architecture is shown in Figure ‎4‑1 Functionalities of each entity are described in subsequent subclauses. Non-OAM entities, such as SeGW and MME are also shown as they figure in the procedure flows specified in this document. 
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Figure ‎4‑1: HeNB Management Architecture
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4.2
Functional Elements 
5.1.2 HeNB Management System (HeMS)

The HeMS supports the procedures for:

· Configuration Management (CM), Fault management (FM) and Performance Management (PM) of HeNB

· Identity and location verification of HeNB

· Discovery and assignment of Serving HeMS, Serving SeGW, and MME

· File upload/download related to HeNB management. 

The HeMS comprises a TR-069 Manager and an FTP server. 

The TR-069 Manager corresponds to the TR-069 Auto-Configuration Server (ACS) function as defined in TR-069 specifications [7]. 

The FTP server may be used for file upload or download related to HeMS management, such as upload of performance measurement files or alarm logs, as configured by TR-069 Manager. The FTP server may also be used for other purposes by network operator.

Typically, HeMS assumes on of the following two roles:

· Initial HeMS (Section ‎5.2.1.1)

· Serving HeMS (Section ‎5.2.1.2)

5.1.2.1 Initial HeMS 

The Initial HeMS may be used to perform identity and location verification of HeNB and assign appropriate Serving HMS, Security Gateway and MME to HeNB. The URL of the Initial HeMS may be factory programmed in the HeNB.
5.1.2.2 Serving HeMS

Serving HeMS supports the procedures for CM/FM/PM, file upload/download, and identity verification of the HeNB. Serving HeMS may also support MME discovery and assignment by HeNB. 

Typically, Serving HeMS is located inside the operator’s secure network domain and the address of the Serving HeMS is provided to the HeNB via Initial HeMS. 
5.1.3 Home eNB

The HeNB is the managed device. 

The HeNB logically comprises a TR-069 Agent and an FTP client.

TR-069 Agent corresponds to the TR-069 Customer Premise Equipment (CPE) function as defined in TR-069 specifications [7]. 

The FTP client may be used for file upload or download related to HeMS management, such as upload of performance measurement files or alarm logs, as configured by TR-069 Manager via TR-069 Agent. The FTP client may also be used for other purposes not related to HeNB management.

HeNB is physically associated with a Broadband (BB) device. This is typically a residential gateway providing transport layer connectivity via an access provider domain. The BB device provides routing, NAT and firewall functionality. As shown in Figure 1, HeNB can be connected to an external BB device or a BB device can be integrated with the HeNB. 
5.1.4 Security Gateway (SeGW)

SeGW provides authentication of HeNB secure tunnelling of communication between HeNB and HeMS and between HeNB and  MME.

5.1.4.1 Initial SeGW

Initial SeGW terminates IPSec and provides secure tunnelling of communication between HeNB and Initial HeMS. The URL of the Initial SeGW may be factory programmed in the HeNB. Initial SeGW can be the same as the Serving SeGW.
5.1.4.2 Serving SeGW

· Serving SeGW provides IPSec association and secure communication between HeNB and network elements such as MME and Serving HeMS in the operator’s network. Serving SeGW implements a forwarding function to allow forwarding of IP packets upstream and downstream:

· Downstream: packets are forwarded on appropriate IPSec tunnels towards the HeNB based on their destination IP addresses;

· Upstream: forwarding IP traffic to the Serving HeMS, MME or other network elements based on destination IP addresses.

The URL of the Serving SeGW may be provided to the HeNB by Initial HeMS.

Serving SeGW could be the same as the Initial SeGW.
5.1.5 MME/HeNB GW
MME terminates S1 interface from HeNB. Optionally, S1 interface termination can be provided by HeNB Gateway. This is not relevant from the HeNB point of view, since HeNB cannot differentiate between connecting to MME and HeNB-GW. From HeNB point of view, far-end S1 interface termination point appears as MME.
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