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10
IRP Security Consideration

This clause addresses Security Services which meet BulkCMIRP’s security Requirements addressed in 3GPP TS 32.371 [6].

The following matrix shows which Security Service meets which BulkCMIRP’s Security Requirement.

Table 1 BulkCMIRP’s Security Requirement and Security Service relationship
	
	Manager Authentication Security Requirement
	Agent Authentication Security Requirement
	Authorization Security Requirement
	Integrity protection Security Requirement
	Security alarm Security Requirement
	Activity log Security Requirement

	Authentication Security Service
	X
	X
	
	
	
	

	Authorization Security Service
	
	
	X
	
	
	

	Activity Log Security Service
	
	
	
	
	
	X

	File Integrity Security Service
	
	
	
	X
	
	

	Note 1: The “X” in the matrix above means the relationship between the Security Service and relevant Security requirement that the Security Service meets.

Note 2: It is defined in 3GPP TS 32.371 [6] that Integrity protection Security requirement is applicable to BulkCMIRP active file.

Note 3: It is defined in 3GPP TS 32.111-2 that Security alarm is supported by AlarmIRP.


For IP network, 3 candidate Security Services, i.e. IPSec, SSL/TLS, SSH are recommended to secure transport layer (see 3GPP TS 32.371 [15] Annex A for details of recommendation). At most one of them needs to be employed in one particular scenario when necessary.

Firewall(s) may also be employed to secure BulkCMIRP and/or corresponding transport layer communication as recommended in section Annex B of 3GPP TS 32.371 [15].
	End of modifications
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