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Foreword
Introduction

The present document describes the concepts and requirements of security management for the management of GSM or UMTS PLMN. 

1
Scope

The present document describes the requirements for the security management. It introduces the concept of session and entry point. 
The following is outside the scope of the present document, and therefore the present document does not describe:

-
the formal definition of the interface that EM uses to do security management in NEs;
-
the security management requirements that NM provides to its users;

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 32.101: "3G Telecom Management: Principles and high level requirements".

[2]
3GPP TS 32.102: "3G Telecom Management architecture".

[3]  3GPP  TS 32.602: "Basic Configuration Management IRP: Information Service".
[4]  3GPP  TS 32.612: "Bulk Configuration Management IRP: Information Service".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

network Element Manager (EM): See 3GPP TS 32.101 [1].

Network Manager (NM): See 3GPP TS 32.101 [1]

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

3G
3rd Generation

3GPP
3G Partnership Project
IRP
Integrated Reference Point
UMTS
Universal Mobile Telecommunications System

4
Concept

Figure 1 shows the architecture for security management [1] of the TMN. It is divided into two layers: layer B, which provides the IP security mechanisms itself (such as DNS, DHCP, BOOTP, protection with firewalls, etc.), and layer A, which provides authentication of users and their operations. The present document mainly focuses on layer A.


[image: image1.wmf]User

Server

Layer

A

B

Common Services

Internet

O&M IP network

Application

NE

Client

Application

Application

Service Provider

Intranets

Transport


Figure 1 Security Management Architecture

Security is the basic requirement for the data exchange between the managing system and the managed system. The purpose of any security management activity on layer A is to prevent unauthorized or vicious access to the target system. In this document, the session and entry point concepts are introduced for the security management on layer A. 

Session is used to set up an one-to-one invocation relationship between NM and EM. It not only solves the problem of getting the IORs of IRP objects in CORBA environment, but also increases the security of this management interface. At the same time, some necessary initialization and authorization may also be processed by EM. In cases that there are more than one NM connecting to the same EM, each NM does its management operations within its own session. And when it finishes its management operations, it may close its own session, or the session may automatically be closed if the timeout period of the session is exceeded. 
In the present document, interface “Session” is introduced to realize the session concept.
To start an interaction between NM and EM, EM should provide an entry point to NM, and NM may use this object to set up the communication with EM before doing specific management functions. An entry point object is used for NM to create a new session or close an opened session in EM, and the execution of authentication and the assignment of credential for this session are also made in the entry point. 
In this document, EM is responsible for registering itself to NM (it is outside the scope of this document), so the IOR of the entry point object is externally available in NM. And in CORBA environment, this entry point object shall be a persistent object in EM.



Before NM starts to apply management functions, it should send a request to open a communication session in EM, and EM will open a session for NM after checking the user identifier and password provided by NM (How NM gets the user identifier and password is outside the scope of the document.) After the session is opened, EM will return a credential to NM, and then NM can do activities in diverse domains, such as PM, CM and FM domains, in this session using the credential. The credential shall be provided in each management operation, and EM will reject an operation if the credential is invalid. When NM finishes the activities, it should close the session. Or when EM finds that a session has been idle for a pre-defined timeout period, it will automatically close the session and release all the resources related to this session. When closed, the session identifier and the corresponding credential will be invalid.
In order to avoid the performance degradation of EM system, EM can limit the maximum number of concurrent sessions it supports.


5
Requirements for entry point interface
The entry point interface shall provide the following functions to NM:

-- Create a new session;


-- Close an opened session.
5.1    Create a session in EM
NM can create a new session in EM for interaction, and the following information shall be provided:


-- user identifier;


-- password;


-- timeout of the session.
EM will check the validity of the user identifier and the corresponding password, if authorized, the following information shall be returned to NM:


-- session identifier;


-- the IOR of the session object;

-- the credential that will be used within this session.
5.2    Close an opened session in EM
NM can close an opened session in EM, and the following information shall be provided:


-- session identifier;


-- credential;
If the credential is valid for the specified session, EM will close the session and release the corresponding resources allocated specifically for this session.
6
Requirements for Session interface

The Session interface shall provide the following functions to NM:

-- obtain a specified IRP object;


-- release a specified IRP object.
6.1    Obtain a specified IRP object
NM can obtain the IOR of a specified IRP object in EM, (such as BasicCmIRP, AlarmIRP, NotificationIRP, etc.), and the following information shall be provided:


-- the IRP type;


-- timeout of the specified IRP object;


-- credential of the session;
If the operation is authenticated, EM will return the following information:


-- the identifier of the IRP object;


-- the IOR of the specified IRP object.
6.2    Release a specified IRP object 
NM can release a specified IRP object, and the following information shall be provided:


-- the IRP object identifier;


-- credential;

After authentication, EM will delete the specified IRP object if it is not used in other sessions, or else the IRP object remains in EM if shared by multiple sessions.
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