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8
N interface

8.1 Fault management concept of the Itf-N

Here Tdoc 244 (after review in Bonn) will be inserted  (including the use of the term "subordinate entity") !

8.2 Management of alarm and state change event reports

8.2.1 Mapping of alarm and related state change event reports

The alarm and state change reports received by the NM relate to functional objects in accordance with the information model of Itf-N. This information model tailored for a multi-vendor capability is different from the information model of the EM-NE interface (if an EM is available) or from the internal resource modelling within the NE (in case of direct NM-NE interface), thus a mapping of alarm and related state change event reports is performed by a mediation function within the subordinate entity.

The mediation function translates the original alarm / state change event reports (which may contain proprietary parameters or parameter values) taking into account the information model of the Itf-N as follows:

-
managedObjectClass
It defines the object class according to the information model of the Itf-N.

-
managedObjectInstance
It defines the object instance, which models on the Itf-N the network resource generating the alarm / state change report.

-
eventType




It identifies the type of the event (e.g. different alarm type in accordance with ISO/IEC 10165-2 / X.721).

-
eventTime




It defines the time of generation of the event.

-
specificProblems:

It may contain detailed manufacturer-specific 3G systems information related to the alarm cause.

-
probableCause:


The values are according to ETS GSM 12.11.

-
specificProblems:

It may contain detailed manufacturer-specific 3G systems information related to the alarm cause.

-
perceivedSeverity:

The values are according to ISO/IEC 10165-2 / X.721.

-
trendIndication:


The values are according to ISO/IEC 10165-2 / X.721.

-
thresholdInfo:


The values are according to ISO/IEC 10165-2 / X.721.

-
notificationIdentifier:
It is a value generated by the mediation function, which unambiguously identifies (in the context of a specific Itf-N) an alarm / state change report.

-
correlatedNotification:
It is an unambiguous value generated by the mediation function for the correlation between alarm and/or state change reports (e.g. in an alarm report with perceived severity "cleared to indicate the clearing of those alarms whose notification identifiers are included in this parameter).
-
proposedRepairActions:
It may contain detailed manufacturer-specific 3G systems information related to the alarm cause.

-
additionalText:


It may contain detailed manufacturer-specific 3G systems information related to the original alarm / state change report.

-
additionalInformation:
It may contain detailed manufacturer-specific 3G systems information related to the original alarm / state change report.

If a mediation application function is needed, it works according to the following principles:

· Every alarm notification generated by a functional object in a subordinate entity is mapped to an alarm report of the correspondent („equivalent“) functional object at the Itf-N. If the functional object generating the original alarm notification has not a direct correspondent object at the Itf-N, the mediation functions maps the alarm to the next superior functional object in accordance with the containment tree of the Itf-N.

· Every state change notification generated by a functional object in a subordinate entity is mapped to a state change report of the correspondent („equivalent“) functional object at the Itf-N. If the functional object generating the original state change notification has not a direct correspondent object at the Itf-N, the mediation functions maps the alarm to the next superior functional object in accordance with the containment tree of the Itf-N.

· Every alarm notification generated by a manufacturer-specific, equipment-related object in the subordinate entity is mapped to an alarm report of a generic logical object, which models the correspondent equipment-related resource. If present, the parameters specificProblems, proposedRepairActions, additionalText and additionalInformation shall contain the detailed (manufacturer-specific) information needed on NM level for maintenance purposes.

Note
In some cases a failure or the locking of an equipment-related object implies also the change of the operational state of its correspondent functional object within the NE or EM (if EM is available). The mapping of this state change notification to an alarm of the correspondent functional object at the Itf-N is subject of further study.

On the Itf-N the correlation between functional related and the generic logical objects (modeling equipment-related network resources) is performed explicitly by means of a relationship attribute in the functional object class definition.

With regard to the multi-vendor capability of the Itf-N, this mapping concept combines the following requirements:

-
Precise information about manufacturer-specific, equipment-related failures for the NM operator in charge of network maintenance (this information is provided in some parameters of alarm reports mapped to the generic logical objects)

-
If functionality is affected, an additional alarm report concerning the related functional object is provided for the NM operator in charge of network’s quality of service.

The two types of alarm reports generated by the mediation function are correlated by means of the parameters notificationIdentifier and correlatedNotifications respectively.

8.2.2 Real-time forwarding of event reports

If the Itf-N is in normal operation (the NM connection to the subordinate entities is up), alarm and related state change event reports are forwarded in real-time to the NM via appropriate discriminators located in the subordinate entity. These discriminators may be controlled either locally or remotely by the managing NM (via Itf-N) and ensure that only the event reports which fulfil pre-defined criteria can reach the superior NM. In a multi-NM environment each NM must have an own discriminator within every subordinate entity which may generate notifications.

The semantics of alarm and state change reports forwarded to the NM are in accordance with [7], [8] and [9] respectively.

At the Itf-N the optional parameters specific problems, proposedRepairActions, additionalText and additionalInformation may be used to forward manufacturer-specific information to the NM.

8.2.3 Alarm clearing

Via Itf-N, an alarm report containing the value "cleared" of the parameter perceivedSeverity indicates the clearing of those previous alarm reports whose notification Identifiers are included in the correlatedNotifications attribute.

This clearing mechanism ensures the correct clearing of alarms, independently of the (manufacturer-specific) implementation of the mapping of alarms / state change events in accordance with the information model of the Itf-N.

8.3 Retrieval of alarm and state information

The retrieval of alarm and state information comprises two aspects:

a) Retrieval of current information

This mechanism shall ensure data consistency about the current alarm / state change information between the NM and its subordinate entities and is achieved by means of a so-called synchronisation ("alignment") procedure, triggered by the NM. The synchronisation is required after every start-up of the Itf-N, nevertheless the NM may trigger it at any time.

b) Logging and retrieval of history information

This mechanism offers to the NM the capability to get the alarm / state change information stored within the subordinate entities for later evaluation.

8.3.1 Retrieval of current alarm information on NM request

This specification defines a flexible, generic synchronisation procedure which fulfils the following requirements:

· The alarm information provided by means of the synchronisation procedure shall be the same (at least for the mandatory parameters) as the information already available in the alarm list. The procedure shall be able to assign the received synchronisation-alarm information to the correspondent requests, if several synchronisation procedures triggered by one NM run at the same time.

· The procedure shall allow the NM to trigger the start at any time and to recognise unambiguously the end and the successful completion of the synchronisation.

· The procedure shall allow the NM to discern easily between an "on-line" (spontaneous) alarm report and an alarm report received as consequence of a previously triggered synchronisation procedure.

Note: This requirement is for further investigation.

· The procedure shall allow the NM to specify filter criteria in the alignment request (e.g. for a full network or only a part of it.

· The procedure shall support connections to several NM and route the alignment-related information only to the requesting NM.
· During the synchronisation procedure new ("real-time") alarms may be sent at any time to the managing NM.

· If applicable, an alarm synchronisation procedure may be aborted by the requesting NM.

Note: This requirement is for further investigation.

8.3.2 Retrieval of current state change information on NM request

The requirements defined above for the alarm synchronisation procedure are valid analogously for the retrieval of current state change information as well.

Nevertheless the state change synchronisation procedure takes into account only the object instances whose state information is different from a combined default state. As combined default state the following values (according to ITU-T X.721) shall be used:

· Operational state:

enabled

· Administrative state:
unlocked

· Usage state:



idle.

8.3.3 Logging and retrieval of alarm and state change history information on NM request

The alarm / state change history information may be stored in the subordinate entities in dependence on the NM requirements. The NM is able to create logs for alarms / state change event reports and to define the criteria for storage of alarm / state change information according to [11].

The subsequent retrieval of stored information is possible on NM request in two different ways:

· via a read command with appropriate filtering

· via bulk data transfer, using standardised file transfer procedures, as mentioned in chapter 5.1.2.

Nevertheless these particular requirements are not specific for alarm or state change information.

8.4 Co-operative alarm acknowledgement on the Itf-N

8.4.1 General acknowledgement concept

In case the Itf-N connects the NM with EMs, the fault management and - as consequence - also the acknowledgement of alarms may take place on both management systems, depending on the operational concept.

A co-operative alarm acknowledgement means that the acknowledgement performed on one network management level is notified to the partner OS on the other management level, thus the acknowledgement-related status of this alarm is the same within the whole management hierarchy.

In case the co-operative alarm acknowledgement is supported, the Itf-N shall fulfil the following requirements:

· Acknowledgement messages may be sent in both directions between EMs and a superior NM, containing the following information:

-
Correlation information to the alarm just acknowledged. This information consists of the notificationIdentifier value of a previous active alarm.

-
Acknowledgement history data, including the current alarm state (active | cleared), the time of alarm acknowledgement, the management system (EM | NM) and the operator in charge of acknowledgment (operator name or, in case of auto-acknowledgement, a generic system name).

-
Possible filtering criteria, as optional information to be used only in the acknowledgement messages sent by the EM towards the NM, in order to discriminate also the acknowledgement message, if the related alarm report is filtered out by NM-related discriminator in EM). As filter criteria the perceived severity, probable cause and specific problems shall be supported.

· The alarm acknowledgement procedure on the Itf-N must cope with different customer requirements concerning the acknowledgement competence between operators working at EMs and NM. This matter is managed by means of a „competence type“ attribute, which may be controlled by every connected EM.

Every time the connection between the two management systems is established, the NM is able to get the value of the „competence flag“ attribute and to handle accordingly the alarm acknowledgement.

· Taking into account the acknowledgement functionality, the above described synchronisation procedure for retrieval of current alarm information on NM request may be extended. Additionally to the requirements defined in chapter 8.3.1, this extended synchronisation procedure relates not only to the active, but also to the "ceased and not acknowledged" alarms, which have to be still managed by the EM.

8.5 Test Management on Itf-N

Generally tests are closely related to the properties of the equipped hardware and therefore manufacturer-specific.

In order to ensure a functional integration at the multi-vendor Itf-N, the test management concept must take into account that manufacturer-specific aspects are not present in the information model of this interface. The concept founds on the definition of generic logical object classes, which models the whole equipment-related resources of a network element and allows the identification of the board to be tested as well.
The Itf-N shall support the following test management related requirements:

· The management messages exchanged between NM and the subordinate entities are compliant with the ITU-T X.745 standard, allowing the NM to trigger a test:

· After receiving of an alarm report

In this case it is assumed that the alarm report contains (within the parameter Additional information) the information that unambiguously identifies, in a manufacturer-independent manner, the failed board within the network element.

· As a preventive periodic check.

In this case the NM request may indicate the test of the whole hardware of the network element modelled by a generic logical object.

· During the test, the NM (test conductor) is able to get information about the state of the test processed within the NE (test performer).

· At the end of the test the NM receives a test results report, which contains:

· an unambiguous correlation information with a previous test request

· optional manufacturer-specific information, allowing a more precise diagnosis about the tested equipment.

· The NM is able to control via Itf-N the logging and the discrimination of test result reports within the subordinate entities.

· The NM may abort a test in processing by means of a test terminate request.

Taking into account the need of multi-vendor capability for Itf-N, useful restrictions concerning the amount of test management functionality will be specified in the information model.
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