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Background
In a management hierarchy containing not only NE-OSs but also a NM-OS, the handling of alarms can take place on both systems, usually at different times. An alarm generated within a Network Element (NE) is received by the NE-OS and subsequently (after a mediation according to the Information Model of the interface between NE-OS and the NM-OS) forwarded to the superior NM-OS.
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A useful feature in the management of alarms is the so-called „acknowledgment“ functionality, i.e. new alarms are confirmed (after their occurrence or at least after their clearing) usually by operators in charge of alarm handling or (automatically) by the managing system. The acknowledgment of an alarm may take place on NE-OS or NM-OS.

A co-operative alarm acknowledgment means that an alarm acknowledgement performed on one network management level is notified to the partner OS on the other management level, thus the so-called "acknowledgment status" of this alarm is the same in the whole network. This feature offers also an implicit co-ordination between operators working on different management levels (e.g. on network element management and on network management level) because usually the operator acknowledging the alarm takes over some responsibility for the initiation of further steps towards alarm solving (e.g. futher analysis, triggering of activities on site etc.).

Taking into account that the NM-OS <==> NE-OS will be fully standardized, this paper proposes the introduction of a standardized and flexible alarm acknowledgment procedure between NE-OSs and a superior NM-OS, which may be activated by the operator in accordance with his operational concept.

The activation / deactivation of the (co-operative) alarm acknowledgment between every NE-OS and the NM-OS should be possible within every NE-OS, thus - depending on the network configuration - this feature may be available only in dedicated regions of the whole network.

Proposal
1.
General description
The procedure should make distinction only between two so-called „acknowledgment status“ values, i.e. notAck (new alarm) and acknowledged (alarm already acknowledged).

Usually an acknowledged alarm is still managed by the NE-OS only if it is still active; when the alarm is cleared, it will be erased from the alarm list, which contains both active (notAck or acknowledged) and cleared (only notAck) alarms. Every time a new alarm is acknowledged by an operator, the corresponding management system (NE-OS or NM-OS) sends an „alarm acknowledgement message" via the interface containing the following information:

· Correlation information to the alarm now acknowledged. This information consists of the Notification identifier related to the spontaneous active alarm notification (also if the alarm is meanwhile cleared!) previously forwarded by the NE-OS to the NM-OS and allows the correlation between acknowledgments and alarms. 

· Acknowledgment history data:

*
Alarm state (active | cleared)

*
Acknowledgment status (ack; other values may be defined in the future)

*
Time of alarm acknowledgment

*
Alarm management system (NE-OS | NM-OS)

*
Operator name (who acknowledged the alarm). This data is set automatically by the system and corresponds to the name entered by the 
operator at login time. If the alarm is acknowledged by the system itself, a generic name is used for this parameter.

· Possible filtering criteria, as additional (OPTIONAL) information to be used only in the acknowledgment messages sent by the NE-OS towards the NM-OS (useful e.g. to discriminate also the acknowledgment message, if the previous alarm notification was discriminated by the NM-OS own EFD instance):

*
perceived Severity (as defined in ITU-T X.721)

*
probable Cause (as defined in ITU-T X.721)

*
specific Problems (according to ITU-T X.733 this parameter, when present, identifies further refinements to the probable cause of the alarm).

The acknowledgment messages sent by NE-OS or NM-OS via a possible Q3 interface make use of standardized CMISE services (M-EVENT-REPORT in confirmed mode from NE-OS to NM-OS, see case a) below or M-ACTION from NM-OS to NE-OS, see case b) below respectively).
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2.
Solving the acknowledgment competence problem
Usually during the normal business time (day shift) the alarm handling takes place at NE-OSs, while during the night, at week-end and holidays the alarm handling (i.e. also the alarm acknowledgment) takes place at NM-OS. Of course, this is not a fixed rule and depends on the customer’s specific organization and operational concept.

A standardized alarm acknowledgment procedure must cope with different customer requirements concerning the competence between operators at NE-OSs and NM-OS. This matter is managed by means of a so-called „competence type“ attribute, which may be set only by the (regional) NE-OSs to the following possible values:

-
No dedicated competence, no checks concerning the alarm acknowledgment (i.e. both NE-OS and NM-OS are able to acknowledge alarms at any time).

-
NE-OS competence. If the NM-OS acknowledges alarms during this time, this action is not rejected by the NE-OS, i.e. this is a "weak" competence assigned to the network element management system and used only for co-ordination purposes (e.g. during the day shift the competence is usually assigned to the NE-OSs) !

-
NE-OS exclusive competence. If also the NM-OS acknowledges an alarm during this time, this action is rejected by the NE-OS (strongly dedicated competence for alarm acknowledgment) !

-
NE-OS interim competence. During the normal NM-OS competence, the NE-OS automatically gets this acknowledgment competence type in case of a link failure between NE-OS and NM-OS (otherwise alarms could not be acknowledged as long as the link is down!).

-
NM-OS competence. If the NE-OS acknowledges alarms during this time, its notification is not rejected by the NM-OS , i.e. this is a "weak" competence assigned to the network management system and used only for co-ordination purposes (e.g. during the night shift the competence is usually assigned to the NM-OS) !

-
NM-OS exclusive competence. If also the NE-OS acknowledges an alarm during this time, the notification is rejected by the NM-OS (strongly dedicated competence for alarm acknowledgment) !

3.
Provision of acknowledgment-related alarms on NM-OS request
Taking into account the "acknowledgment status" of alarms, an „extended“ alarm alignment functionality on NM-OS request will be needed. This alarm alignment procedure (used to speed up the alignment of the NM-OS alarm condition e.g. after the restoration of the link between the NE-OS and the NM-OS) relates not only to the active, but also to the ceased and not acknowledged alarms (which are still present in the „alarm list“ of the NE-OS). Due to the new alarms which may occur during the link failure, the NE-OS is always the „master“ of this extended alarm alignment.

Similarly to the „active“ alarm alignment, the NM-OS may use via a Q3 interface a CMISE-standardized M-ACTION to request the alarms generated by one or several network entities. Also an „extended“ alarm alignment procedure can be aborted on NM-OS request.

4.
Other items related to alarm acknowledgment
a)
Handling of link failures between NE-OS and NM-OS
In case of a link failure during the NM-OS competence time, the alarm acknowledgment competence is automatically moved to the NE-OS (with the same check degree) and the attribute „competence flag“ is set accordingly. If the link becomes operational again, the old value of the attribute „competence flag“ is automatically set by the NE-OS.

Every time the connection between the two management systems is re-established, the NM-OS is able to get the value of the „competence flag“ attribute and to handle accordingly the alarm acknowledgment.

b)
Handling of other items
-
The acknowledgment messages sent to the NM-OS (but not those sent during an „extended“ alarm alignment!) shall be stored in the same NM-OS own log file (within the NE-OS) as the related alarm records. For this purposes also a standardized definition of a MOC alarm acknowledgment record is needed.
Acknowledgment performed by the NM-OS (and received by the NE-OS) shall not be logged in the NE-OS but may be logged in the NM-OS itself.

-
A graphical user interface of the NE-OS workstation may provide a specific icon which indicates to the operator (using different colors and shapes) the system (NE-OS or NM-OS) currently in charge of alarm acknowledgment and also the type of the „acknowledgment competence“ (weak or exclusive).

-
If the functionality „auto-acknowledgment“ of alarms (i.e. acknowledgment performed automatically by the system itself) is supported by the NE-OS, there is in principle no difference concerning the behaviour at the interface. Only the parameter „Operator name“ within the acknowledgment message is fixed (e.g. „NE-OS“). In the other direction, if „Operator name“ within a NM-OS acknowledgment message is „NM-OS“, the NE-OS recognizes that at NM-OS the corresponding alarm was auto-acknowledged.

5.
Concept benefits
· Flexible alarm acknowledgment concept for different customer organizations

· Better co-ordination between operators on the same management system at shift time (immediate recognition which alarms have been already processed by the previous shift) and also between operators in charge of alarm handling at different locations (working on different management levels)

· Later evaluation of alarm acknowledgment within the whole network (who acknowledged which alarm, when and where).

In case this general concept will be agreed within SA5 as subject of standardization, our company will make a concrete proposal concerning:

· the Information Model for the whole above-described functionality

· the definition and the flow of messages via the interface NE-OS <==> NM-OS.
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