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1 Introduction

During MBS Ad-Hoc #24 conference call back in June 2013, the MBS SWG agreed on the inclusion of DASH authentication use cases proposed by S4-AHI399 in TR 26.938 (in Section 6.19 of the latest TR). With regards to the requirements and gap analysis, it was felt that input from SA3 would be useful before any agreement, so an LS was sent to SA3 during the SA4#74 meeting in July 2013 (held in Dublin). Since SA4 anticipated that the reply LS from SA3 would not be received before SA4#77, the completion timeline of the ongoing IS_DASH Rel-12 study item was extended from SA4#76 to SA4#77 in order to allow for the completion of the gap analysis on the authentication use cases.
During the current SA4#77 meeting, the reply LS from SA3 was received (in S4-140019). In accordance with the reply LS, this document provides a gap analysis and proposes a set of recommended requirements to be considered for future work.                                                         
2 Evaluation of SA3 Input 
In their reply LS in S4-140019, SA3 notes the following:
“The Generic Bootstrapping Architecture (GBA) can be used to authenticate the end-user(s) and bootstrap a secure end-to-end connection between the Streaming Server and the end-user(s). It can be used as a basis for user-based security. The Streaming Server as Network Application Function(NAF) may or may not be part of the operator network.

Please note that currently the Generic Bootstrapping Architecture does not contain any content access authorization methods for DASH. However, authorization of content access and streaming quality as described in Use Cases 1 to 3 can be additionally implemented in the Streaming Server that takes on the role of NAF.

Regarding Use Cases 4 and 5 the Generic Bootstrapping Architecture can be used to derive the necessary shared secret(s) required to integrity protect the application level content/metadata between the UE and server serving this DASH content. “
Based on this SA3’s response, we make the following observations:

1- Use Cases 4 and 5 in Section 6.19 of TR 26.938 addressing application-level content/metadata integrity validation seem to be satisfied by the existing solutions, and hence there is no additional work to be performed by SA4.
2- Use Cases 1-3 in Section 6.19 of TR 26.938 addressing content access authorization are not satisfied by the existing solutions from SA3. Hence, this is an area that SA4 could address in future normative work, and we provide a proposed set of requirements and gap analysis in Section 3.
3 Proposed Gap Analysis and Recommended Requirements
From these use cases, we observe the following gaps for DASH:

1- Content Access Authorization: Content and service providers, in order to protect their copyright and fulfill their licensing obligations, often need to restrict access to content and limit viewing times. Client authentication is commonly used to control access to a specific resource and also identify content as not intended for a certain group of users. For example, authentication keys for certain types of restricted material, such as copyrighted material, or pay-per-view content, may be distributed only to authorized users. As another example, rating information (G, PG, etc.) may be provided for parental control. In such settings, a client-specific authentication key can be delivered to the intended users, and only the users with the correct authentication key information would be allowed to access the content. 
2- Authentication of Trusted Client Behavior: Authorizing clients to access content is of interest in order to ensure certain client behaviors, e.g., disallowing clients to skip ads, etc. Since DASH is an open platform, content or service providers need a method to restrict delivery to trusted players that will play content as signaled. Considering ad insertion as an example, the “threat model” is that generic or hacked apps can identify and skip ads, e.g., server inserted ads can also be recognized and skipped by the same methods as broadcast systems. In this context, authentication mechanisms are of interest, but this does not necessarily require usage of DRM, e.g., it is only necessarily to authenticate the client to authorize access to content, but this does not couple with any content protection requirement that is inherently part of DRM solutions. An application and its content playback behavior may be trusted, but there is no protection for content downloaded by the application. Once a service provider authenticates the client making a request, it can authorize playback by delivering a key or token necessary to download or decrypt Segments. Only trusted clients that have been authorized by delivery of the decryption key(s) by the service provider would be able to decrypt and play the presentation.
It is believed that the existing protocols for authorization and authentication can be reused for satisfying the documented use cases on content access authorization and trusted client behavior. In the meantime, there are a number of issues to be addressed at the DASH level and the following recommended requirements may be considered for this purpose:

1-   An indication of the authorization or authentication requirements can be part of the DASH content, e.g., in the MPD, toward conveying such requirements to the DASH client and providing the client the necessary information toward initiating procedures for getting authorized / authenticated.

2-   The description of the authorization / authentication framework should be flexible to permit the usage of a variety of protocols. 3GPP-specific profiles for certain authorization / authentication protocols may also be specified.
3-   Suitable authorization and/or authentication protocol information and initialization parameters, such as authorization server URLs, etc. should be provided to the DASH client to initiate authorization and/or authentication procedures.

Client authentication and content access authorization methods offered by the DASH presentations may be signalled in the MPD. Mandating these within the DASH specification is not a viable approach, hence descriptor would be a more suitable approach, similarly to the ContentProtection approach. It is expected that support for authentication and authorization is required for accessing the content, and hence it is recommended to use the EssentialProperty descriptor to express the essentiality of such support. 

There is a possible use case in which several authentication / authorization mechanisms will be made available to the client, and support for one of them will be sufficient. This can be achieved using the EssentialProperty@id attribute.

The way we propose to use EssentialDescriptor in this case would be as follows:

1.  EssentialProperty@schemeIdUri value will be the URN of the appropriate authentication / authorization method;

2. EssentialProperty@id will contain the following URNs: 3gpp:dash:content-authorization for content access authorization and 3gpp:dash:client-authentication for client authentication. 

Each EssentialProperty descriptor with EssentialProperty@id value of 3gpp:dash:client-authentication indicates a supported client authentication protocol.  A client may select one of possibly multiple elements and schemes that it recognizes based on the @schemeIdUri attribute and execute that protocol using any information included in the @value attribute and any extension elements defined by that particular authentication scheme.  A service may limit delivery to authenticated clients that have trusted behaviour, such as ad playback and reporting, and may use client identification information such as certificates, cookies, and embedded keys to determine subscription rights, etc. required to authorize playback of the presentation. 

Each EssentialProperty descriptor with EssentialProperty@id value of 3gpp:dash:content-authorization indicates a supported content access authorization protocol.  A client may select one of possibly multiple elements and schemes that it recognizes based on the @schemeIdUri attribute and execute that protocol using any information included in the @value attribute and any extension elements defined by that particular authorization scheme. The protocol and any @value and/or extension attributes and elements enable a client to request authorization to play the Representation or AdaptationSet associated with that descriptor. After fetching the MPD, a client that does not support any of the listed content authorization schemes should ignore the associated elements and content, since download or playback will fail without authorization.  

A DASH client that successfully authenticates as a trusted player and authorizes playback of some or all Representations or Adaptation Sets in the MPD may request and play the authorized content.  Typical access control methods include blocking HTTP requests that do not include a security token obtained by the authorization protocol that is validated by a CDN before downloading the requested Media Segment, or encrypting Media Segments so that playback will be restricted unless the authorization protocol provides the client with a decryption key.  

The content access authorization and client authentication elements can be extended in a separate namespace to provide information specific to the content access authorization scheme (e.g., particular key management systems or authentication methods). When multiple content authorization elements are present, each element can describe a content access authorization scheme or trusted client authentication scheme that is sufficient to access and present the Representation. 

Potential content access authorization and trusted client authentication methods to signal at the MPD level include: Open Authentication Technical Committee (OATC) Online Multimedia Authorization Protocol (OMAP), Open Standard for Authorization (OAuth) 2.0, OASIS Security Assertion Markup Language (SAML), 3GPP Generic Authentication Architecture (GAA), and 3GPP Generic Bootstrapping Architecture (GBA).
Example:

<EssentialProperty  schemeIdUri="urn:org:example:plan-a" 
    id="3gpp:dash:client-authentication" 
    value="http://domain.com/authenticationServerA/protocolA?=ServiceSpecificInfoA"/>
<EssentialProperty  schemeIdUri="urn:org:example:plan-b" 
    id="3gpp:dash:client-authentication" 
    value="http://domain.com/authenticationServerA/protocolB?=ServiceSpecificInfoB" /> 
<EssentialProperty  schemeIdUri="urn:org:example:plan-c" 

    id="3gpp:dash:content-authorization" 
    value="http://domain.com/authorizationServerC/protocolC?=ContentSpecificInfoC"/>
<EssentialProperty  schemeIdUri="urn:org:example:plan-d" 
    id="3gpp:dash:content-authorization" 
    value="http://domain.com/authorizationServerD/protocolD?=ContentSpecificInfoD" /> 
Future normative work based upon this gap analysis may consider the following:

1. Consider technical solutions for DASH satisfying the above use cases and requirements. Liaise with MPEG to ensure alignment with MPEG DASH
2. Identify relevant authentication and authorization protocols within the scope of DASH-level signaling and create suitable profiles for protocols of interest
3. Coordinate with SDOs in charge of the identified authentication and authorization protocols toward creation of  suitable profiles for a desired set of trusted DASH client behaviors
4. Based on the agreed technical solution, provide any suitable guidelines for how DASH client would use the signalled authentication and/or authorization information 

4 Proposal
It is proposed to adopt the gap analysis in Section 3 of this contribution into TR 26.938 of the IS_DASH study item. 
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