3GPP TSG SA4#72
   S4-130143
Valencia, Spain January 28 – February 1, 2013
Title: 
Segment encryption for DASH content over MBMS
Source: 
Gemalto
Agenda Item: 
8
Document for:
Discussion 
1 Background
3GPP has defined the delivery of DASH files over MBMS (TS 26.346 section 5.6). This delivery of DASH segments includes the real time delivery (live delivery). In the current specification protection of DASH files is not defined for this live delivery.  
3GPP has defined a key management system for MBMS (3GPP SA3) adapted for delivery of live services in multicast and broadcast mode and also defined for the download of files. This key management system is a mandatory feature for MBMS UE terminal.

The proposal is to use this key management system, which is a 3GPP technology, for the protection of DASH files over MBMS and define appropriate signaling in the MPD for the use of this key management system.
2 Proposal
The proposal consists then to:
· Define the type of file used for the encrypted segment and in the protected AHS or DASH files define the signaling of the KeyID used for the encryption of the entire representation or individual segment.
· Define where the terminal will retrieve the related segment encryption key necessary to decrypt DASH file segment
· Define the signaling in the MPD of the use of MBMS key management system to protect the DASH files using the content protection element defined for AHS and DASH MPD (TS 26.234 and TS 26.247 section content protection)

· Define the signaling of the location where the Service key may be requested  (KeyIssuerURL)

3 Detailed  proposal

3GPP-SA3 has defined a key management system in the TS 33.246 based on 4-layer model key management architecture.  In this model the content is encrypted with a traffic key called MTK. This MTK is delivered along with the content and is encrypted with a service key MSK, that the subscriber to the service requests to the service provider. The service provider delivers this service key to the subscriber encrypted with a user key MUK. This key management system is well adapted for live delivery of content but it can be used also for download data. 

It is mandatory for a MBMS terminal to support this key management system. The use of this key management system for the protection of DASH files over MBMS is then natural, as already implemented in MBMS terminals.
In the current specifications, the protection of DASH files delivered over MBMS is not defined and the use of the MBMS Key Management System is not described. 
Encryption of DASH files using MBMS key management system

How representations are encrypted? 

Our proposal is to encrypt the DASH segment files using a single traffic key for at least one segment and specify that the traffic key may be changed at Segment boundary. This simplifies the encryption of the files and the key rotation. That is to say that within a segment, only zero or one key may be used for the encryption. It could be possible to have a single key for the entire representation.
The specification (ISO/IEC DIS 23009-4) describes this kind of encryption, redefined for the DASH files the concept of crypto period used in the CAS systems and proposes a method for key rotation. We propose to reference this specification or use the same principle. 

Which type of encrypted file may be used for the encrypted segment?

OMA DRM has defined ISOBMFF files for encrypted download content, DRM Content Format (DCF) used in case of Discrete Media Profile and the Packetized DRM Content Format (PDCF) used in case of continuous media as video and audio. 

OMA DRM in the OMA DRM XBS specification has defined a Key Info box (‘obki’) to include the keyissuerURL , the KeyID and optionally the MTK message (STKM) in a DCF or PDCF or Adapted PDCF file. 

OMA DRM XBS has defined a way to include a STKM stream in-line with the media content in a PDCF file for live delivery or recording of PDCF files: Adapted PDCF file. The STKM stream is defined as a timed metadata track in the PDCF file (‘oksd’).

3GPP already uses these files in their specifications.

3GPP SA3 uses the ‘obki’ box in DCF file for the download of files protected with MBMS key. (TS 33.246). A KeyID Type (“ 0x02” ) has been registered by OMNA for 3GPP MBMS KeyID type. 

3GPP SA4 uses the Adapted PDCF file (‘oksd’ box) for the protected stream recording (TS 26.244 section 12). A sample_type (“0xf7”) has been registered by OMNA for 3GPP MIKEY MBMS traffic key message.

If we consider that the segment is encrypted only with one key the use of adapted PDCF, which includes a track for the traffic keys is not necessary. 
Then we propose to use a DCF or PDCF file for the encrypted segments, files already used for MBMS Key Management System and then already supported by MBMS terminals.

And what about a Common encrypted files?

The DCF or PDCF files don’t allow several Key Management Systems to use the same encrypted files. These files include information specific to the Key Management System. 

MPEG has defined the Common Encryption (CENC) for the encryption of ISOBMFF files to enable decryption of the same file using different Key management systems. The definition of the location of the decryption keys and where to get the associated licenses is leaved to each key management system.
As CENC is used for the encryption of DASH files in several standardization bodies, this kind of files may be used for the encryption of DASH files by some service providers. We propose then to define the signalling of MBMS key management system for the use of this technology and to support optionally the Common ENCryption of files.

We propose then to signal the use of CENC ISOMBFF files in the content protection element of the MPD, and to define the MBMS Key Management System specific data in CENC ISOBMFF boxes.

The delivery of segment encryption keys
There are several proposals for this delivery.

Delivery of the segment encryption key within the DASH file itself: “self contained DASH-file”

Delivery of the segment encryption key as separate file over flute.

The constraint is to ensure that the segment encryption key is present before the reception of the Segment encrypted by this traffic key.

We detail here after these two solutions for segment encryption key delivery with their advantages and drawbacks:

1.  Delivery of segment encryption key within the DASH file itself: “self contained DASH-file”
In this solution the segment encryption key message (MTK for MBMS) is delivered within the DASH content. 

Depending of the way the file is encrypted, the segment encryption key message may be embedded in the initialisation segment (same encryption key for the entire representation) or in the media segment (encryption of each segment with a separate key).

In a DCF or PDCF file, the ‘obki’ box includes the KeyissuerURL and the KeyID but also the segment encryption key message.

In this case the traffic key shall be the same for the entire media file. We could then use this kind of DCF file for each segment considering that each segment is encrypted with the same key.

If all the representation is encrypted with the same key it could be advantageous to signal this key only in the initialisation segment.

Advantage of the delivery of segment encryption key message in the media file is the guarantee of synchronisation of media file and keys and then assurance that the key is present to decrypt the segment. 
Drawback of the delivery of segment encryption key message in the media file is the construction of the media file on the server side that needs the segment encryption key messages. There will be in this case a transmission of these messages generated by the service management system to the DASH file generation server. In addition, if several key management systems (e.g. several service providers using the same encrypted file) may be used for the same encrypted DASH file, all traffic key messages shall be included in the file and then the file is enlarged.
2.  Delivery of segment encryption key as a separate stream
The segment encryption key messages could be delivered also as a separate file in the flute channel. 

The segment encryption key messages shall be delivered in a separate object but in the same flute channel than the media files. 

In this case the segments are DCF files including the KeyID and KeyissuerURL in the ‘obki’ box.
For this solution, we need to specify the signalling of the flute object identifier used for each segment encryption key stream in the MPD. We could have different segment encryption key stream for a single service one for each representation.

Advantage of this solution is to de-correlate the key management system to the media file generation. 
Drawback of this solution is the possible loss of flute packets and then no guarantee that the key message is present when the segment shall be decrypted. We shall ensure also the synchronisation of media data and MTK messages.
One solution should be selected among these two solutions.

Signalling of MBMS Key Management System in the MPD

3GP-DASH and 3GP-AHS has defined a content protection element to signal the fact that the DASH files are encrypted and to signal the Key management system used through the scheme-type and scheme version.
At this time MBMS Key Management System signaling is not defined.
The delivery of the MBMS Service key messages

For the delivery of MSK messages and registration to the service, the KeyissuerURL shall be signalled in the MPD. The delivery of MSK messages are then defined in the TS33.246 specification.

4 Conclusion

What Gemalto proposes is not a definition of a Key management system but the use of the key management system already defined in 3GPP SA3 for its application in case of Encrypted DASH files delivered over MBMS. The MBMS Key management system is not modified at all. We propose to re-use what is already defined in 3GPP SA3 and 3GPP-SA4 for its application in the scope of encryption of DASH/AHS files.

What shall be defined is 
· How the segments are encrypted.  
· Define where the terminal will retrieve the related segment encryption key necessary to decrypt DASH file segment 

· Define the signaling in the MPD of the use of MBMS key management system to protect the DASH files using the content protection element defined for AHS and DASH MPD (TS 26.234 and TS 26.247 section content protection)
· The signaling of the Keyissuer location in the MPD

The proposal is then to agree on a solution for MTK delivery for the encrypted DASH files as proposed in this document and to adapt the Gemalto CRs accordingly.
[image: image1.png]



