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FIRST CHANGE: Add RFC 2617and RFC 2818  as normative references in clause 2
2
References
…

[xx]
IETF RFC 2617: "HTTP Digest Authentication".
[yy]
IETF RFC 2818: “HTTP over TLS”.
END FIRST CHANGE
SECOND CHANGE: Text change regarding security procedures for associated delivery procedures in clause 5.4.1.
5.4
MBMS Data Transfer Procedure
5.4.1
MBMS Data Transfer Procedure using MBMS Bearer Services
MBMS Data Transfer procedure using MBMS Bearer Services refers to the network (and UE) mechanism to transfer (and receive) data for one MBMS User Service on one or several MBMS Bearer Services.
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Figure 8: Procedure of MBMS Data Transfer

1.
The MBMS Delivery Method for the MBMS User Service is triggered by the MBMS User Service Provider. Note, details of the trigger are beyond of the present document.

2. - 2n.
The MBMS Delivery function uses the MBMS Session Start Procedure to the GGSN and/or MBMS-GW, possibly through the Gmb Proxy and/or the SGmb Proxy function to activate all MBMS Bearer Services, which belong to the MBMS User Service. The MBMS Bearer service to be activated is uniquely identified by the TMGI.
Note. MBMS Bearer services might be activated only to a subset of the available access systems (see 3GPP TS 23.246 [4]). In case MBMS User Services or delivery methods are not available throughout all access systems, the BM-SC describes this transmission strategy in the MBMS User Service Description (see sub-clause 5.2.2).
3. - 3n.
The data of the MBMS user service are transmitted to all listening MBMS UEs. Several MBMS Bearer services may be used to transmit the MBMS user service data. MBMS user service data may be integrity and/or confidentiality protected. In case MBMS user service data are integrity and/or confidentiality protected, MBMS traffic keys are delivered simultaneously on the same or a different MBMS bearer. Optionally, syncronization information for MBSFN may be added to the MBMS User Data. The headers of MBMS User data may optionally be compressed (see 3GPP TS 23.246 [4] and TS 25.346 [5])
4. - 4n.
The MBMS Delivery function uses the MBMS Session Stop procedure to trigger the GGSN and/or MBMS-GW, possibly through the Gmb and/or SGmb Proxy function to release all MBMS Bearer Service for this User Service. A unique identifier for the MBMS Bearer service to be deactivated (i.e. the TMGI) is passed on as a parameter.

5.
In case associated delivery procedures are allowed or requested for an MBMS User Service, the MBMS UE sends an associated-delivery procedure request to the associated delivery function. The BM-SC may authenticate the user. In addition, associated delivery procedure messages may be encrypted for confidentiality protection. See 3GPP TS 33.246 [20]. The MBMS UE may need to wait a random time before it starts the associated delivery procedure according to clause 9.

END SECOND CHANGE
THIRD CHANGE: Update wording in clause 5.5 and MBMS protocol stack model to include HTTP over TLS
5.5
MBMS Protocols
Figure 9 illustrates the protocol stack used by MBMS User services. The grey-shaded protocols and functions are outside of the scope of the present document. MBMS security functions and the usage of HTTP-digest, HTTP over TLS and SRTP are defined in 3GPP TS 33.246 [20].
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Figure 9: Protocol stack view of the MBMS User Services
END THIRD CHANGE
FOURTH CHANGE: Suggested additional text regarding security procedures for Associated Delivery Procedures
Associated delivery procedures

9.1
Introduction

Associated delivery procedures describe general procedures, which start before, during or after the MBMS data transmission phase. They provide auxiliary features to MBMS user services in addition, and in association with,  MBMS delivery methods and their sessions. Those procedures that shall only be permitted after the MBMS Data transmission phase may also be described as post-delivery procedures.

To enable future backwards compatibility, clause 9 specifies generic and extensible techniques for a potentially wide range of associated delivery procedures.

Clauses 9.3 and 9.4 specify the associated delivery procedures that are initiated only after an MBMS data transmission phase.

The present document describes the following associated delivery procedures:

· File repair, for post-delivery repair of files initially delivered as part of an MBMS download session.
· Content reception reporting of files delivered to an MBMS UE.
These procedures are enabled by establishing a point-to-point connection; and using the MBMS session parameters, received during User Service Discovery/Announcement, to communicate the context (e.g. file and session in question) to the network and the MBMS sender infrastructure. To avoid network congestion in the uplink and downlink directions, and also to protect servers against overload situations, the associated delivery procedures from different MBMS UEs shall be distributed over time and resources (network elements).
An instance of an "associated procedure description" is an XML file that describes the configuration parameters of one or more associated delivery procedures.
MBMS Download receivers shall support the file repair procedure as defined in sub-clause 9.3.

MBMS Download receivers shall support the reception reporting procedure as defined in sub-clause 9.4.

MBMS Streaming receivers shall support reception reporting procedures (StaR and StaR-all report types) as defined in sub-clause 9.4.
HTTP digest authentication based on RFC 2617 [xx], and with the usage defined by TS 33.246 [20], support authentication and integrity protection of associated delivery procedure messages.  In addition, associated delivery procedure messages may be confidentiality protected, based on HTTP over TLS (RFC 2818 [yy]), as specified by [20].
END FOURTH CHANGE
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