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FIRST CHANGE: Content protection element in case of encrypted 3GP-DASH delivered over MBMS Domwnload Delivery procedure
12.7.1
Content Protection

Clients that support content protection may support OMA DRM 2.0 [75] or OMA DRM 2.1 [109]. Other content protection schemes may be supported. The ContentProtection element in the MPD should be used to convey content protection information.

The schemeIdUri attribute is used to identify the content protection schemes employed. This attribute should provide sufficient information, possibly in conjunction with the 'value' attribute, such as the DRM system(s), encryption algorithm(s), and key distribution scheme(s) employed, to enable a client to determine whether it can possibly play the protected content. The ContentProtection element can be extended in a separate namespace to provide information specific to the content protection scheme (e.g., particular key management systems or encryption methods). Scheme-specific information can also be provided in the Initialization Segment(s) using the appropriate file format primitives instead of, or in addition to the 'value' attribute. The client may have to receive and analyze the protected content (typically only the Initialization Segment, if present), before it can determine whether it has already acquired a license and/or key for accessing the protected content, or to determine from where it can acquire a missing license and/or key, in case this information is not available from the ContentProtection element.

When using OMA DRM V2.0 or OMA DRM V2.1 scheme for content protection, the non-streamable Packetized DRM Content Format (PDCF) shall be used. An OMA-DRM encrypted Representation shall include the brands "3gh9" and "opf2". OMA-DRM [74] defines the procedures for acquiring the Rights Object from the Rights Issuer to decrypt PDCF protected content. The scheme is identified by a ContentProtection element for which the value of the schemeIdUri set to "urn:mpeg:dash:mp4protection" and the value of the 'value' attribute shall include the version number. It starts with "odkm", which is the scheme_type contained in the Scheme Type Box of the PDCF file, followed by a ":" and the scheme_version from the Scheme Type Box of the PDCF file, encoded as up to 8 hexadecimal digits, where the leading '0's may be omitted. For example, for OMA DRM2.0 the value could be "odkm:200".

When the AHS content is delivered using the Download Delivery Procedure of MBMS, the key management system of MBMS MAY be used for the protection of the content. In this broadcast context, the MBMS Service Key (MSK) is used to encrypt the Traffic Encryption Key in the MBMS Traffic Key (MTK) messages. 
In this case encryption shall be performed at content level using either adapted PDCF file format as defined in [114] or using Common ENCryption as defined in [115]. The UE SHALL support the adapted PDCF file format and Common encryption for ISOBMFF with the extension for MBMS Key Management System as defined in this specification.
1. When adapted PDCF file format is used, as defined in [114], the relevant TEK stream information is carried along with the content in the ISO file.  In this case, the encrypted representation shall include the brand “opx2”. 

The scheme is identified in the content protection element of the MPD by a ContentProtection@schemeIdUri set to "urn:mpeg:dash:mp4protection" and the  ContentProtection@value shall include the version number; it starts with "odkm", which is the scheme_type contained in the Scheme Type Box of the adapted PDCF file, followed by a ":" and the scheme_version from the Scheme Type Box of the adapted PDCF file, encoded as up to 8 hexadecimal digits, where the leading ‘0’s may be omitted. For adapted PDCF file using 3GPP MBMS Key management system the value is "odkm:XXX".( to be defined by OMNA)
2. When Common encryption is used, the ISO file used is as defined in [115], and in clause 13.6 of [50]. In this case the encrypted representation shall include the brand “cenc” (to be defined).
The scheme is identified in the content protection element of the MPD by a ContentProtection@schemeIdUri set to UUID URN as defined in RFC 4122 indicating the UUID specified in the SystemId field of the Protection System Specific Header Box, The UUID URN is “urn:uuid:xxxxx” to be defined for MBMS key management using cenc(proposal is to use “urn:dvb:casystemid:xxxx” xxxx to be reserved in DVB.
When each segment of a representation is encrypted with its own traffic key, and this traffic key is updated regularly, the representation segments SHALL include the MTK messages as defined in clause 12.4.2.3.

When all segments of a representation are encrypted with only one key the MTK message SHALL be included in the Initialisation segment of the representation as defined in clause 12.4.2.2. 

SECOND CHANGE: initialization segment including the MTK message in case of one MBMS key encrypting all  represenation segments    

12.4.2.2
Initialisation Segment Format

The Initialisation Segment is conformant with the 3GPP file format, adaptive streaming profile and shall carry “3gh9” as compatibility brand.

The Initialisation Segment consists of the “ftyp” box, the “moov” box, and optionally the “pdin” box. The “moov” box contains no samples (i.e. the entry_count in the “stts”, “stsc”, and “stco” boxes shall be set to 0) and is then very small in size. This reduces the start-up time significantly as the Initialisation Segment needs to be downloaded before any Media Segment can be processed.

The “mvex” box shall be contained in the “moov” box to indicate that the client has to expect movie fragments. The “mvex” box also sets default values for the tracks and samples of the following movie fragments. 

The Initialisation Segment provides the client with the metadata that describes the media content. The client uses the information in the “moov” box to identify the available media components and their characteristics. 

The Initialisation Segment shall not contain any “moof” or “mdat” boxes except if all segments of the representation are encrypted with one key and using the MBMS key management system as described here after. 
In case the representation is encrypted and the MBMS key management system is used (when MBMS download delivery method is used for example to deliver Live representation), and if all segments of a representation are encrypted with only one key, the initialization segment contains the MTK message corresponding to this key.

If Adapted PDCF format is used, the inclusion of MTK message is done as described here after:

· The Initialization Segment includes the brand “opx2”.
· The Initialization Segment includes the MIKEY MBMS Traffic Key messages as defined in [113] in  OMA BCAST STKM track ‘oksd’ as defined in [114],
· The STKM track is included in the movie box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segments. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.

If Common ENCryption format is used, the inclusion of MTK message is done as described here after:

· The initialization segment includes a “moov” box containing a “pssh” as described in section 13.7.1 of [50]. This “pssh” box includes the MTK MIKEY message in the “obki” box.
THIRD CHANGE: Media Segment including the MTK message in case of  each segment encrypted with its own MBMS key    

12.4.2.3
Media Segment Format

The following constraints shall apply to a Media Segment conforming to Media Segment Format for 3GPP adaptive HTTP streaming:

· Each Media Segment may contain an ‘styp’ box.

· Each Media Segment contains one or more whole self-contained movie fragments.  A whole, self-contained movie fragment is a movie fragment (‘moof’) box and a media data (‘mdat’) box that contains all the media samples referenced by the track runs in the movie fragment box.
· Each ‘moof’ box shall contain at least one track fragment.
· The ‘moof’ boxes shall use movie-fragment relative addressing and the flag ‘default-base-is-moof’ shall also be set. Absolute byte-offsets shall not be used.  In a movie fragment, the durations by which each track extends should be as close to equal as practical.  In particular, as movie fragments are accumulated, the track durations should remain close to each other and there should be no 'drift'.
· Each ‘traf’ box may contain a ‘tfad’ box.
· Each ‘traf’ box may contain a ‘tfdt’ box.
· Each Media Segment may contain one or more ‘sidx’ boxes. If present, the first ‘sidx’ box shall be placed before any ‘moof’ box and the subsegment documented by the first Segment Index box shall be the entire segment.

· Further rules on media segments in combination with certain MPD attributes are provided in section 12.4.4.
In case the representation is encrypted and the MBMS key management system is used (when MBMS download delivery method is used for example to deliver Live representation), and if each segment of the representation is encrypted with its own key, the following applies:
If Adapted PDCF format is used
· The Media Segment shall include the brand “opx2”.
· The Media Segment shall include the MIKEY MBMS Traffic Key messages (as defined in [113]) in  OMA BCAST STKM track ‘oksd’ as defined in [114],
· The STKM track shall be included in the movie fragment box and the associated STKM track data in the media data box.
· The STKM track is a timed metadata track, the sample_version shall be set to ‘0x00’, the sample_type SHALL be set to ‘0xf7’ indicating MIKEY MBMS traffic key message as defined by OMNA.
· The sample entry of the STKM track shall contain in the STKM field exactly one MIKEY MBMS Traffic Key message containing the encrypted Traffic key used to encrypt the representation Segment. That is, the STKM field shall contain the payload of the MIKEY package including all MIKEY headers and all MIKEY payloads and the MIKEY MAC/Signature field.
· In the segment, the STKM media data shall be provided before the media data protected by the traffic key this STKM media data conveys, allowing the computing of traffic key before its need for the decryption of the media segment.
If Common encryption is used the MTK MIKEY message is carried in the media segment as defined in clause 13.7.5 of [50]
FOURTH CHANGE: adding references   
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FIFTH CHANGE: adding Abbreviations   

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [3] and the following apply.

3GP
3GPP file format
AAC
Advanced Audio Coding

ADU
Application Data Unit

AVC
Advanced Video Coding
CENC
Common ENCryption
CC/PP
Composite Capability / Preference Profiles

DCT
Discrete Cosine Transform

DIMS
Dynamic and Interactive Multimedia Scenes

DLS
Downloadable Sounds

DRM
Digital Rights Management

Enhanced aacPlus
MPEG-4 High Efficiency AAC plus MPEG-4 Parametric Stereo

GIF
Graphics Interchange Format

HTML
Hyper Text Markup Language

HTTP
Hypertext Transfer Protocol
HTTPS

Hypertext Transfer Protocol Secure
ISO
International Organization for Standardization

ISOBMFF
ISO Base Media File Format
ITU-T
International Telecommunications Union – Telecommunications

JFIF
JPEG File Interchange Format
MAC
Message Authentication Code
MIDI
Musical Instrument Digital Interface
MIKEY
Multimedia Internet KEYing
MIME
Multipurpose Internet Mail Extensions

MMS
Multimedia Messaging Service

MPD
Media Presentation Description
MTK
MBMS Traffic Key

MSK
MBMS Service Key
MPEG-2 TS
Moving Picture Experts Group Transport Stream

NADU
Next Application Data Unit

OMA
Open Mobile Alliance
OMA BCAST
Open Mobile Alliance BroadCAST enabler
OMNA
Open Mobile Naming Authority
PDCF
Packetized DRM Content Format

PNG
Portable Networks Graphics

PSS
Packet-switched Streaming Service

QCIF
Quarter Common Intermediate Format

RAP
Random Access Point

RDF
Resource Description Framework

RFC
Request For Comments

RTCP
RTP Control Protocol

RTP
Real-time Transport Protocol

RTSP
Real-Time Streaming Protocol

SBR
Spectral Band Replication

SDP
Session Description Protocol

SMIL
Synchronised Multimedia Integration Language

SP-MIDI
Scalable Polyphony MIDI

SRTP
The Secure Real-time Transport Protocol
STKM
Short Term Key Message
SVG
Scalable Vector Graphics
TEK
Traffic Encryption Key
UAProf
User Agent Profile

UCS-2
Universal Character Set (the two octet form)

URI
Uniform Resource Identifier

URL
Uniform Resource Locator
URN
Uniform Resource Name
UTC
Universal Time Coordinated
UTF-8
Unicode Transformation Format (the 8-bit form)
UUID
Universally Unique Identifier
W3C
WWW Consortium

WML
Wireless Markup Language

XHTML
eXtensible Hyper Text Markup Language

XMF
eXtensible Music Format

XML
eXtensible Markup Language

XSLT
eXtensible Stylesheet Language Transformation
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