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1. Introduction

This document gives a discussion on association between MBMS download object to relevant decryption key in FLUTE File Delivery Table (FDT).

2. Background
For the purpose of download MBMS user service protection, TS 33.246[1] defines security mechanism of MBMS download data. 

As described in chapter 6 in TS 33.246[1],   when it is required to protect MBMS download, OMA DRM DCF shall be used for download data object and the MIKEY message carrying the MTK is used to protect DCF. 

The correct MTK for relevant download data is indicated by the KeyID in the DCF. 

The MIKEY message carrying the MTK shall be delivered over the same FLUTE stream as the object to be downloaded to the UE. This means that the message is specified as a separate object in the FLUTE File Delivery Table (FDT), having its own identifier (TOI).
3. Discussion

According to the security mechanism above, when the encrypted download data arrives at the UE, the processing proceeds following the steps below:

1. UE examine the FDT and find the TOI corresponding to OMA DRM DCF object ;

2. According to the TOI, UE receives the OMA DRM DCF object from FLUTE stream, and extract the KeyID;

3. UE receives the MIKEY from the same FLUTE stream, and decode the MIKEY one by one until  find a relevant MIKET object  base on KeyID;

So, In the case of MBMS protected download data, if UE only need a specific protected download object, it must keep receiving and decoding MIKEY one by one until pick up a relevant one by KEYID.

Since can not get the direct association between download object and related MIKEY (with the decrypted key) directly, UE have to waste own resource and time to receive and analyze a lot of useless data from FLUTE stream, and lead to worse user experience. 

4. Proposal

We propose to define a dedicated XML attribute in FLUTE FDT instance XML schema to give a direct association between MBMS protected download object to relevant decryption key object. With the use of the proposed attribute in a FDT instance, the UE can efficient find relevant MIKEY of MBMS download object. Without the proposed attribute, the UE can only receiving and decoding all the MIKEYs has been arrived until find the right one.
In the following, the extension to the FLUTE FDT is described.

4.1 Key indicating of protected download data

A download service shall indicate relevant key file for protected download file in FLUTE FDT instance.  A new attribute “Decryption-KEY-TOI " is created within element “file” of the FDT to indicate the association between protected download file and relevant key file in same FLUTE stream.

When the server deliver a protected download file, the server shall set a "Decryption-KEY-TOI" field in the corresponding file element in FLUTE FDT instance. When a UE download a protected file, the UE may instruct its FLUTE receiver download relevant key file according to "Decryption-KEY-TOI" field in file element of FDT instance.

The XML syntax of the "KEY-TOI-Indicating" attribute within the FLUTE FDT is the following.
  <?xml version="1.0" encoding="UTF-8"?>

  <xs:schema xmlns="urn:3GPP:metadata:2008:MBMS:FLUTE:FDT_ext"
   xmlns:xs="http://www.w3.org/2001/XMLSchema" 

   targetNamespace="urn:3GPP:metadata:2008:MBMS:FLUTE:FDT_ext" 

   elementFormDefault="qualified">
   <attribute name="Decryption-KEY-TOI" type="xs:positiveInteger" use="optional"/>

  </schema>
5. Example Signalling

In this section an example of an FDT instance which contains caching directives is given:
<?xml version="1.0" encoding="UTF-8"?>

<FDT-Instance 


xmlns="urn:IETF:metadata:2005:FLUTE:FDT" 


xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 


xsi:schemaLocation="urn:IETF:metadata:2005:FLUTE:FDT 3gpp-flute-fdt-choice3.xsd" 


FEC-OTI-FEC-Encoding-ID="1"


Complete="true" 


Content-Encoding="gzip" 


FEC-OTI-Encoding-Symbol-Length="512"  


Expires="331129600">


<File 



Content-Type="application/sdp" 



Content-Length="7543" 



Transfer-Length="4294" 



TOI="2" 
Decryption-KEY-TOI=”12”


FEC-OTI-Encoding-Symbol-Length="16"



FEC-OTI-Scheme-Specific-Info="AAEBBA==" 



Content-Location="http://www.example.com/fancy-session/main.sdp">



<MBMS-Session-Identity>93</MBMS-Session-Identity>

</File>


<File 



Content-Type="String" 



Content-Length="161934" 



Transfer-Length="157821" 



TOI="3" 
        Decryption-KEY-TOI=”15”


FEC-OTI-Encoding-Symbol-Length="512" 



Content-Location="http://www.example.com/fancy-session/trailer.3gp">



<MBMS-Session-Identity>93</MBMS-Session-Identity>

</File>

<File 



Content-Type="String" 



Content-Length="2534" 



Transfer-Length="2554" 



TOI="12" 


FEC-OTI-Encoding-Symbol-Length="512" 



Content-Location="http://www.example.com/fancy-session/trailer.3gp">



<MBMS-Session-Identity>93</MBMS-Session-Identity>

</File>

<File 



Content-Type="String" 



Content-Length="2641" 



Transfer-Length="2682" 



TOI="15" 


FEC-OTI-Encoding-Symbol-Length="512" 



Content-Location="http://www.example.com/fancy-session/trailer.3gp">



<MBMS-Session-Identity>93</MBMS-Session-Identity>

</File>

<MBMS-Session-Identity-Expiry value="3311288760">93</MBMS-Session-Identity-Expiry>

</FDT-Instance>

The example depicts the use of a “Decryption-KEY-TOI” XML element, which indicates the relevant MIKEY TOI for protected download data.
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