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1. Introduction

We had a discussion on MBMS security procedure during previous meeting. Basically, the main issue is how to perform GBA usage procedure in the architecture.
One proposal is to fulfil GBA usage procedure between UE and SCF via Core IMS, combined with session setup procedure, utilizing SIP protocol.
The other one is to fulfil GBA usage procedure between UE and BMSC.UPF, independent to session setup procedure, utilizing HTTP.
This contribution has a further comparison on the potential impact of these two proposals.
2. Background
This section gives an introduction of GBA procedures.
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Figure 1: Simple network model for bootstrapping involving HSS with Zh reference point, source: TS 33.220
BSF (Bootstrapping Server Function) performs mutually authentication with UE, and agree on session keys that are afterwards applied between UE and a NAF (Network Application Function). 

The procedure between UE and BSF on Ub interface is GBA bootstrapping procedure, through which session keys (i.e. Ks) are generated, and a B-TID is acquired by UE.

NAF provides specific applications to UE. NAF may authenticate and authorize UE before allowing the UE to access the service.
The procedure between UE and NAF on Ua interface is GBA usage procedure, through which the NAF acquires a shared key material established between UE and the BSF, i.e. Ks-naf.
Ks-naf will be updated according to a key lifetime.
3. Discussion 

We give a discussion on the comparison of the two proposals from the following perspectives.
3.1 The impact on GBA procedure(i.e. GBA bootstrapping procedure and GBA usage procedure)
The two proposals re-use the same GBA bootstrapping procedure as defined in TS 33.220.

Two points further proposed by proposal 1 may introduce some impacts on GBA usage procedure.

· One point is that different instances of NAF should reuse the same Ks-naf.
· The other point is that enhancing SIP to support GBA Usage procedure on Ua interface between UE and NAF.
For bullet 1, this will potentially have impact on Zn interface between NAF and BSF. For bullet 2, it implies to enhance to SIP to support the functionalities on Ua interface, e.g. identifying how to carry the necessary parameters via SIP, how to handle the key update procedure etc.

Both above impacts are not specified in SA3 so far.

3.2 The impact on IM CN Subsystem

In IM CN Subsystem, the IMS entities, such as P-CSCF and S-CSCF, will carefully inspect each SIP signalling message to enforce operator's policies, and not just forward the message.
For example, P-CSCF will decrypt the message, check each SIP header field, such as user identify, routing information etc, check the SIP body, e.g. to determine whether a specific codec in a SDP is allowed according to configured policies, among others.
Combining the key acquisition procedure with the session setup procedure tightly together will introduce unnecessary extra burden on IM CN Subsystem. 
· One extra burden is caused by the MSK update procedure.

In TS 33.246, the MSK is delivered to UE via MIKEY, which is upon unreliable UDP protocol. Therefore, the MIKEY message is subject to loss, especially in poor coverage area, or a heavy load burden condition etc. 
If these key update messages go through IM CN Subsystem, the P-CSCF and S-CSCF will have to inspect them, while P-CSCF and S-CSCF will do nothing on them, because these messages are for key update, and are irrelevant to session setup/modification/teardown.

· The other extra burden is caused by Ks-naf update procedure

Same as analysis above, if the messages for Ks-naf update go through IM CN Subsystem, they will also introduce extra burden on it.
3.3 The impact on the deployment of security solution, and compatibility among 
Security has something special among IPTV or Mobile TV solutions. In some cases, an operator may select a security solution, whose provider is different to the provider who provides the other parts, such service control platform, media server etc.
In this sense, it is better to keep security solution independent, or at least loosely coupled, instead of tightly coupled with session establishment procedure, to enable the flexible deployment of a security solution. 
Further, a loosely coupled solution could also avoid potential conflict with the solutions defined in TISPAN and OIF, where the security solution is under discussion in a different work item than the work item responsible for the signalling of session establishment.

3.4 Performance consideration
An issue discussed during previous meeting is that, compared to the solution that combining the key acquisition procedure with the session setup procedure together, an independent GBA usage procedure between UE and BMSC.KMF may introduce some extra latency.
While an independent GBA usage procedure may run only once, this is depending on the number of BMSC.KMF deployed in the network side. If an UE find that the same BMSC.KMF serves for both an old and a new MBMS user services, the UE will not perform GBA usage procedure again when switching to the new MBMS user service. 
Further, an end to end latency comprises a lot of factors, such as signalling interaction time, media delivery time from BMSC.UPF to UE, codec/de-codec time, cache time etc. In our view, the signalling interaction time is not the dominating factor.

4. Proposal

According to the above discussion, we propose to fulfil GBA usage procedure between UE and BMSC.UPF as defined in TS 33.246, to minimize the impact on GBA procedure and IM CN Subsystem, and keep flexibility for the deployment of the security solution.
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