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1 Overview

OMA BCAST is working on the Mobile Broadcast Enabler (BCAST 1.0). In the BCAST 1.0 Smartcard profile for service and content protection, BCAST Long-Term Key Messages may be pushed to devices using MIKEY sent over unicast UDP. A problem has been identified for devices in that context, since they may not be reachable over IP. A solution to that problem, involving sending a trigger to the device over SMS, has been proposed in OMA BCAST ([OMA-BCAST-2006-0807], see attached). BCAST would like to get feedback on the identified problem and its possible solution, including feedback on the proposal made in OMA BCAST. We kindly ask SA3 to give such feedback and recommendation on how to proceed. We would welcome such communication, ideally before our next face2face meeting starting 13 November 2006.
2 Proposal

OMA BCAST is working on the Mobile Broadcast Enabler (BCAST 1.0). BCAST 1.0 includes service and content protection functionality. Service and content protection functionality is specified in two profiles, the DRM Profile (where key management is based on OMA DRM 2.0 and additional broadcast extensions) and the Smartcard Profile (where key management is based on MBMS Security and GBA).

In the Smartcard profile, long-term key messages (LTKMs) (similar to MBMS MSK messages) are sent from BCAST Subscription Management to device, and give access to short-term keys, which give access to encrypted media streams and files. For the delivery of LTKMs, BCAST specifies the use of MIKEY sent over unicast UDP, i.e. over IP. LTKMs may be requested (pulled) or pushed. The time interval between LTKM messages may be in the range of hours or longer. Thus, depending on the deployment, there may be a need to push LTKMs to devices at arbitrary points in time. However, the terminal may be IP-disconnected at the time of LTKM sending, or may have changed its IP address (renewed PDP context) and the BM-SC is not aware of it. The terminal will therefore miss all the LTKMs over UDP: LTKMs for validity updates and invalidations, but also the LTKMs for BM-SC solicited pull procedure. The resulting blocking situation is: the BM-SC has no means to update/invalidate these keys in the terminal, or to trigger the terminal to connect to BM-SC. The problem relates to BCAST terminals operating over MBMS, but also to BCAST terminals that receive the broadcast streams over another radio interface (e.g. DVB-H) and the LTKM keys over cellular network. 
A solution to the problem has been proposed in OMA BCAST in OMA-BCAST-2006-0807-CR_BM_SC_solicited_pull_procedure_over_SMS (attached). During the discussion, the BCAST group felt that 3GPP SA3 would be stakeholder of such solution and should be consulted. BCAST would like to get feedback on the identified problem and its possible solution, including feedback on the proposal made in OMA-BCAST-2006-0807-CR_BM_SC_solicited_pull_procedure_over_SMS. We kindly ask SA3 to give such feedback and recommendation on how to proceed. We would welcome such communication, ideally before our next face2face meeting starting 13 November 2006.

The following questions might be used to structure the feedback from SA3:

1. Does SA3 agree that the explained problem of sending MIKEY messages over UDP to MBMS devices at arbitrary points in time exists ?

2. What is SA3s view on the proposal of specifying a solution according to OMA-BCAST-2006-0807-CR_BM_SC_solicited_pull_procedure_over_SMS in OMA BCAST ? Is this a viable solution ?

3. What other options does SA3 see for solving the problem ?

4. Are there implications on scalability/network performance, for the different options ?

3 Requested Action(s)

OMA BCAST would appreciate feedback on the explained issue of BM-SC solicited pull procedure initiation over SMS bearer, i.e. on the problem and possible solution. BCAST would like to point out again that early information is essential, since BCAST plans to complete BCAST 1.0 specifications with the end of consistency review mid December 2006, as per current planning. 
Our next f2f meeting dates are:

· November 13-17, 2006, Shenzhen, China

· December 11-15, 2006, Washington DC, USA

OMA BCAST also has weekly conference calls.
4 Conclusion

OMA BCAST thanks SA3 for the continued discussion, and is looking forward to continued collaboration and information exchange on mobile broadcast in general and BM-SC solicited pull procedure initiation over SMS in particular.
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1 Reason for Change



Problem



For the Smartcard profile using (U)SIM, BCAST LTKM messages are delivered to the client using MIKEY over unicast UDP. LTKM processing involves 4 different procedures :



1) new key SEK/PEK delivery, 2) SEK/PEK validity update, 3) SEK/PEK invalidation



4) BM-SC solicited pull procedure (that will itself initiate new key delivery, or validity update, or invalidation).


The BM-SC has to know terminal’s IP address prior to send the UDP packet carrying the LTKM.



In case of new key delivery, the terminal has just posted a HTTP SEK/PEK request to the BM-SC, so the BM-SC knows where to send back the LTKM(s) over UDP.



In the other cases however, the terminal may be IP-disconnected at the time of LTKM sending, or may have changed its IP address (renewed PDP context) and the BM-SC is not aware of it. The terminal will therefore miss all the LTKMs over UDP : LTKMs for validity updates and invalidations, but also the LTKMs for BM-SC solicited pull procedure. The resulting blocking situation is : the BM-SC has no means to update/invalidate these keys in the terminal, or to trigger the terminal to connect to BM-SC.


Consequences : SEK/PEK mismatch with regard to STKM reception will be discovered at the time of consumption only, and SEK/PEK planned for invalidation will still be usable by the terminal for service consumption.


Proposed solution



Considering a terminal is quite easily reachable by SMS, the proposal is for the SmartCard profile to allow (in addition to UDP/IP) the delivery of BCAST LTKM using WAP connectionless push over SMS bearer.


Using this SMS bearer is especially useful in the situation where the terminal is not responding to any LTKM over UDP for which a response is expected, including : key delivery/update with V-flag set (MICKEY ACK verification message over UDP is expected), and BM-SC solicited pull procedure (HTTP POST of SEK/PEK request is expected).


In this proposal, LTKM delivery over SMS is restricted to the LTKMs initiating BM-SC solicited pull procedures. Other purpose LTKMs (for key delivery or update or invalidation) are not considered, because :


· Including Key Data sub-payload and BCAST LTKM EXT will make LTKM payload span over 2 or 3 SMS (the more the number of segments, the less chance of reassembling concatenated SMS payload) ;


· For an LTKM over SMS in which V-flag is set, BCAST Client does not know where to send back the MICKEY ACK over UDP (most probably to resolved BM-SC DNS name contained in IDi of LTKM, but this might not always work). And this verification response is required mechanism whenever it is wanted to guarantee completeness of (charged) delivery transaction.



Needed number of SMS segments



For information, LTKMs for BM-SC solicited pull proecedure will generally span over two concatenated SMS segments (no more). In some conditions like the ones below, the LTKM could even fit in one single SMS (126 bytes available for LTKM, i.e. 140 bytes of TP-User-Data minus 7 bytes of TP-UDH minus 7 bytes of WSP headers) :



· Content type (‘application/mikey’) is encoded using the registered WSP binary code



· BCAST LTKM General Extension Payload is not present


· RAND length is 16 bytes



· Total string data for IDi (full DNS name of BM-SC, typically mbms.naf@operator.com) and IDr (B-TID, typically base64(RAND)@BSFname.com) does not exceed 45 characters.



Content Encoding



Since LTKM payload is quite short and binary encoded, using a WSP Content Encoding like GZIP tends to increase payload size instead of reducing it. Consequently, this CR does not mandate the support of any specific WSP Content Encoding.


2 Impact on Backward Compatibility



None


3 Impact on Other Specifications



Two well-known WSP values have to be registered to OMNA:


· one PUSH Application ID
:  x-wap-application:bcast.ua


· one WSP Content Type code
:  application/mikey  (already registered by IANA)


4 Intellectual Property Rights



Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.



5 Recommendation



This CR is presented for agreement and subsequent inclusion in BCAST SvcCntProtection TS.


6 Detailed Change Proposal



Change 1:  Insert the following new section as the first subsection of ”6.X Layer 2: Long Term Key Message – LTKM”, after 6.X leading text, and right before sub-section “SEK/PEK BCAST Verification Message Structure” :


6.X.1
BM-SC solicited pull procedure initiation over SMS bearer



The UE SHALL support the delivery of BCAST LTKM over SMS in the following situation :



· The SMS carries a WAP connectionless push over SMS bearer (WDP/WSP encoding) ;


· The Push message body is a BCAST LTKM encoded according to this specification ;


· The LTKM initiates a BM-SC solicited pull procedure (MSK ID Key Number part = 0, KEMAC Encr Data Len = 0) ;


· The WSP content type header contains the Content Type code registered by OMNA for ‘application/mikey’, i.e. the binary value 0x52 (TBA by OMNA) ;


· The WSP X-Wap-Application-Id header contains the binary code registered by OMNA for the PUSH Application ID identifying BCAST client:



- URN : x-wap-application:bcast.ua



- Code : 0x13 (TBA by OMNA) 



The UE SHALL discard the LTKM in case it does not initiate a BM-SC solicited pull procedure (i.e. in case of new key delivery or validity update or invalidation).
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