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1 Introduction

This document gives an overview on the current status of the security work in SA3 and the relations to the MBMS User Services work in SA4. The purpose of this document is to prepare the SA3 / SA4 Joint Meeting (23rd / 24th of August in Sophia Antipolis) from an SA4 perspective. 

SA3 has progressed in MBMS security work in their meeting #34 in Acapulco, Mexico and SA3 will send the stage 2 MBMS security TS 33.246 [1] for approval to SA plenary #25 in September 2004. 

2 Scope of MBMS security

2.1 Scope

MBMS security functions (i.e. authentication, key management and traffic protection) are performed between the UE and BM-SC. The BM-SC may receive MBMS content from third party content providers and the content may even be pre-encrypted, but the MBMS protection (e.g. encrypting the content) is applied in the BM-SC. 

SA3 considers MBMS security functions to be part of MBMS User Service functionality that is independent of and can be transported over different bearer services such as UTRAN, GERAN and even WLAN. 

2.2 Relation between MBMS protection and content protection

As noted in LS [11] from SA3 to SA4, SA3 has the view that MBMS provides the protection of the multicast transmission from the BM-SC to the UE. The protection of the multicast transmission and protection of content should be kept separate, i.e. even though the multicast transmission would be content protected by a third party, it could still be protected with MBMS protection. This is not from security point of view but from service point of view, since content protection and MBMS multicast transmission are two independent user services. For example, if a user has access to DRM content, he should not have automatic access to the MBMS transmission, since it is a different service that may be charged separately.

3 Overview of MBMS security

MBMS security is defined in stage 2 in TS 33.246. On high level it consists of three parts, namely:

· User authentication
User authentication describes the process where the BM-SC authenticates the user to grant access to an MBMS User Service. 

· Key management
Key management describes the process of providing the keys to decrypt the flow of an MBMS User Service. Key-management includes also the process of updating the keys e.g. after one member has left the service.

· Traffic protection
Protection of the actual MBMS content. The MBMS data transmission needs to be protected so that unauthorized users cannot get access to the data or are not able to modify it.

3.1 User authentication

Based on recent decisions in SA3 #34, user authentication in MBMS will be based on HTTP digest, RFC 2617 [2] for HTTP based procedures on Ua interface, i.e. between UE and BM-SC. In general level HTTP digest works as follows (cf. figure 1): When the UE sends a HTTP request to the BM-SC (e.g. to request for an MBMS decryption key), the BM-SC may challenge the UE with a HTTP 401 Unauthorized message containing a WWW-Authenticate header including digest-challenge. Upon receiving the digest-challenge, the UE calculates the digest response and re-sends the HTTP request message with the Authorization Request header including the digest response. If the digest response is correct, the BM-SC sends a response in HTTP 200 OK message with Authentication-Info header. For details, cf. TS 33.246 [1]. 
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Figure 1. HTTP digest authentication procedure

HTTP digest provides mutual authentication and integrity protection of the HTTP messages. It is based on shared secret between UE and BM-SC that is established between the UE and the BM-SC using the Generic Bootstrapping Architecture (GBA), which is being developed by SA3. For details of GBA cf. TS 33.220 [3].

3.2 Key management

In MBMS only those UEs that have joined a specific service will get the decryption keys for the service. MBMS uses a three-level key hierarchy where the first level key is received during GBA as described in chapter 2.1 and it is used to protect the point-to-point transport of the second level key to the UE. The third level key is transported in point-to-multipoint manner. The second level key is a group key, common to all UEs using the service, and is used to protect the transport of third level keys (which are content protection keys), see also figure 2.

SA3 have agreed to use the MIKEY protocol [5] with some MBMS specific extensions for MBMS key management. SA3 has specified that the keys needed to receive a certain service are pushed to the UEs from the BM-SC. There is also a mechanism for the UEs to request for a key, if a UE has not received the current key for some reason. 

3.3 Traffic protection

Regarding the traffic protection, SA3 is considering different mechanisms for protection of download and streaming data. See next chapter.

4 Overlap of SA3 and SA4 work

SA4 has been given the responsibility to define the User Service architecture and user data transport protocols for MBMS. The basic overlap of SA3 and SA4 work is that SA3 has the responsibility to secure the procedures that SA4 has defined. Especially the following areas are identified:

· PTP repair service
Due to earlier LSs from SA4, SA3 has the understanding that PTP repair will be based on HTTP. Therefore SA3 has been proactive and has specified that PTP repair request should be authenticated with HTTP digest. SA3 has though noted that this decision may change depending on the further work on PTP repair in SA4. Also the data delivery of PTP repair needs to be secured. 

· Protection of streaming MBMS data
The MBMS streaming delivery method will use RTP as transport protocol. For protection of MBMS streaming data, SA3 has conditionally agreed to use SRTP, RFC 3711 [10], depending on the discussions with SA4 in the MBMS joint meeting. The use of SRTP with MIKEY key management is presented in chapter 5.

· Protection of download MBMS data
The MBMS download delivery method uses FLUTE [7] as transport mechanism. For protection of MBMS download data, SA3 has currently the working assumption to use S/MIME (RFC 2633 [6]) for protection of the FLUTE protocol. However, analysis of S/MIME protection in TD S3‑040557 ([8]) has shown that S/MIME lacks functionality with shared keys. Therefore, Ericsson has started to study the use of XML encryption and signatures with shared keys to protect FLUTE files and the File Delivery Table (FDT).

· Application level joining to MBMS user services
SA3 has proactively specified that application level joining to MBMS user services should be authenticated with HTTP digest as well, if SA4 decides that such procedure is to be defined. 


5 Streaming solution with MIKEY and SRTP

5.1 SRTP

SRTP RFC 3711 [10] is a ready RFC and proven security protocol that has undergone a thorough review in IETF and SA3 has conditionally agreed to choose SRTP for protection of streaming MBMS data in SA3 #34. It does not need modifications to be used in MBMS streaming context. 

MIKEY and SRTP together provide a complete solution for protecting MBMS streaming traffic. The details for MIKEY and SRTP interworking are in place as the chapter below shows. 

5.2 Overview of streaming solution with MIKEY and SRTP

The MSK (MBMS Service Key) is delivered (pushed) to the UEs in point-to-point way in MIKEY message. This key delivery is protected with pre-shared key MUK (MBMS User key) that is received from the GBA (Generic Bootstrapping Architecture). The MTK (MBMS Traffic Key) is delivered (pushed) to the UEs in point-to-multipoint way in MIKEY messages. This key delivery is protected with MSK. 

The actual data is protected with MTK in the BM-SC. When the SRTP packet is generated, the concatenation of MSK ID and MTK ID is included in the Master Key Identifier (MKI) field of SRTP packet. If integrity protection is applied, the authentication tag (AUTH) is appended also. 

When the UE receives the SRTP packet, it checks from the MKI field, which MTK was used to protect the data. It then performs the decryption. 
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Figure 2. MIKEY and SRTP interworking

6 MBMS download protection

Protection of MBMS download basically consists of two parts, integrity and confidentiality of the downloaded data. We assume that the authentication of the user is already performed.

6.1 Integrity protection

To achieve integrity protection for MBMS download XML signatures (see RFC 3275 [13]) can be used. The signatures needs to be transported in an XML file, and requires a URI for each object that is to be signed (except for XML objects local to the file carrying the XML signatures). Furthermore, one signature can cover one or more objects. This implies that the FDT and the actual file(s) can be signed as one entity or separately.

6.2 Confidentiality protection

To achieve confidentiality protection of the downloaded file(s) XML encryption [12] offers a simple method. Just as in the case of XML signatures an XML file contains elements from the XML encryption schema, specifying how the objects referenced by URI are protected. The objects are then downloaded to the UE in encrypted form, and decrypted once the entire object is in place (decryption is performed after possible repair procedures).

6.3 General download protection issues

The key management used in the MBMS streaming case is also suitable for MBMS download if this object protection approach is taken. The current working assumption in SA3 for download protection is however using S/MIME [6], but S/MIME lacks some symmetric key functionalities, and is hence not suitable.

This protection approach requires the transfer of XML elements from the XML encryption and XML signatures schemas. These could be carried with the FDT without extending the FDT-schema, or possibly separately if the FDT can be referenced by a URI. A more detailed discussion will be presented in the paper “MBMS download protection using XML” at the joint SA3/SA4 meeting 23-24 August 2004 [9].

7 Security issues with PTP repair

We will in the following assume that the PTP repair is performed according to S4-040275 [14]. Even though the download is protected, there is little gained by this if the repair mechanisms are left unprotected, since parts of  (or the even the entire) file can be requested as a post delivery procedure. This implies that the following issues have to be addressed:

· Authentication of the requesting UE

· Integrity protection of the repair blocks

· Confidentiality of the repair blocks

The request for repair is accomplished by the UE sending an HTTP GET to the repair server, asking for the missing FLUTE [7] blocks. In the response to this, the repair server transmits the requested blocks over HTTP. SA3 proposes in TS 33.246 to use HTTP digest to authenticate the requests.

As the integrity of the file is not verified (and the confidentiality protection is removed) until the whole file is downloaded to the UE, the repair-blocks would be inserted in the correct place before the verification. This implies that no extra integrity protection is required for the repair blocks if XML Signatures [13] and XML encryption [12] is applied. Since there is no additional protection mechanisms required for PTP repair (apart from HTTP digest), there is neither a need for additional key management. A more detailed discussion will be presented in the paper “MBMS PTP repair protection” at the joint SA3/SA4 meeting 23-24 August 2004 [4].

8 Conclusions and proposal

This contribution has illustrated MBMS security functionality on high level and has highlighted issues that are considered to be interesting from SA4 point of view, i.e.
· User authentication and data protection in PTP repair 

· Protection of MBMS streaming data 

· Protection of MBMS download data 

· User authentication in application level joining procedure, if such procedure is needed 

In particular, the contribution has shown that SRTP and MIKEY provide a complete solution for protecting MBMS streaming data and that XML signatures/encryption can be used for protecting MBMS download data (with the same key management as for streaming data). Furthermore, the download protection explained above will also protect repair blocks during post delivery procedures.

SA4 shall consider the relation of the MBMS Security work. Although the MBMS Security protects the MBMS transmissions, SA3 regard the security functions as User Service components. We further like to highlight, that the integrity and confidentiality protection of the MBMS download and the File-Delivery-Table require some further alignment between SA3 and SA4. 
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