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Annex A (informative):
Protocols

A.1
SDP

This clause gives some background information on SDP for PSS clients.

Table A.1 provides an overview of the different SDP fields that can be identified in a SDP file. The order of SDP fields is mandated as specified in RFC 2327 [6].

Table A.1: Overview of fields in SDP for PSS clients

	Type
	Description
	Requirement according to [6]
	Requirement according to the present document

	Session Description

	V
	Protocol version
	R
	R

	O
	Owner/creator and session identifier
	R
	R

	S
	Session Name
	R
	R

	I
	Session information
	O
	O

	U
	URI of description
	O
	O

	E
	Email address
	O
	O

	P
	Phone number
	O
	O

	C
	Connection Information
	R
	R

	B
	Bandwidth information
	AS
	O
	O

	
	
	RS
	ND
	O

	
	
	RR
	ND
	O

	One or more Time Descriptions (See below)

	Z
	Time zone adjustments
	O
	O

	K
	Encryption key
	O
	O

	A
	Session attributes
	control
	O
	R

	
	
	range
	O
	R

	
	
	alt-group
	ND
	O

	
	
	3GPP-QoE-Metrics
	ND
	O

	
	
	3GPP-Asset-Information
	ND
	O

	
	
	3GPP-Integrity-Key
	ND
	O

	
	
	3GPP-SDP-Auth
	ND
	O

	One or more Media Descriptions (See below)

	

	Time Description

	T
	Time the session is active
	R
	R

	R
	Repeat times
	O
	O

	

	Media Description

	M
	Media name and transport address
	R
	R

	I
	Media title
	O
	O

	C
	Connection information
	R
	R

	B
	Bandwidth information
	AS
	O
	R

	
	
	RS
	ND
	R

	
	
	RR
	ND
	R

	K
	Encryption Key
	O
	O

	A
	Attribute Lines
	control
	O
	R

	
	
	range
	O
	R

	
	
	fmtp
	O
	R

	
	
	rtpmap
	O
	R

	
	
	X-predecbufsize
	ND
	O

	
	
	X-initpredecbufperiod
	ND
	O

	
	
	X-initpostdecbufperiod
	ND
	O

	
	
	X-decbyterate 
	ND
	O

	
	
	framesize
	ND
	R (see note 5)

	
	
	alt
	ND
	O

	
	
	alt-default-id
	ND
	O

	
	
	3GPP-Adaptation-Support
	ND
	O

	
	
	3GPP-QoE-Metrics
	ND
	O

	
	
	3GPP-Asset-Information
	ND
	O

	
	
	
	
	

	
	
	
	
	

	
	
	3GPP-SRTP-Config
	ND
	O

	Note 1: R = Required, O = Optional, ND = Not Defined
Note 2: The "c" type is only required on the session level if not present on the media level.

Note 3: The "c" type is only required on the media level if not present on the session level.

Note 4: According to RFC 2327, either an 'e' or 'p' field must be present in the SDP description. On the other hand, both fields will be made optional in the future release of SDP. So, for the sake of robustness and maximum interoperability, either an 'e' or 'p' field shall be present during the server's SDP file creation, but the client should also be ready to receive SDP content containing neither 'e' nor 'p' fields.

Note 5: The "framesize" attribute is only required for H.263 streams.

Note 6: The “range” attribute is required on either session or media level: it is a session-level attribute unless the presentation contains media streams of different durations. If a client receives “range” on both levels, however, media level shall override session level.


Annex K (normative):
Digital rights management extensions

This annex specifies extensions to support Open Mobile Alliance (OMA) digital rights management (DRM) version 2 [74]. The first extension is an RTP payload format that enables confidentiality protection of individual RTP payloads used in a streaming session. The second extension defines the necessary key management and protocol support for the optional integrity protection of RTP payloads using SRTP [72] between streaming server and client.

K.1
RTP payload format for encryption

This clause defines an RTP payload format for confidentiality protection for OMA DRM version 2 [74] for streamed media within PSS. The format specification addresses the following requirements:

-
Support random seek capabilities in the encrypted media stream;

-
Support pre-encryption of RTP payloads for usage in RTP hint-tracks as present in the 3GPP file format [50];

-
Support selective encryption of individual payloads;

-
Support usage of a strong encryption mechanism;

-
Support arbitrary media payload formats.

To fulfil the above requirements a solution based on an RTP payload format that encapsulates an original RTP payload into a new RTP payload has been developed. The complete original payload is encrypted using a crypto transform. This specification defines one crypto transform using AES [77] in counter mode with a 128 bit key. To enable pre-encryption and random seek capabilities, an explicit Initialization Vector sequence number (IVSN) is used to derive the real initialization vector (IV).  A minimalistic approach is taken in regards to overhead, and therefore the RTP payload type is used to support selective encryption, provide indication of the original RTP payload and determine any protection configuration. Thus there is need for a number of parameters to be signalled in relation to any defined payload type using this format. 

To be able to use any other crypto transform one will need to identify if the IVSN field is needed, or some other field(s) are needed in addition to the encrypted body, and define these. To indicate this new transform, a new MIME subtype is defined that identifies the crypto transform used. Such a crypto transform could also define the presence of key indicator fields.  

The description of the RTP payload format below uses the following definitions:

Content Encryption Key (CEK): The key used to encrypt the content, i.e. the original payloads. 

Encrypted body:
The encrypted bits of an original payload. 

Encryption payload format: 
The RTP payload format defined in this chapter.

Encryption payload:
The RTP payload that consists of an IV sequence number, key indicator field, and an encrypted body.

Initialization Vector (IV):
The starting state of the cryptographic mode.

Original payload:

A complete RTP payload in accordance with another RTP payload format specification. 

Original RTP packet:
A complete RTP packet that contains header values and payloads in accordance with the RTP specification and another RTP payload format specification.

Protected RTP packet:
An RTP packet with the encryption payload format as payload, and its header values set according to RTP and the encryption payload format.
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Figure 3: Schematic process - from an unprotected RTP packet to a protected one

The confidentiality protection of the original RTP payload is accomplished through the encryption of the complete payload using a crypto transform, the defined format uses AES in counter mode (AES CM)with 128 bit keys, as shown in Figure 3. The encryption of each individual payload is made independently from each other by assigning an Initialization Vector to each payload. In order to avoid sending the complete IV (128 bits for AES CM) in each RTP packet, a derivation process is used, to create the IV for each packet. As the IV derivation is a fully defined operation, the receiver can also perform it to determine the full IV. The IV Nonce is to protect against pre-computational attacks and is signalled out of band from the RTP stream. The IV sequence number used as input to the IV derivation is placed in the RTP payload of the protected packet together with the resulting ciphertext. 

The header fields of a protected RTP packet are populated based on the RTP header fields of the original packet. The only field that is necessary to change is the RTP payload type, which is replaced with another type  indicating that the RTP payload is using the encryption payload format. Further the payload type is also used to indicate which original payload type the packet contains. This usage of the payload type avoids using any bit in the RTP payload for the signalling. 

No bits in the payload format need to be spent to enable the usage of selective encryption. This is also accomplished by using the payload type of the RTP header. A sender utilizing selective encryption, (on a packet-by-packet basis) signals for each packet if it wants to send the RTP payload protected or not, by using the corresponding payload type and format. A simple demultiplexing as shown in Figure 4 is all that is required on the receiver side to determine which payloads that needs decryption. A signalling attribute is defined to inform the receiver when selective encryption is used. 
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Figure 4 - Flow for packet decryption including selective encryption.

This payload format and its operations are based on OMA DRM version 2.0 [74], which includes specifications for DRM key management and how to declare the permissions and constraints governing the decoded media. The signalling provides DRM specific parameters, namely the DRM ContentID and the RightsIssuerURL, which points to the Rights Issuer from where a Rights Object corresponding to the content can be acquired. The security instantiation applies to complete RTP sessions and all media streams transmitted within it. 

K.1.1
Usage rules

One payload type shall be assigned for each original payload type that needs to be encrypted within each RTP session.

The same CEK shall be used for all RTP packets with the same payload type within a RTP session. The IV of each packet protected under a certain CEK must be unique, otherwise a two-time pad occurs (see below). This property must be ensured also if multiple sources are used across all the packets of the streams using the same CEK. Furthermore, if multiple encryption payload types are used they, may use the same CEK. In this case the uniqueness of the IV must hold over all the packets with different payload types using the same CEK. See also clause K.1.3.

The size of the added IV sequence number should be considered already in the creation of the original RTP payload. The added IVSN leads to a packet expansion of 4 bytes, which may result in a packet that is bigger than the MTU after the protection operation. This would lead to IP fragmentation, worse error robustness and increase the overhead. Thus the creator of the original payload should also take into consideration to make room for the extra bytes. 

If authenticated signalling indicates that selective encryption shall not be used, then the receiver shall discard all RTP packets that contain payloads that are not encrypted. 

K.1.2
RTP payload format specification

This section specifies how to construct the binary format that is sent in the RTP payload and how the RTP header fields shall be assigned. 

K.1.2.1
RTP header usage

The RTP header usage depends on the original payload format, but is expected to be normal in accordance with RTP [9]. The value of any RTP header field shall be set in accordance with the definition for the original RTP payload format with the following exceptions or additions:

Payload Type: The RTP payload type for the encryption payload format shall be different from any payload type number assigned to an original payload type. The payload type number for an instance of the encryption payload format shall be bound to one and only one original payload format and its payload type number. 

If the original payload uses non-standard definitions of the RTP header, the same considerations that apply to the processing of the RTP header of the original payload shall also apply to the encrypted payload format. If an original payload format does not define the usage of an RTP header field, then the RTP header field shall be used in accordance with RTP [9]. 

K.1.2.2
RTP encryption payload

The RTP Encryption Payload shall consist of one encrypted body, followed by one Initialization Vector Sequence Number (IVSN). The two parts are defined as follows:


Encrypted Body: A variable length data block consisting of the encrypted original RTP payload. The encryption operation is performed as specified in clause K.1.3. 
IVSN: A 4 bytes long field containing the initialization vector sequence number in network byte order.
K.1.3
Encryption operations

Confidentiality of the encrypted RTP body is achieved by using an additive stream cipher, implemented by using the Advanced Encryption Standard (AES) cipher [77] run in counter mode to produce a keystream to encrypt/decrypt the original payload. Each original payload is encrypted with a distinct keystream segment, which is the concatenation of the 128-bit output blocks of the AES cipher in the encrypt direction, using the key CEK. The keystream is then bit-wise XORed with the original payload to create the encrypted body. Decryption is performed by the receiver in a similar way, XORing the encrypted body with the keystream to produce the original body.

The operation follows the definition and rules described in [72] for AES in counter mode, although the IV is defined as follows: IV = (nonce * 216 ) XOR (IVSN * 216) 

(the above reconstruction of the IV from the IVSN is denoted as the IV Derivator in Figure 3).

The 16 zeros in the least significant (right-most) bits of the IV are used as the counter, for generating the keystream needed to encrypt the payload. 

IVSN is the 32-bit IV sequence number and is the only part of the IV to be explicitly carried in each packet. 

The nonce is used against pre-computational attacks that are possible against stream ciphers. The nonce must be chosen randomly and independently and is sent to the client out-of-band (see section K.1.4). The length of the nonce shall be 112 bits, i.e. the IV nonce parameter shall be present and have a length of 112 bits prior to base 64 encoding. Before XOR:ing and "shifting" IVSN to form the above IV, an alignment with the nonce shall be made, considering also IVSN as a 112-bit value, by padding IVSN by 80 leading zeros. 

The use of the IVSN and the nonce must be so that the IV of each packet protected under a certain CEK is unique, otherwise a two-time pad occurs causing the plaintext to leak (see [72]).

The use of the 16-bit inner counter fixes the maximum number of keystream blocks that can be generated for any fixed value of the IV to 216, otherwise keystream re-use occurs compromising the security. Since AES has a block size of 128 bits, 216 output blocks can generate 223 bits of keystream (1048576 bytes), which are enough to encrypt the largest RTP packet (except if IPv6 jumbograms are used [76]).  

The maximum number of packets that can be encrypted under the same CEK and for a given nonce is 232 (due to the 32 bit IVSN). 

This payload specifies security functionality for achieving confidentiality protection of RTP payloads. Because the RTP header is not protected, the interpacket synchronization, payload types, and sequence ordering of the RTP packets are all examples of information that is not protected. The confidentiality of the encrypted original payload is depending on the strength of AES in counter mode with a 128-bit key and the utilized key management.

Not using integrity protection combined with an additive stream cipher like AES CM, may allow an attacker to purposefully and in a controlled fashion invert individual bits' values. If, in addition, an attacker knows the value of a certain bit in the RTP payload, it can change this bits value although it is encrypted, by a simple XOR of the encrypted bit with 1. Using integrity protection in conjunction with AES counter mode enables the client to detect such attacks on the cipher.

When using selective encryption, unencrypted packets disclose their content to anybody. Further, in case of lack of integrity and replay protection, it makes attacks that replay and modify the content extremely simple to perform [73]. Thus, integrity protection is strongly recommended if selective encryption is used. It is also recommended to integrity protect the flag indicating the presence of selective encryption (e.g. as described in section K.2), otherwise an attacker can tamper with it and turn the function on, allowing for the risks described above.

K.1.4
Signalling

This clause specifies the RTP payload format MIME type, and how it is utilized in SDP. An example is included as well.

Any unknown MIME parameter shall be ignored. 

K.1.4.1
MIME type definition

MIME media type name: audio, video, text, application, image

MIME subtype name: rtp.enc.aescm128

Required parameters: 

opt: 
The payload type number of the payload type contained in the encrypted payload. An integer value between 0-127.

rate: 
The timestamp rate of this payload type, which shall be the same as that of the original payload type. This is an integer value between 1 and 2^32.

ContentID: 
The OMA DRM content ID [75] used to identify the content when establishing a crypto context. The value is an RFC 2396 [60] URI, which shall be quoted using <">. 

RightsIssuerURL: 
The right issuer URL as defined by OMA DRM [75]. The value is an URI in accordance with RFC 2396 [60], which shall be quoted using <">.

IVnonce: 

The value of this parameter is the nonce that forms the IV as specified by the crypto transform, encoded using Base 64 [69]. 

Optional parameters:

SelectiveEncryption: 
Indicates if this stream is selectively encrypted. Allowed values are 0 (false) and 1 (true). If not present, selective encryption shall not be used. Please note that unless this indicator is integrity protected, it fulfils no purpose. Encoding considerations:

This type is only defined for transfer via RTP (RFC 3550).

Security considerations:

See considerations raised in RTP RFC 3550 [9] and any applicable profile like RFC 3551 [10] or RFC 3711 [72]. Further see 3GPP TS 26.234, Release 6, Annex K for comments on security issues. The main issues that exists are:

· This RTP payload format only confidentiality protects the RTP payload, thus header information is leaked, similarly to SRTP.


· The use of stream ciphers as AES CM and no integrity protection allows an attacker to purposefully attack the content of the encrypted RTP payload by switching individual bits. 

· The usage of selective encryption without integrity protection allows for an attacker to perform any replacements of complete RTP payloads and packets it desires. 
· The payload format makes the receiver vulnerable to denial of service attacks that inserts RTP packets into the stream, that the receiver then interprets as being encrypted thus wasting computational resources. To prevent this attack, authentication needs to be used.
Interoperability considerations:

Published specification:

3GPP TS 26.234, Release 6. 
Open Mobile Alliance DRM Content Format V2.0

Applications which use this media type:

Third Generation Partnership Project (3GPP) Packet-switched Streaming Service (PSS) clients and servers, which supports the Open Mobile Alliance's specification of Digital Rights Management version 2.0. 

Additional information:

Magic number(s): N/A

File extension(s): N/A

Macintosh File Type Code(s): N/A

Person & email address to contact for further information:


magnus.westerlund@ericsson.com

Intended usage:

Common

Author/Change controller:


3GPP TSG SA 
K.1.4.2
Mapping of MIME to SDP

The MIME media types for the encrypted RTP payload format and its parameter strings are mapped to fields in the Session Description Protocol (SDP) [6] as follows:

o The media name in the "m=" line of SDP shall be set to the used media type, i.e. audio, video, text, application, or image.

o The encoding name in the "a=rtpmap" line of SDP shall be rtp.enc.aescm128  (the MIME subtype).

o The clock rate in the "a=rtpmap" line shall be equal to the rate parameter.

o The remaining parameters when present, shall be included in the "a=fmtp" line of SDP.  These parameters are expressed as a MIME media type string, in the form of a semicolon separated list of parameter=value pairs.

Note that the payload format (encoding) names are commonly shown in upper case.  MIME subtypes are commonly shown in lower case.  These names are case-insensitive in both places.  Similarly, parameter names are case-insensitive both in MIME types and in the default mapping to the SDP a=fmtp attribute.
This MIME type is only intended for declarative usage, like in RTSP. The usage and behaviour in the SDP Offer/Answer model is undefined. 
K.1.4.3
SDP example

v=0
o=- 950814089 950814089 IN IP4 144.132.134.67
s=Example of aggregate control of AMR speech and H.263 video including DRM
e=foo@bar.com
c=IN IP4 0.0.0.0 
b=AS:77
t=0 0
a=range:npt=0-59.3478 
a=control:*
m=audio 0 RTP/AVP 97 98
b=AS:13
b=RR:350
b=RS:300
a=rtpmap:97 AMR/8000
a=fmtp:97 octet-align=1
a=rtpmap:98 RTP.ENC.AESCM128/8000
a=fmtp:98 opt=97; ContentID="content1000221@ContentIssuer.com"; RightsIssuerURL="http://drm.rightsserver.org/1000221"; IVnonce=JDE0SYJCAAqWUwWJiBM=; SelectiveEncryption=1
a=control: streamID=0
a=3GPP-Adaptation-Support:2
m=video 0 RTP/AVP 99 100
b=AS:64
b=RR:2000
b=RS:1200
a=rtpmap:99 H263-2000/90000
a=fmtp:99 profile=3;level=10 
a=rtpmap:100 RTP.ENC.AESCM128/90000
a=fmtp:100 opt=99; ContentID="content6188164@ContentIssuer.com"; RightsIssuerURL=" http://drm.rightsserver.org/6188164"; IVnonce= IwOSRWeSAUiVEiN5gVA= 
a=control: streamID=1
a=3GPP-Adaptation-Support:1


K.2
Integrity protection of RTP

An integrity protection mechanism is defined to optionally protect the communication between the streaming server and the client. The mechanism uses the Secure Real time Transport Protocol [72]. SRTP can provide confidentiality of the RTP payload, and integrity protection (with replay protection) of the RTP packet. The confidentiality protection of the RTP payload may be done using the OMA DRM with the above specified payload format, hence the use of SRTP defined in this specification is only for integrity protection. 

The assumed trust model for the integrity protection mechanism is that the streaming server is trusted (except for the possibility of accessing the content, if it is pre-encrypted). It is further assumed that the content distribution network, delivering content (and keys) from the content provider to the streaming server is secure. 
K.2.1
Integrity key exchange 

The SRTP master key is generated by the streaming server based on an integrity key provided by the Content Provider. This assures the client that the streaming server has indeed a trusted relation with the Content Provider and is an "authorized" server. The server selects randomly nonce values per-session, so that the resulting SRTP master key(s) (derived from the Content Provider's integrity key and the server's nonces) have a per-session/per-client validity. An integrity key, similarly derived, is used to protect the SDP attributes as well. This is detailed in the following and illustrated in Figure 5. One assumption is that the Content Provider and the client have exchanged a pre-shared key (denoted CEK hereby) in advance. This specification uses the OMA DRM version 2 specified content encryption key  [74] as the shared key, and relies on the OMA DRM key management to deliver the CEK key to the receiver.  Please note that an OMA content protection key may be produced for only the purpose of protecting the integrity key, and not be used for confidentiality protection of the content when streaming.

If integrity protection of the content object is required between the streaming server and the client, the Content Provider generates a 160-bit integrity key k for the content object. The content object (possibly pre-encrypted under the correspondent CEK, see section K.1) is then sent to the streaming server. The Content Provider also sends the key k and a copy of it encrypted under a content object's CEK. The encrypted copy of k can be decrypted only by the clients who possess the right CEK (signalled by the content identifier that accompanies the encrypted k in the SDP attribute). To encrypt the key k under the CEK, the AES key wrap method is used, as specified in [78]. The default IV shall be used, as specified in [78]. (Note: key wrap wants the protected k to be multiple of 64 bits. The key k is here requested to be 160 bits, so that length is defined. Pad the key to be multiple of 64, e.g., with zeros to a length of 192 bits; the padding will be discarded at the receiver anyway).  

To avoid that multiple clients share the same session key material, the streaming server randomly and independently generates a 128-bit i_nonce value per RTP session. The streaming server derives two keys from k and i_nonce values: 

1) a key Ks, to integrity protect the SDP description (see section K.2.2) including the security parameters needed to setup SRTP for the media protection. This includes protection of the flag indicating if selective (pre-)encryption (section K.1) is used, which (in absence of integrity protection) could otherwise be tampered (i.e. by modifying it, an attacker can turn on selective encryption, opening to the risks described in section K.1.3).     

2) an SRTP master key Km for each RTP session, for integrity protecting it (by applying SRTP, see section K.2.3).  

The server then sends to the client the i_nonce values and the encrypted copy of k (together with a freshness token, whose usage is explained later), within the integrity protected SDP description. 

Since the client knows the CEK, he can decrypt k. The client performs the key derivation, so that at this point he and the streaming server share the derived keys Ks and Km(s). The client further verifies the authenticity of the SDP part (section K.2.2.). 
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Figure 5: Key management scheme for SRTP to protect the streaming session. The RTP session is not shown, only the signalling (SDP). Terms in italics are present or calculated at the peer, terms in normal font are transmitted. Dotted line assumes trusted channels. The fresh(ness) token comes from the Describe Request message. SDP' is a subset of SDP.

It is assumed that the key derivation of Ks and Km can be securely performed within the trusted area of the device (in this way, the key k is not leaked out of the trusted area of the device. Note that k is distributed to many clients, but the use of the i_nonce values (together with the freshness token, see below) is such that the derived keys for SDP and SRTP are tied to the particular session/client, hence it prevents possible manipulation/replay attacks from the other clients). Furthermore, the key Ks should not leave the device.

As it is not guaranteed that the keys Km remain within the trusted area of the device (while k and Ks are, by assumption), to avoid bad clients to misbehave by e.g. manipulating/replaying other clients' messages, a fresh token is generated within the trusted area of the device.  When the client contacts the streaming server, he sends the fresh token within the RTSP Describe request. The streaming server shall place the received fresh token within the authenticated SDP that is sent from the server to the client in the Describe message. A trusted device that receives an authenticated SDP without a proper, previously generated fresh token, shall abort the connection setup. The fresh token is a randomly and independently generated 128-bit token. A produced fresh token shall be consumed once by the trusted device, and then erased.

Note that the Content Provider should distribute a different key k per server, unless the servers are trusted to act fairly to each other and the streaming clients (having the same k, and by observing an i_nonce sent by a server to a client, they can derive the related keys and perform any attack).  

Each distributed i_nonce needs to be bound to the actual RTSP session and delivery where it is used. This is easiest accomplished using session specific RTSP control URIs. It will be the servers responsibility to handle this dynamic and temporarily created i_nonce and its corresponding control URI(s). The server will also need to prevent undesired reuse of any i_nonce, see K.2.4.2.

K.2.2
Security parameters exchange

This clause defines three SDP attributes, one to transport the freshness token, the encrypted key, and the related information, one to carry the SRTP configuration and the integrity nonce, and a third to integrity protect some important fields in the SDP. An RTSP header to carry the Freshness Token in Describe requests is also defined. 

Common ABNF [53] definitions are:

token
=  1*( %x21 / %x23-27 / %x2A-2B / %x2D-2E / %x30-39 /  %x41-5A / %x5E-7A / %x7C / %x7E )

base64





= *base64-unit [base64-pad]

base64-unit



= 4base64-char

base64-pad



= 2base64-char "==" / 3base64-char "="

base64-char 



= ALPHA / DIGIT / "+" / "/"

K.2.2.1
SDP integrity key information attribute

The protected key k (together with any information necessary to identify the CEK key used to protect k) and the freshness token are carried in the session level SDP attribute "a=3GPP-Integrity-Key". 

The ABNF [53] for the session level attribute is defined as:

3gpp-integrity-attribute 
=
"a=" "3GPP-Integrity-Key" ":" enc-intg-key [SP fresh-token]

fresh-token



= base64

enc-intg-key



= key-method ":" [keydata]

key-method



= "OMADRMv2" / key-method-ext

key-method-ext


= token

keydata




= 1*VCHAR  / OMADRMv2-keydata

OMADRMv2-keydata
= omadrm-enc-key-data "," content-id-uri "," right-issuer-url

omadrm-enc-key-data
= base64

content-id-uri



= DQUOTE absoluteURI DQUOTE

right-issuer-url


= DQUOTE absoluteURI DQUOTE

absoluteURI



= as defined by RFC 2396 [60]

enc-intg-key is the encrypted key k, carried as defined by the method identifier. For the key distribution method "OMADRMv2" the base64 encoded encrypted key data is carried together with the corresponding content ID URI and rights issuer URL used to identify the CEK. When using the "OMADRMv2" keying method the following definition of the keydata applies:

omadrm-enc-key-data = BASE64(AES(CEK,k))

To encrypt the key k under the CEK, the AES key wrap method shall be used, as specified in [78]. The default IV shall be used, as specified in [78]. The key k is 160 bits and shall be padded to 192 bits, prior to wrapping. The output will be a 256 binary value, which shall be base64 encoded. The CEK is identified through the ContentID URI present. The rights object can be acquired from the location indicated through the rights issuer URL. 

The freshness token (fresh-token) shall be a base64 encoded 128-bit binary value. 

The attribute may also be used without any key data and freshness token, to indicate that this specification and its key method shall be used for key management. A client receiving a SDP without a freshness token shall when desiring to set up a session include a freshness token in a RTSP DESCRIBE and request a new SDP using the session level RTSP control URI present in the received SDP. 

K.2.2.2
SDP SRTP configuration attribute

The SRTP specific nonce, SRTP salt key, and any SRTP configuration information are carried in a media level SDP attribute "a=3GPP-SRTP-Config". 

3gpp-integrity-attribute 
=
"a=" "3GPP-SRTP-Config" ":" intg-nonce SP srtp-key-salt *SRTP-session-param

intg-nonce



= base64

srtp-key-salt



= base64

srtp-session-param

= SP srtp-param "=" 1*VCHAR

srtp-param



= "auth-tag-len" / srtp-param-extension

srtp-param-extension

=  token

The "srtp-key-salt" shall be the base64 encoding of the 112 bits of SRTP salt key.  The "intg-nonce" shall be the base64 encoding of the 128 bits of "i_nonce".
The SRTP session parameter "auth-tag-len" shall be present to indicate the used SRTP authentication tags length. Valid values are 32 or 80.

K.2.2.3
SDP authentication attribute

Parts of the SDP description are integrity protected using a message authentication code (MAC). A new session level SDP attribute "a=3GPP-SDP-Auth" carries the 160-bit MAC that is calculated as:

auth-tag = HMAC-SHA1 (Ks, m)

Ks is a 160-bit key taken from the output of HMAC-SHA1, calculated over k, and i_nonce concatenated to the label "SDP_integrity_key":

Ks = HMAC-SHA1 (k, i_nonce || "SDP_integrity_key")

The coverage of the MAC (m) is defined below. The i_nonce value fed into the above HMAC is the i_nonce value carried in the first media description (from a m= line until next) of the correspondent SDP description.

Both the server and the client can calculate Ks because they possess k (and the client receives i_nonce from the server). The k is available through the session SDP attribute "a=3GPP-Integrity-Key". Hence the client needs first to extract the fields from the SDP, decrypt k, derive all the keys, and only after can verify the validity of the SDP MAC. If the verification is unsuccessful, the complete session setup operation shall be aborted. 

The message to perform the authentication over (m) is created in the following way from the SDP: 

1. Create the SDP (S) without the "a=3GPP-SDP-Auth" attribute.

2. m is any empty string. 

3. Start at the first line of S.

4. Check if the line contains any of the following SDP fields or attributes:

· m=

· a=control

· a=fmtp

· a=rtpmap

· a=3GPP-Integrity-Key

· a=3GPP-SRTP-Config

If that is true, then add the complete line including the CRLF to the end of m.

5. Go to the next line in the SDP, and go to bullet 4, until end of S.

Thus forming m as an excerpt of the original SDP maintaining order of the selected fields. Which is then used to calculate the 160-bit integrity tag as specified above.

The ABNF [53] for the authentication attribute is:

3gpp-authentication-attribute
= "a=" "3GPP-SDP-Auth" ":" 3gpp-auth-tag

3gpp-auth-tag 




= base64

The 3gpp-auth-tag shall consist of the base64 [69] encoding of the 160 bits of binary  "auth-tag" defined above. 

When calculated the attribute is added to the SDP at the session level. 

K.2.2.4
Freshness token RTSP header

To enable the client to supply the server with a freshness token, a new RTSP header is defined. 

The ABNF for this header is:

Freshness-Token-Hdr 
= "3GPP-Freshness-Token" ":" LWS fresh-token

fresh-token



= As defined in clause K.2.2.1

LWS 





= As defined in RFC 2326 [5].

The header may be included in RTSP DESCRIBE requests. A proxy shall not modify, or add this header. The header shall be included if the client has received indication that the integrity protection and the here specified key management are used. To potentially save a round trip a client may include the header and freshness token in any RTSP Describe request, although no indication that integrity protection has been given. This avoids having the server to send SDP without keying material to indicate the necessity of including a freshness token. 

K.2.3
Media security protocol

The security parameters exchanged within the SDP are used to secure the RTP streaming session between the streaming server and the client.

For each RTP session (i.e. each media description), the SRTP master key Km is taken from the 128 left-most bits of the output of HMAC-SHA1, calculated over k, and  i_nonce concatenated to the label "SRTP_master_key":

Km = HMAC-SHA1 (k, i_nonce || "SRTP_master_key") 

where i_nonce is the i_nonce value carried in the 3gpp-srtp-config attribute of the correspondent media description.

Both the RTP stream and the corresponding RTCP stream are integrity protected. Replay protection shall be turned on.

The additional security parameters exchanged within the SDP (salt key, authentication tag length) are used to populate the corresponding parameters in the SRTP cryptographic context. The remaining parameters are chosen according to normal procedure in [72], and default values are used. With the exception of the following:

· SRTP encryption transform shall be NULL.

· SRTCP encryption transform shall be NULL.

The session authentication key for the integrity protection of the RTP/RTCP session is securely derived from the SRTP master key Km by applying the SRTP key derivation function, as defined in [72]. The Message Authentication Code tag that is appended per packet is based on HMAC-SHA1 and has a truncated length of 80 or 32 bits for RTP (always 80 bits for RTCP). 

K.2.4
Servers and content

This clause defines how to indicate at the above defined key-management shall be used in 3GPP file files [50], and gives further rules regarding handling of content and media announcements.

K.2.4.1
3GP file format extensions

A server may use the streaming-server profile of the 3GPP file format [50] to indicate that integrity protection shall be applied. If hinted content is intended to be integrity protected it shall be hinted using the SRTP hint track, as specified by clause 7.6 in [50]. To identify the above specified key management mechanism, the following definitions shall be used:

· The SRTPProcessBox identifies the algorithms applied: EncryptionAlgorithmRTP and EncryptionAlgorithmRTCP shall be equal to ENUL, IntegrityAlgorithmRTP and IntegrityAlgorithmRTCP shall be equal to SHM2. 

· The SchemeTypeBox field  "SchemeType" shall be set to "pssi" and the field "SchemeVersion" shall be set to 0x01. The field "SchemeURI" shall be null. 

· When OMA DRM v2 is used to establish the shared key the SchemeInformationBox shall contain a OMADRMPSSIntegrityKeyMgmtBox. 
The key management and protection operation needs to be configured with the information present in the PSSIntegrityKeyMgmtBox. The SRTP tag lengths to use for this media is indicated with the RTPIntegrityTagLen field. Further the integrity key k and its encrypted version is also provided. The information necessary to identify which CEK that has been used to protected k in the server to client transport is also included.

Table 1 -  OMADRMPSSIntegrityKeyMgmtBox
	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘odik’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	RTPIntegrityTagLen
	Unsigned int(32)
	The length of the Integrity tag to be used to apply for each RTP packet specified by the SRTP hint track. 
	32 or 80 

	IntegrityKey
	Unsigned int(8)[20]
	The 128 bit Integrity key (k) in the clear.
	

	ProtectedIntegrityKey
	Unsigned int(8)[32]
	The confidentiality protected key k.
	

	OMADRMContentIDURI
	Unsigned int(8)[]
	The ContentID URI that identifies the CEK that has been used to protect "ProtectedIntegrityKey". The field contains a null terminated UTF-8 string.
	

	OMADRMRightsIssueURL
	Unsigned int(8)[]
	The rights issuer URL where rights for the CEK can be obtained. The field contains a null terminated UTF-8 string.
	


K.2.4.2
Server handling

A PSS server implementing this integrity protection will need to bind a generated set of integrity nonce and SRTP key salts, to a client's request to setup the session. This binding shall be accomplished using per session specific URIs. By encoding an index in the control URIs at both media and session level, the server can bind a generated set of security parameters. When the client has received a particular SDP with its control URIs and security parameters, it will perform a RTSP SETUP using the attached control URIs, thus indicating for the server which security parameters should be used in the session. As the server will generate a new SDP with session individual parameters that require state at the server, there exist some risk for denial of service in this usage. Therefore a streaming server is only required to keep a created state for 3 minutes. To further mitigate the risk of denial of service attacks, the server may restrict the number of states being allowed to create in a given time interval, thus bounding the amount of resources required for this procedure. If a client requests to perform a RTSP SETUP using a state that has expired, the server is recommended to perform a 302 RTSP redirect response to another URI to indicate that the client shall retrieve a new SDP with a valid state. 

As specified by PSS the client can acquire a SDP for a session in multiple ways, RTSP DESCRIBE, HTTP GET, WAP, or messaging. As the integrity protection requires per session specific parameters the usage of RTSP DESCRIBE becomes a requirement to ensure that unique parameters are provided to different clients. However this does not rule out that a SDP is distributed through other means. A server shall support redirecting clients requesting to SETUP a session using a URI pointing to a generic, already in use, or expired parameter state. With generic parameter state, is such a state that is generated, only with the purpose of redirecting clients to retrieve a unique session state. 

To avoid that any set of session specific parameters are reused, more often than what will happen when the parameters are randomly selected, the following methods should be employed:

· Ensure usage of good pseudo random functions.

· Any state being or having been used shall not be allowed to be used by another client until randomly selected again.

K.2.5
Example

This clause shows an example including the key management protocol for the content integrity protection between the streaming server and the client. First is an overview in the form of a flow diagram. 
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Figure 6 - Flow diagram for Session Establishment with Integrity Protection 
1. (Optional) A user is browsing for streaming content.

2. (Optional) Upon finding interesting content the client retrieves either an RTSP URI or an SDP. If the client retrieves a SDP file, then that SDP will contain m= lines with RTP/SAVP and the integrity key management attributes. However the actual key related values will most probably not be used. See the following example:

v=0
o=- 950814089 950814089 IN IP4 144.132.134.67
s=Example of aggregate control of AMR speech and H.263 video with DRM with confidentiality and Integrity protection. 
e=foo@bar.com
c=IN IP4 0.0.0.0 
b=AS:77
t=0 0
a=range:npt=0-59.3478 
a=control:rtsp://example.com/SecuredMedia/hobbs.3gp
a=3GPP-Integrity-Key: OMADRMv2:  
m=audio 0 RTP/SAVP 97 98
b=AS:13
b=RR:350
b=RS:300
a=rtpmap:97 AMR/8000
a=fmtp:97 octet-align=1
a=rtpmap:98 RTP.ENC.AESCM128/8000
a=fmtp:98 opt=97; ContentID=" content1000221@ContentIssuer.com"; RightsIssuerURL="http://drm.rightsserver.org/1000221"; IVnonce=JDE0SYJCAAqWUwWJiBM=; SelectiveEncryption=1
a=control:rtsp://example.com/SecuredMedia/hobbs.3gp/streamID=0
a=3GPP-Adaptation-Support:2
m=video 0 RTP/SAVP 99 100
b=AS:64
b=RR:2000
b=RS:1200
a=rtpmap:99 H263-2000/90000
a=fmtp:99 profile=3;level=10 
a=rtpmap:100 RTP.ENC.AESCM128/90000
a=fmtp:100 opt=99; ContentID="content6188164@ContentIssuer.com"; RightsIssuerURL=" http://drm.rightsserver.org/6188164"; IVnonce= IwOSRWeSAUiVEiN5gVA= 
a=control:rtsp://example.com/SecuredMedia/hobbs.3gp/streamID=1
a=3GPP-Adaptation-Support:1
 
The client upon receiving this SDP can determine the need to support SRTP for this media (signalled by the SAVP profile). Also the key management scheme is evident, through the SDP attribute a=3GPP-Integrity-Key  and its method identifier. The a=3GPP-Integrity-Key not containing key and freshness token also tells the client that it needs to request a new SDP containing session specific values. 

3. The client may now know (due to the SDP) that it needs to retrieve a SDP from the streaming server. Therefore it sends an RTSP DESCRIBE request to the server including a freshness token. 

DESCRIBE rtsp://mediaserver.com/movie.test RTSP/1.0
CSeq: 1 
User-Agent: TheStreamClient/1.1b2
x-wap-profile: http://uaprof.example.com/products/TheStreamClient1.1b2
3GPP-Freshness-Token: zSARrvlkL94OcWB/yqDszw==
4. The server has received a DESCRIBE request for content that shall be integrity protected. If the server is delivering content from a 3GP file, the server determines this based on the SRTP hint-tracks present in the file, and its schemeTypeBox. If this indicates that the key management to be used is the one specified above. The server generates the i_nonce values, and derives the keys Ks and Km. The server specifies the SRTP security parameters within the SDP, adding the i_nonce values, the encrypted copy of k, and the freshness token, and integrity protects such SDP part with the derived key Ks. This results in a new SDP looking like this:

v=0
o=- 950814089 950814089 IN IP4 144.132.134.67
s=Example of aggregate control of AMR speech and H.263 video with DRM with confidentiality and Integrity protection. 
e=foo@bar.com
c=IN IP4 0.0.0.0 
b=AS:77
t=0 0
a=range:npt=0-59.3478 
a=control:rtsp://example.com/session0000012838984
a=3GPP-Integrity-Key: OMADRMv2: 1SCxWEMNe397m24SwgyRhg==," content1000221@ContentIssuer.com","http://drm.rightsserver.org/1000221" zSARrvlkL94OcWB/yqDszw==
a=3GPP-SDP-Auth:1SCxWEMNe397m24SwgyRhg== fmVZNGmrsuVmyGIEtwVaU2xFwOw=
m=audio 0 RTP/SAVP 97 98
b=AS:13
b=RR:350
b=RS:300
a=rtpmap:97 AMR/8000
a=fmtp:97 octet-align=1
a=rtpmap:98 RTP.ENC.AESCM128/8000
a=fmtp:98 opt=97; ContentID=" content1000221@ContentIssuer.com"; RightsIssuerURL=" http://drm.rightsserver.org/1000221"; IVnonce=JDE0SYJCAAqWUwWJiBM=; SelectiveEncryption=1
a=control:rtsp://example.com/session0000012838984/m1
a=3GPP-Adaptation-Support:2
a=3GPP-SRTP-Config:3NivNiiwMNgZmngs128OcA== NRknve/o/LXY97cRY7Y= auth-tag-len=32
m=video 0 RTP/SAVP 99 100
b=AS:64
b=RR:2000
b=RS:1200
a=rtpmap:99 H263-2000/90000
a=fmtp:99 profile=3;level=10 
a=rtpmap:100 RTP.ENC.AESCM128/90000
a=fmtp:100 opt=99; ContentID="content6188164@ContentIssuer.com"; RightsIssuerURL=" http://drm.rightsserver.org/6188164"; IVnonce= IwOSRWeSAUiVEiN5gVA= 
a=control:rtsp://example.com/session0000012838984/m2
a=3GPP-Adaptation-Support:1
a=3GPP-SRTP-Config:PyChokXYVigC9kDftofE7Q== 0zvrjkBK/9Yc3BJ61/Q= auth-tag-len=80
 

This SDP is then transmitted to the client. 

5. The client decrypts k, derives the keys Ks and Km, and verifies the integrity of the SDP part. The freshness token's validity needs also to be checked.  If successful, the clients populates the SRTP crypto contexts using the supplied keys and parameters. The client uses RTSP to setup both media streams in an aggregated session at server. This is done using the new control URI supplied in the SDP, which allows the server to determine which of its generated contexts shall be used for this session. 

6. The client requests to start media deliver through a RTSP PLAY request. The server responds.

7. The server delivers a stream of SRTP packets that are integrity protected (as well as pre-encrypted, in accordance to section K.1). 
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