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1 Introduction

This is a proposal to add support for Secure RTP (SRTP) streaming in hint tracks of 3GP server files [1]. The proposal is aligned with the current draft for the ISO base media file format (version 2) [2,3], which also includes other new (and aligned) additions to the 3GP file format, such as support for encryption and protection.

SRTP is an IETF defined RTP profile that provides encryption and/or integrity protection of RTP/RTCP streams. It is a framework that can be extended with new encryption and integrity algorithms, thus allowing for easy update and adaptation to new usage scenarios. Already the basic defined algorithms in SRTP allow for protection of media between servers and clients, where the server performs the operations. SRTP is just about to be published as an RFC [4]. 

The ISO base media file format defines hint tracks for streaming. Currently the only sample entries for hint tracks are for RTP streaming without protection. However, by defining a new sample entry for RTP hint tracks, that needs to be protected by SRTP, it will prevent older servers from unknowingly send RTP packets that should have been protected between server and client. The new sample entry also contains a new box giving the server necessary information on which basic SRTP operations to perform and encryption or integrity protection of RTP or RTCP. This makes it easy for the server to check whether it supports the necessary algorithms to be able to serve the RTP stream.

2 SRTP hint tracks
The idea behind defining a designated hint track sample entry for secure streaming is similar to the new sample entries defined for encryption and protection of media streams, where designated sample entries “disguise” the original sample entries. 

The proposed SRTP hint sample entry contains a Scheme type box located in the SRTP process box, in analogy to the sample entries for protected media tracks, which include a Protection scheme information box. The Scheme type box is used to indicate the key management functionality that shall be used. This allows for deployment of a key management suitable for the application and its scenario. The rest of the sample entry is identical to that of standard RTP.

3 Updates to TS 26.244
The proposed specification text is based on 26.244 V1.0.0 and is technically aligned with the ISO base media file format [3]. The changes to TS 26.244 are summarized below:

Clause 2 (References) includes a reference to SRTP.

Clause 10 (10.1 and 10.4) includes text for the support of SRTP hint tracks.

4 Proposal

We propose SA4 to approve the attached draft text.
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