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Specification text for SRTP hint track format in 3GP server files

Change bars relative to TS 26.244 V1.0.0
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10
Encryption and protection
10.1
General

A 3GP file may include encrypted media together with information on key management and requirements for decrypting and/or serving encrypted media. Tracks containing encrypted media use dedicated sample entries for encrypted media, which will be ignored by 3GP readers not capable of handling encrypted media. 3GP readers capable of detecting encrypted media are able to obtain “in the clear” the sample entries that apply to the decrypted media as well as all requirements for decrypting the media. 
3GP server files for encrypted or protected media can use hint tracks as defined in [7]. However, if a PSS server is expected to use SRTP (e.g. for integrity protection), then hint tracks for SRTP shall be used. In analogy with above, these use a dedicated sample entry, which will be ignored by servers not capable of handling SRTP.

---- <cut text>----

10.4
Support for SRTP in hint tracks

Hinted content may require the use of SRTP for streaming by using the hint track format for SRTP. SRTP hint tracks are formatted identically to RTP hint tracks, except that:

-
the sample entry name is changed from ‘rtp ‘ to ‘srtp’ to indicate to the server that SRTP is required;

-
an extra box is added to the sample entry which can be used to instruct the server in the nature of the on-the-fly encryption and integrity protection that must be applied.

Samples of an SRTP hint track follow the same syntax for constructing RTP packets as RTP hint tracks.
An SRTP Hint Sample Entry (‘srtp’) shall include an SRTP Process Box (‘prin’) that may instruct the server as to which SRTP algorithms should be applied. It is defined in Table 10.9.
Table 10.9: SRTPProcessBox 

	Field
	Type
	Details
	Value

	BoxHeader.Size
	Unsigned int(32)
	
	

	BoxHeader.Type
	Unsigned int(32)
	
	‘prin’

	BoxHeader.Version
	Unsigned int(8)
	
	0

	BoxHeader.Flags
	Bit(24)
	
	0

	EncryptionAlgorithmRTP
	Unsigned int(32)
	4cc identifying the algorithm
	

	EncryptionAlgorithmRTCP
	Unsigned int(32)
	4cc identifying the algorithm
	

	IntegrityAlgorithmRTP
	Unsigned int(32)
	4cc identifying the algorithm
	

	IntegrityAlgorithmRTCP
	Unsigned int(32)
	4cc identifying the algorithm
	

	SchemeTypeBox
	
	Box containing the protection scheme.
	

	SchemeInformationBox
	
	Box containing the scheme information.
	


The SchemeTypeBox and SchemeInformationBox have the syntax defined in Tables 10.7 and 10.8, respectively. They serve to provide the parameters required for applying SRTP. The SchemeTypeBox is used to indicate the necessary keymangement and security policy for the stream in extension to the defined algorithmic pointers provided by the SRTPProcessBox. The keymanagement functionality is also used to establish all the necessary SRTP parameters. The keymanagement functionality is also used to establish all the necessary SRTP parameters as listed in section 8.2 of [19]. The exact definition of protection schemes is out of the scope of the file format.

The algorithms for encryption and integrity protection are defined by SRTP. Table 10.10 summarizes the format identifiers defined here. An entry of four spaces ($20$20$20$20) may be used to indicate that the choice of algorithm for either encryption or integrity protection is decided by a process outside the file format.
Table 10.10: Algorithms for encryption and integrity protection
	Format
	Algorithm

	$20$20$20$20
	The choice of algorithm for either encryption or integrity protection is decided by a process outside the file format

	ACM1

	Encryption using AES in Counter Mode with 128-bit key, as defined in Section 4.1.1 of [19]

	AF81
	Encryption using AES in F8-mode with 128-bit key, as defined in Section 4.1.2 of [19]

	ENUL
	Encryption using the NULL-algorithm as defined in Section 4.1.3 of [19]

	SHM2
	Integrity protection using HMAC-SHA-1 with 160-bit key, as defined in Section 4.2.1 of [19]

	ANUL
	Integrity protection not applied to RTP (but still applied to RTCP). Note: this is valid only for IntegrityAlgorithmRTP.





3GPP


