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1 Introduction

This document provides some discussion items in advance of a formal liaison response from ISMA.  It should be emphasized that though these points have been discussed in ISMA, this is not the formal response, but some input for the discussion.

2 Background

The ISMA content protection specification protects content prior within ‘MP4 family’ files, and also specifies payload formats for protected versions of the ISMA content types.  In the ISMA specification, protection is done before packetization.  This means that the same protect/un-protect architecture can be used for both downloaded and streamed content, and that the ‘trust environment’ at the client is kept as small as possible (decryption happens immediately before decompression).

3 Problem statement

However, an issue arises with handling AMR content.  The payload format for AMR specifies that interleaving of AMR frames may be used;  and this is desirable.  We wish to be able to interleave protected content.

However, in the file it is possible (and today, normal), to store multiple AMR frames within a file format sample.  To interleave them, it is necessary to split the sample into frames.  This can be done using the frame-type indicator in un-protected content.  However, this is impossible once the content has been protected.

Multiple frames/sample is done to reduce the overhead of the sample size table for AMR content.  The original sample size table recorded a 32-bit size for each sample, and this is excessive for AMR where frames are less than 64 bytes long.  By putting multiple frames/sample, the cost of this 32 bit value is amortized over N frames.

4 Solutions

There are three possible solutions to this problem.

a) Give up on being able to interleave protected content.  Indeed, the RTP packets would have to contain a multiple of the frames/sample value in the files.  I think this is unacceptable;  we would be giving up error-tolerance on precisely the higher-value content (but perhaps we shouldn’t have errors in the delivery of valued content).

b) Support both encryption of content (media tracks) and encryption of RTP packets.  I think this is unacceptable;  it means that protected content could not be streamed without being de-protected, packetized, and re-protected.  And it also means that both code paths must be supported in clients.

c) Use only one frame/sample in content which might be protected.  There is a new file format table, the compact sample size table, which can address the overhead issue.  Of course, it is not backward compatible – but nor is content protection.

My recommendation is (c).  We should require one frame/sample in content that is protected, or might be protected, and permit and recommend the compact sample size table in content which has one frame/sample.  Content using this table would be release 6 only, but then so is DRM.

We can then adopt the ISMA structures for protecting content, and their RTP payload formats for protected MPEG-4 video and AAC.  We would need to develop protected variants of the payload formats for other content types (H.263, AMR).  Such a move gives us protection of both downloaded and streamed content within a single framework, and interoperability of specification with ISMA (and therefore obviating the need for us to develop our own framework).
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