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Introduction and background

It is a fact of life that a lot of 3G networks will be deployed using IPV4, which in turn implies that operators deploy NATs (Network Address Translator) in order to map the millions of phone IP addresses (private addresses behind the NAT) to as few as possible routable IP addresses.

It is another fact of life than most SOHO (Small Office and Home Office) as well as Home Internet Gateways networks consist in deploying a small private network behind a NAT with a single public IP address (assigned by the service provider).

It is another well know fact that NATs simply kill RTP as defined in [1] because the address the server uses to send the RTP data is indicated in RTSP by the client and a client behind a NAT will use its private IP address that the server cannot route.

For these reasons the streaming industry at large, and the 3G network streaming industry in particular (i.e. 3GPP PSS [1]) must find a way to cope with NATs. 

STUN

Fortunately the IETF has addressed this issue; specifically there is an Internet Draft [2] (expected to become a RFC very soon since it is in the RFC Editor queue) documenting a simple and elegant protocol called STUN for Simple Traversal of UDP through NATs that has been designed for the purpose of solving this issue.

The attention of this working group is attracted on the fact that the only alternative solution would be to mandate the deployment of Application Level Gateway (ALG) software on top of the NAT devices. Although this solution may work for 3G network operators it does not solve the problem in the general case, which is that there can be several NATs en route between the streaming server and the client. STUN however solves this issue i.e; STUN works whatever the number of NATs are traversed.

In short STUN consists in sending a UDP packet from client to server allowing the server to discover the apparent IP address and port number of that client. Then the server replies with a UDP packet toward this destination and that UDP packet transports this destination address. This way the client can effectively “discover” with the help of the STUN server what is the RTP destination it must indicate to the RTSP server.

Distributed Denial of Service Attack

RTSP is inherently sensitive to DDOS attacks as follows:

A Bad Guy may use one or more streaming servers to send very large amount of data toward the target of an Attack (and therefore create dramatic network pathologies for this target). Indeed in RTSP the client designates to the server the RTP transport configuration (IP address and UDP port number).

For that reason it is a strongly recommended practice for RTSP implementations to check if the IP address of the destination RTP flow is the same as the address of the RTSP client and to deny service if this is not the case.

There are good indications that actually this should be an absolute rule (see [3]).

Unfortunately this would mean in turn that some type of NATs (specifically symmetric NATs) cannot be traversed even with STUN or some other similar trick because these NATs may dynamically allocate a different (apparent) IP address for the RTSP and RTP traffic.

Proposal

The proposal is:

· To document that the support of STUN in both PSS server and client is at least highly recommended in order to enable NAT traversal. One possibility is to co-locate the STUN and RTP servers.

· To document that PSS servers must deny service if the IP address for RTP is different than the one for RTSP.

· To document for the attention of operators deploying NATs that such NAT must be implemented in such a way that it does not behave as a symmetric NAT for any given RTSP session i.e. that the NAT must allocate a UDP port  for the RTP traffic at the same (apparent) IP address it allocated for the RTSP traffic emanating from a given client.
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