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1. Introduction and background

This document outlines a proposal for a restricted DRM solution for PSS Rel5. It consists of a set of usage rules and their encoding, methods to signal those usage rules using SDP or SMIL, and optional methods to signal back the usage rules from the client to the server using RTSP or HTTP. The rules signalled back could be used to verify that the client has received and understood the rules and can thus be used to exclude clients that do not understand, and thus ignore, the rules. This proposal covers only signalling of DRM usage rules. It does not specify further means to enforce them, but it is required that 3GPP Rel5 compliant players comply with the signalled rules.

2. DRM for PSS Rel5

2.1. Usage rules and usage rule encoding

We propose a basic pre-defined set of usage rules which is extensible with more pre-defined rules. The rules are conveyed in encoded textual form.

The pre-defined set of rules and their encoding are listed in the table below.

encoding (2-digit hex in textual representation)
description of rule


persistent storage of media element on device
transfer of media element
playback of transferred media element on device that is has been transferred to

‘00’
Prohibited
prohibited
prohibited

‘01’
Allowed
prohibited
prohibited

‘02’
Allowed
allowed (media element must be erased on originating device after transfer; receiving device may not further transfer the media element)
only on receiving device

‘03’
Allowed
allowed (media element must be erased on originating device after transfer; receiving device may not further transfer the media element)
only on receiving device and only if it has content protection capabilities

‘04’
Allowed
allowed (without restrictions; media element does not have to be erased on originating device and may be further transfered)
any terminal

(‘05’-‘FE’)
(not defined yet)

‘FF’
extension mechanism (to be used when the name space ‘00’-‘FE’ is exhausted)

For examples how to convey the rules, including the extension mechanism, see below.

If usage rules are signalled, the client MUST follow them and MUST NOT modify them. 

If no rules for a media element are signalled, the default rule ‘04’ is assumed (storage and transfer allowed without restrictions).

2.2. Usage rule signaling from server to client

According to 26.234 there are different possibilities to set up and start a streaming session. There is no singe control protocol that is involved in all possible ways to set up a session. However, one of the two protocols SDP or SMIL is always involved (SDP is always involved for continuous media; SMIL is used for series of static media, like synchronised images plus text). Thus, it is proposed to signal the usage rules for each media element using either SDP or SMIL. It is left to the application to avoid ambiguities if both protocols are used in a session.

2.2.1. Signalling of usage rules using SMIL 

The systemComponent test attribute of the BasicContentControl module is used to convey 3GPP DRM rules to the client. A separate rule can be conveyed for each media element. The SMIL player must implement the required components, i.e., DRM capabilities, and understand the systemComponent attributes, otherwise the systemComponent test evaluates to false and the media element must be skipped.

If the rule for a media element is ’04’ (unprotected), the rule MUST NOT be signalled for backwards compatibility reasons.

The following gives an example how to use it (the signalling of DRM information has been highlighted for clarification):
<?xml version="1.0" ?>

<smil xmlns="http://www.w3.org/2001/SMIL20/Language">    

   <head>

      <layout>

        <region id=”region1” top=”10” />

      </layout>

   </head>

   <body>

      <seq>

          <image id=”image1” region=”region1” 

                      systemComponent=”http://www.3gpp.org/SMIL/X-3GPP-DRMrules#00”

                      src=”http://www.abc.de/pic1.gif” />

          <image id=”image2” region=”region1” 

                      systemComponent=”http://www.3gpp.org/SMIL/X-3GPP-DRMrules#03”

                      src=”http://www.abc.de/pic2.gif” />

      </seq>

   </body>

 </smil>

2.2.2. Signalling of usage rules using SDP

In SDP, all continuous media elements must be described. The usage rules for a media element are conveyed using an extension header “X-3GPP-DRMrules”.

The following gives an example (the signalling of DRM information has been highlighted for clarification):
DESCRIBE rtsp://mediaserver.com/movie.test RTSP/1.0
CSeq: 1 


RTSP/1.0 200 OK
CSeq: 1
Content-Type: application/sdp
Content-Length: 203

v=0
o=- 950814089 950814089 IN IP4 144.132.134.67
s=Example of aggregate control of AMR speech and H.263 video
c=IN IP4 192.168.30.29
a=range:npt=0-59.3478 
a=control:*

b=AS:77
t=0 0
m=audio 0 RTP/AVP 97
a=rtpmap:97 AMR/8000
a=fmtp:97 mode-set=0,2,5,7; maxframes=1
a=control: streamID=0
a=X-3GPP-DRMrules: 00

b=AS:13
m=video 0 RTP/AVP 98
a=rtpmap:98 H263-2000/90000
a=fmtp:98 profile=3;level=10 
a=control: streamID=1
a=X-3GPP-DRMrules: 03

b=AS:64

The extension mechanism for pre-defined rules is used like:

m=audio 0 RTP/AVP 97
a=X-3GPP-DRMrules: FF07 

where it is assumed in the example that the rule ‘FF07’ is defined. If the additional 255 rules possible with the extension mechanism (in the code space ‘FF00’ to ‘FFFE’) are exhausted, 255 more can be defined in the code space ‘FFFF00’-‘FFFFFE’ etc.. The  mechanism could also be extended to convey textual rule descriptions using a rule description language, should the need arise for future versions of the standard.

2.3. Usage rule signalling from client to server

The signalling of usage rules back from the client to the server in HTTP or RTSP requests is optional. The rationale is to give the server a possibility to verify that the client has received the usage rules and understands them. It is left to the session set-up to negotiate whether this optional mechanism is used or not. The idea is that the server sends usage rules in the SMIL or SDP descriptions, as outlined before, and expects the same rules to be sent back with every HTTP or RTSP request as a confirmation. Only if the client signals the same usage rules back to the server that the server has previously signaled to the client the server serves the requested media elements.

2.3.1. Uplink signalling of usage rules using HTTP

The usage rules are optionally signalled back to the server for verification purposes as a 3GPP proprietary HTTP header ‘X-3GPP-DRMrules’.

An example is shown below:

GET /images/harry.gif/ HTTP/1.1

Host: www.example.com
X-3GPP-DRMrules: "03"

2.3.2. Uplink signalling of usage rules using RTSP

The usage rules are optionally signalled back to the server for verification purposes as a 3GPP proprietary RTSP header ‘X-3GPP-DRMrules’ in the SETUP and PLAY messages. An example is shown below:

SETUP rtsp://mediaserver.com/movie.test/streamID=1 RTSP/1.0
CSeq: 3
Transport: RTP/AVP/UDP;unicast;client_port=3458-3459
Session: dfhyrio90llk
X-3GPP-DRMrules: 03

RTSP/1.0 200 OK
CSeq: 3
Transport: RTP/AVP/UDP;unicast;client_port=3458-3459; server_port=5680-5681
Session: dfhyrio90llk


PLAY rtsp://mediaserver.com/movie.test RTSP/1.0
CSeq: 4
Session: dfhyrio90llk
X-3GPP-DRMrules: 03
RTSP/1.0 200 OK
CSeq: 4
Session: dfhyrio90llk
Range: npt=0-
RTP-Info: url= rtsp://mediaserver.com/movie.test/streamID=0; seq=9900093;rtptime=4470048, url= rtsp://mediaserver.com/movie.test/streamID=1; seq=1004096;rtptime=1070549

3. Compatibility with PSS Rel4

The proposed mechanisms are compatible to PSS Release 4:

· Rel4 content can be played on Rel4 and Rel5 clients.

· Unprotected Rel5 content (no rules or rule ‘04’=unprotected) can be played on Rel4 and Rel5 clients

· Protected Rel5 content (any rule except rule ‘04’=unprotected) governed by SMIL can only be played on Rel5 clients

· Protected Rel5 content governed by SDP can be played on Rel4 or Rel5 players, if the optional feedback mechanism of section 2.3 is not used

· Protected Rel5 content governed by SDP can only be played on Rel5 players, if the optional feedback mechanism of section 2.3 is used and supported by the server

4. Possible Future Extensions

This proposal covers only the signalling of DRM information between 3GPP PSS servers and clients. The proposed methods can be extended to a full DRM solution lateron, should the need arise. For a full DRM solution, the following components would have to be added (the list is not necessarily complete)

· authentication and key exchange between client and server

· end-to-end encryption of media elements

· signalling of more usage rules and possibly generic rule descriptors (the present proposal could be extended in that way)

· end-to-end encryption of usage rules and secure association of usage rules to media elements

· watermarking

For the moment, such a solution is out of scope for PSS. 
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