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	Note to the rapporteur: All text is NEW. Therefore, for easier reading, track-changes are not present.


5.4.4.X
Solution #4.X: UE-assisted false base station detection

5.4.4.X.1

Introduction  

This solution relates to the key issue #4.1, i.e. "AS security during RRC idle mode". 
The issue of an UE selecting a false base station to camp on, during IDLE mode, could be addressed in following two ways:

· Type 1: Prevent the UE from camping on a false base station in the first place.

· Type 2: Let the UE camp on a false base station. But, detect that the UE camped on a false base station when the UE connects back to the genuine network.

This solution is of Type 2. Questions like whether the Type 1 solutions (currently proposed for #4.1), are feasible or not and whether the proposed Type 2 solution is sufficient or not are discussed in the evaluation clause.
Editor’s Note: This solution does not prevent UE from camping on a fake cell.
5.4.4.X.2

Solution details  
This solution builds upon the existing measurement report mechanisms described in the TS 36.331. 
When the UE is in RRC_CONNECTED mode, the gNB sends configuration information to the UE in a protected RRC message, asking the UE to perform and log measurements when the UE is later in RRC IDLE mode. The existing "Logged Measurement Configuration" procedure may be used for doing so. It is left up to the implementations to decide for which UEs or in which tracking areas (TAs) the measurements are activated. For example, during some important social event, the network may choose to activate the measurements only for vulnerable subscriber's UEs and in the areas close to the event location.
When in RRC_IDLE mode, the UE builds the measurement reports according to the configuration information that was sent by the gNB. The existing "MeasResults" message may be used for the same purpose This already allows to obtain various information relevant for false base station detection, e.g. identifier and received-signal strength information of the cell that the UE camped on, and detailed location information of the UE. In addition to the existing information, it is proposed that the following new information (belonging to the cell that the UE camped on) is included in the report:

· mib_info = hash of the MIB; and

· sib_info = list of {SIB number, hash of the SIB}.

When the UE transitions later to RRC_CONNECTED mode, the UE sends the measurement reports in a protected message to the gNB. A transition to the RRC_CONNECTED mode means that a successful security activation has taken place and the UE is connected to a genuine gNB. The existing "Measurement Reporting" procedure may be used for doing so.
The gNB, possibly with assistance from the core network or neighbouring gNBs, detects the false base station by determining if the hashes of the MIB and the SIBs are correct; the reported received-signal strength of the cell matches the reported location of the UE; or the UE did not respond to the Paging message even when the UE was successfully camping. 

Editor’s Note: Privacy aspects related to measurement and location reports are FFS.
Upon detection of the false base station, the operator can take further actions, e.g. informing legal authorities; or contacting the victim subscriber. 
It is proposed to leave it open to the implementations to use other techniques on using the measurement reports and on taking actions, than mentioned above. 

5.4.4.X_1.3

Evaluation 

Two types of solutions, Type 1 and Type 2 were mentioned in the introduction clause.

The Type 1 solutions that have been proposed so far for key issue #4.1 seem to be unfeasible or impractical to achieve without having considerable impact on the existing system.

-
One proposal (solution #4.3) to achieve the Type 1 solution is that the network signs its broadcast messages, i.e. MIB and SIB. In order to mitigate the replay attack, the timestamp is used as one of the parameters to generate the signature and that timestamp needs to be transmitted along with the message. Further, to prevent the size of message from growing large, only some LSBs of the timestamp value are transmitted with the message, thereby allowing the network and the UE to be off-time within some limit, usually in the order of seconds. However, the MIB/SIB are transmitted more frequently than a second. For example, in LTE, the MIB is broadcasted every 40ms (repeated every 10 ms) and the SIB1 is broadcasted every 80 ms (repeated every 20 ms). Therefore, signing the broadcast message and including some LSBs of timestamp does not seem to be preventing the replay attack, meaning that the false base station attack is still possible.
NOTE: The above mentioned replay attack may not be applicable, when the digital signature is provided over the Other System Information.
-
Another proposal (first part of solution #4.4) is that the UE detects the uplink traffic towards the base station before camping on that base station. That approach has a serious security flaw because the UE is not able to detect genuine uplink traffic and hence the false base station can still trick the UE by generating fake UL signals. Further, that approach requires the UE to have an uplink (UL) receiver.
-
Yet another proposal (second part of solution #4.4) is that the UE verifies the authenticity of the gNB by sending a new "System Query" message. Doing so defeats the purpose of the IDLE mode since it requires some level of activity form the UE. 
The Type 2 solution that is proposed seems to be simple and sufficient.

-
The proposal of Type 2 solution that uses already existing measurement reporting mechanisms [TS 36.331] has only a minimal impact on the system. The necessity of having minimal impact is stated as an Editor's Note in the requirements sections of the key issue #4.1.
-
Detecting the false base station seems to be a sufficiently good enhancement, which can help the legal authorities to track and actually locate the attackers.

-
The network is able to activate the measurement reporting on selected UEs or in selected areas, which means efficiency in signalling and computation.

-
Allowing the network to collect the information and to use the information in implementation specific way, enables the network to adapt quickly to the evolving attack methods. 
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