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Abstract of the contribution: Key issue on transmitting temporary identifiers.

Discussion 
Key issue #7.5 and #7.6 refer to permanent identifiers. It is for discussion whether it is really only the permanent identifiers, for which the interfaces shall be secured and which shall be transferred on a need by need base. It is suggested to rewrite the 2 key issues such that they do not only apply to permanent identifiers but also to temporary identifiers.
Revision:  Requirement moved to key isse #7.4 which also addresses temporary identifiers
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[bookmark: _Toc457918283][bookmark: _Toc457919351][bookmark: _Toc467573340][bookmark: _Toc467858146]5.7.3.4	Key issue #7.4: Using effective temporary or short-term subscription identifiers
[bookmark: _Toc457918284][bookmark: _Toc457919352][bookmark: _Toc467573341][bookmark: _Toc467858147]5.7.3.4.1	Key issue details
In a 3GPP system, many types of temporary or short-term subscription identifiers are used during a communication process (e.g. in case of current LTE system: GUTI, TMSI, C-RNTI, and IP address). The use of temporary identifiers, instead of permanent identifiers, makes it more difficult for an attacker to identify or track the subscriber, thereby enhancing subscription privacy. 
However, if the temporary identifiers are poorly generated, it becomes easier for an attacker to identify the subscription. Let’s take some unrealistically naive example, just for making the point clear. If a TMSI is generated by appending a counter to an IMSI, then an attacker can easily figure out the IMSI. If a TMSI or a CRNTI is generated using a sequential counter, an attacker can know how many subscribers are attached to a network or if any new subscriber entered an area.
Nevertheless, when performing a handover or attach, these temporary identifiers still may allow to correlate them. Thus, it may be possible to gain knowledge about a user by correlation of temporary identifiers while observing or attacking the air interface. On the other hand, it needs to be seen, if it is feasible to address this part of the key issue at all without risking that the mobile network operations would fail. 
Therefore, in order to preserve the subscription privacy, it is important in the Next Generation system to mitigate the chance of poor implementations for generating temporary subscription identifiers. 
[bookmark: _Toc457918285][bookmark: _Toc457919353][bookmark: _Toc467573342][bookmark: _Toc467858148]5.7.3.4.2	Security and privacy threats 
NOTE: 	Similar threats as in clause 5.7.3.1.2.
[bookmark: _Toc457918286][bookmark: _Toc457919354][bookmark: _Toc467573343][bookmark: _Toc467858149]5.7.3.4.3	Potential security requirements
-	From one or more temporary identifiers, it shall not be feasible for an unauthorized party to identify the corresponding permanent identifier.
-	From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription).
-	Radio access network traffic, which carries temporary subscription and equipment identifiers, shall be protected from eavesdropping, if there is privacy issue and if it feasible to do so.
-	Temporary subscriber identifiers shall not be transmitted in clear-text, if there is privacy issue and whenever feasible.
-	Temporary subscription identifier should not be available to the network entities if not necessary for services and network operations.
