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Abstract of the contribution: This contribution provides a clarification for the term 4G USIM that is used in solution#2.12. This clarification addresses the the following EN: “Editor’s Note: A clarification of 4G USIM and whether Release 99 USIM can be used is FFS.”
1. Introduction
Since the intention of 5G development is to interwork with 4G or EPS system, section 5.2.4.12.3 in TR33.899 used the term 4G USIM in order to show how a USIM that support LTE or EPS can be used with Mutual Authentication and Security Agreement, solution#2.12 as per clause 5.2.4.12.

However, from a technical prospective and in order to use a proper terminology, 4G USIM meant to represent a Rel-99 or later USIM. Any Rel-99 or later USIM can be supported with a UE that support the 5G air interface or the NG air interface as described in clause 5.2.4.12.3.

2. Proposed Changes
***************Start of Change 1****************
…………

5.2.4.12.3
MASA support Rel-99 or later USIM 
The following subsections describe how MASA supports the use of existing Rel-99 or later USIM. This section describes the delta from the overall solution as described in Clause 5.2.4.12.2.


5.2.4.12.3.1
 Initial Authentication Request (IAR)

When a Rel-99 or later USIM is being used in the UE, and the UE supports 5G access and MASA, the UE will initiate this process only after receiving an Identity Request from the serving network. Since the UE has a Rel-99 or later USIM, the UE construct the Initial Authentication Request message as follows:

· In this case the IAR message contain only one single block that is being encrypted by the home network public key.

· This single block carries the following information:

· IMSI

· RAND2

· COUNTER

· UE SECURITY CAPABILITIES

· Etc.
· Outside the block that is encrypted using the home network public key, the UE includes the Home Network ID (HID) and a flag to indicate that this IAR message is generated for Rel-99 or later USIM.
5.2.4.12.3.2 Initial Authentication Response (IAS)

· Initial Authentication Response is sent from the serving network SEAF to the NG-UE in resonse to Initial Authentication Request.
· In addition to the existing EPS_AKA security material the SEAF currently receives from HSS, SEAF also receives the security keys to integrity protect and encrypt the IAS, KIASenc + KIASint.

· SEAF includes the security parameters that SEAF agrees with to use with UE based on the UE security capabilities that was received from the AUSF/ARPF. SEAF encrypts the information in the inner block using KIASenc.

· In addition, the SEAF adds the serving network ID (optional SNID), the serving network public key (SNPK), the RAND & AUTN of the respective AV, and the RAND2 and then integrity protect the whole IAS message using KIASint and includes the MAC.

· NG-UE Check the RAND2 as the same number that was included in the respective outstanding IAR.

· NG-UE uses RAND and AUTN to access the USIM and generate RES, KASME & KIASenc + KIASint based on RAND2 and the subscriber ‘K’.

· NG-UE calculates the MAC for the IAS and compare with the MAC included in the IAS. If validation passes, then the NG-UE decrypts the inner block of the IAS using KIASenc to recover the rest of the material.

· NG-UE can use AV material received AUTN and RAND to validate the newtwork authenticity.

· NG-UE validates the security parameter agreed upon and selected by the access network.

· NG-UE recovers the SNID (if included) and SNPK and save them to be used to validate error messages received from the serving network.

· When everything is successful, NG-UE sends Security and Authentication Complete message while integrity protected and encrypted using NASenc and NASint keys based on the communicated AV material and the RES for the access network to authenticate the UE.
5.2.4.12.3.3
AUSF/ARPF Functionality

5.2.4.12.3.3.1
Handling of Authentication and Data Request

· When AUSF/ARPF receives the Authentication and Data Request from the SEAF, AUSF/ARPF retrieves the IAR message. AUSF/ARPF validates that this IAR is for the support of Rel-99 or later USIM.

· ASUF/ARPF uses the HID to retrieve the home network private key (this could be done by the authentication center). 

· AUSF/ARPF uses the Home Network private key to decrypt the IAR and recover the user IMSI, RAND2, COUNTER

· AUSF/ARPF access the subscriber record associated with the recovered IMSI and retrieve the ‘K’ key and other subscriber information.

· AUSF/ARPF validates freshness of the IAR message using COUNTER. 

· If IAR freshness validation passes, AUSF/ARPF Recovers RAND2 to be used to derive KIASenc + KIASint keys which will be used to secure Initial Authentication Response. AUSF/ARPF recovers UE security capabilities to be included in the respective Authentication and Data Response message.

5.2.4.12.3.3.2
Handling of Authentication and Data Response

· AUSF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 

Handling of Authentication and Data Response

· HSS includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
………….
***************End of Change 1****************
3. Conclusion
SA3 is kindly requested to accept the changes as per section 2 above into TR33.899.
NOTE: after offline discussion between concerned parties, it was agreed to note this document in this meeting to allow more time for issue investigation.
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