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Abstract of the contribution:
This contribution adds security procedure to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
1. Introduction
This contribution adds security procedure to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
2. Proposal
It is proposed to introduce the following changes to the clause “5.8.4.7 Solution #8.7: Security architecture for network slice” of TR 33.899.
* * * Start of changes * * * *

5.8.4.7
Solution #8.7: Security architecture for network slice
5.8.4.7.1
Introduction
This solution addresses Key Issue #8.3: Security on UEs’ access to slices. It assumes that UE is authenticated and authorized by the MNO and the slice may perform slice authentication and/or authorization in a network slice instance. In this case a corresponding security function shall be designed for this purpose.
Editor’s note: The assumption that every slice contains an instance of the SEAF should be checked against the latest agreements on the SA2 architecture.

5.8.4.7.2
Solution details
5.8.4.7.2.1
Architecture   

This solution describes a high level security architecture that supports network slicing. The relationship between the network functions and the UE functions for the security architecture for network slicing is described in figure 5.8.4.7.2.1-1.
Editor’s note: The security architecture for network slicing should be checked against the latest agreements on the SA2 architecture.
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Figure 5.8.4.7.2.1-1: Security architecture for network slicing
Besides the functions defined in clause 5.2.1.2, the new defined or redefined functions are described as follows:
Security Anchor Function (SEAF)

Besides the functions defined in clause 5.2.1.2, the SEAF also interacts with the Security Anchor Function’ (SEAF’) residing in a slice instance for providing slice security root key. The slice security root key is used to derive the keys for the user plane protection in a network slice instance.
Security Anchor Function’ (SEAF’)

An authentication function resides in a network slice instance in the core network. The SEAF’ is responsible for deriving user plane protection keys based on the slice security root key provided by the SEAF. In case of need, the SEAF’ is also responsible for performing slice authentication and authorization to the UE in a network slice instance.
A generic security procedure of network slicing is described as follows:
1. UE and SEAF perform mutual authentication. A successful authentication results in an authentication session root key.
2. Based on the authentication session root key, the keys for NAS security, CP-AN signalling protection and network slice security are derived.
3. The NAS security key and CP-AN signalling protection key are passed to the corresponding CCNFs (Common Control Network Functions), and the network slice security root key is passed to the SEAF’ in the network slice instance that is assigned to the UE.
4. Based on the slice security policy obtained from the Policy Control Function (PCF), the SEAF’ may perform slice authentication and/or authorization procedure with the UE.
5. The SEAF’ and UE derive user plane protection keys for CN and AN security.
5.8.4.7.2.2
Key Hierarchy
A key hierarchy for the NextGen system is shown in Figure 5.8.4.x.2.2-1. They are described as follows:
-
K: The subscription credential that is held in the UE and ARPF.
-
KSEAF: The anchor key for the authentication session from which subsequent keys, i.e. KNAS, KANCP and KNS, are derived. 

-
KNAS: The control plane key that is used to derive NAS integrity and encryption protection keys, i.e. KNASint and KNASenc.

-
KANCP: The AN signalling protection key that is used to derive AN signalling integrity and encryption protection keys, i.e. KRRCint and KRRCenc.
-
KNS: The slice security root key that is used to derive user plane protection keys for CN and AN in a slice instance, i.e. KCNUP and KANUP.
-
KCNUP: The user plane protection key that is used to derive user plane integrity and encryption protection keys for CN security in a slice instance, i.e. KCN-UPint and KCN-UPenc.
-
KANUP: The user plane protection key that is used to derive user plane integrity and encryption protection keys for AN security in a slice instance, i.e. KRRC-UPint and KRRC-UPenc.
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Figure 5.8.4.7.2.2-1: Key hierarchy of the NextGen system

5.8.4.7.2.3
Procedure
A general slice security procedure that includes a slice authentication is shown in figure 5.8.4.7.2.3-1.
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Figure 5.8.4.7.2.3-1: General slice security procedure
1. The UE sends an attach request to the network. The attach request is routed to the AMF based on a certain network function selection rule (e.g. AMF selection at AN). The AMF triggers the authentication procedure.
2. The UE and AUSF/ARPF perform mutual authentication. The exact details of the flows here depend on the authentication method being used.
3. Successful authentication will result in a session master key (i.e. Kseaf) at UE and AUSF. The AUSF provides the session master key to the SEAF.
4. The SEAF derives the control plane master keys (i.e. Knas, Kancp) and the slice security master key (i.e. Kns), and then provides these keys to the AMF.
5. The UE and AMF derive NAS signalling protection keys (i.e. KNASenc and KNASint) using Knas and derive AN signalling protection keys (i.e. KRRCenc and KRRCint) using Kancp respectively. These keys are then be used for establishing CP security.
6. The AMF sends session establishment message including the Kns to the SMF in the slice selected for the UE.
7. The SMF sends control policy request to the Policy Control Function (PCF) with the identity information of UE and slice.
8. The PCF retrieves the control policy applicable to the UE and then returns it to the SMF.
9. The SMF sends authentication request to the SEAF' if the slice authentication is requested by the control policy,.
10. The UE and AUSF/ARPF or UE and AAA Server perform mutual authentication via SEAF'. The exact details of the flows here depend on the authentication method being used.
11. The UE and SMF derive UP protection master keys (i.e. Kanup and Kcnup) using Kns, and then derive UP-AN protection keys (i.e. KRRC-UPenc and KRRC-UPint) and UP protection keys (i.e. KCN-UPenc and KCN-UPint). These keys are then be used for establishing UP security.
* * * End of Changes * * * 
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