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1
Decision/action requested

1. To include the proposed pCR in TS 33.880 [1].
2. To reply to CT1 LS based on the rationale provided in clause 3 of this document and discussions on the proposed solution
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3
Rationale

This pCR merges the solutions defined in S3-170101 and S3-170304.

Based on the LSs from CT1 to SA3 (S3-17086 and S3-170009), the following are observations and proposals to achieve confidentialty and integrity protection of MCData SDS communications over the signalling and media planes:

Observation 1: CT1 provided an LS to SA3 indicating their preferences for encoding SDS over both signalling plane and media plane (TLV or XML).
Observation 2: E2E security for the SDS payload over the signalling and media planes is needed.   

Observation 3: Unified E2E security solution for SDS over signalling plane or media plane is preferred.
Observation 4: MCData application routing addresses (MCData IDs and MCData group Ids) require protection between the MCData client and the MCData service server, and between MC servers.  These addresses must be recoverable by each endpoint (MCData client or MCData server).
Observation 5: CT1 has not yet selected an MCData SDS media plane protocol and is requesting input from SA3.

4
Detailed proposal

************************ Start of change 1 *********************************
7.5.x
Solution #4.y: MCData SDS protection .
7.5.x.1
Overview

The MCData service consists of SDS, file download, IP connectivity and data streaming.  This solution addresses the MCData SDS data service only. MCData SDS allows transmission of short data messages over both, signalling control plane and media control plane.
The solution addresses all the procedures defined in 23.282:

· One-to-one standalone SDS using signaling control plane on-network

· One-to-one standalone SDS using signaling control plane off-network

· One-to-one standalone SDS using media plane on-network

· One-to-one SDS session on-network

· Group standalone SDS using signaling control plane on-network

· Group standalone SDS using signaling control plane off-network

· Group standalone SDS using media plane on-network

· Group SDS session on-network
As the MCData server will need to have sight of the content of MC Service and MCData signalling parameters within the SDS, these elements are protected using the signaling protection mechanisms already defined in clause 6 and clause 9 of 33.179 [3].
The MCData user payload is end-to-end confidentiality and integrity protected according to the parameters contained in an end to end security context provided alongside the SDS. This end-to-end security context can be either a new key or a key identifier indicating wich key has been used to protect the SDS.
7.5.x.2
Motivating security requirements

Related stage 1 MCData security requirements are as follows:

[R-5.12-001] The MCX Service shall provide a means to support the confidentiality and integrity of all user traffic and signalling at the application layer. 

[R-5.12-008] Subject to regulatory constraints, the MCX Service shall provide a means to support confidentiality, message integrity, and source authentication for some information exchanges (e.g., MCX Service User Profile management, kill commands) that have the potential to disrupt the operation of the target MCX UE. 

[R-5.12-009] The MCX Service shall provide a means to support end-to-end security for all media traffic transmitted between MCX UEs. 

[R-5.12-010] End-to-end security shall be supported both within and without network coverage and regardless of whether the traffic is transmitted directly or via the network infrastructure.
Derived stage 2 MCData security requirements are as follows:

[MCSEC-4.1-1]
The Mission Critical Service shall provide a means to support end-to-end confidentiality and integrity protection for messaging transmitted between MCX UEs in both media and signalling streams. 

[MCSEC-4.1-2]
The Mission Critical Service shall provide a means to authenticate messages in both media and signalling streams.
Additional MCData security requirements may be found in clause 5.3.1.3.
7.5.x.3
Solution description
7.5.x.3.1
Key management for one-to-one SDS protection
A private symmetric key PDK (Private Data Key) is used for end to end protection of one-to-one SDS messages.
The PDK and PDK-ID is distributed within the SDS message and is encapsulated in a MIKEY-SAKKE message encypted to the receiving user identity. It is signed using the source identity’s private signing key and the signature is verified at the destination with the source identity.
Once the PDK is established between the source and destination, SDS exchanges between this same source and destination may continue to use the same PDK for subsequent MCData communications by simply providing the PDK-ID in every SDS message.  Alternatively, a new PDK may be generated and distributed to the destination in every SDS message.
Generation and encapsulation of the PDK is as defined in clause 7.4 of 33.179 [3], similar to the PCK.

7.5.x.3.2
Key management for group SDS protection

A group symmetric key GDK (Group Data Key) associated with the group is used for end to end protection of group SDS messages.

GDK is distributed in advance by the GMS thanks to the group key distribution as described in clause 5.2.6 of 33.179 [3].
The identifier of the group key (GDK-ID) is provided in every SDS message sent to the group.
7.5.x.3.2
SDS protection (group and one-to-one SDS)
The same SDS protection mechanism applies to all the SDS procedures defined in 23.282 (session or standalone mode, group or one-to-one SDS, on-network or off-network)

The following information is protected in a SDS message:
· A payload containing MC Service signalling parameters: generic mission critical services signalling elements e.g. MCData Group ID, MCData ID. This payload is confidentiality protected between the MCData Client and the MCData server with signalling plane security mechanisms defined in in clause 6 and clause 9 of 33.179 [3].

· A payload containing MCData signalling parameters: information elements necessary for identification and management of the MCData SDS messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition requests, date and time, etc... This payload is confidentiality protected between the MCData Client and the MCData server with signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 9 of 33.179 [3].
NOTE: 
As in TS 33.179 [3], the use of signalling protection is optional and is used based on the security of the transport layer provided and the trust in the SIP Core and HTTP Proxy.
· A payload containing the End to end security parameters (i.e. information specifying the cryptographic elements used to protect the MCData payload).  This payload can be used to either distribute a new PDK or to provide the key id of the PDK or GCK used for SDS protection. It can contain either:
· a MIKEY-SAKKE message containing a PDK which defines a new individual security context. This is used only in the one-to-one SDS case. This message is end to end confidentiality and integrity protected using the methods defined in clause 7.4 of 33.179 [3], or
· The necessary security parameters used for MCData payload protection when the protection key (PDK or GDK) has been previously provided. For example, if MCData is encrypted with XmlEnc, those parameters are the encryption method and the key identifier of the key used to protect the MCData payload (GDK-ID for group SDS or PDK-ID for one-to-one SDS). This payload is confidentiality protected between the MCData Client and the MCData server with signalling plane security mechanisms (i.e. CSK and SPK) as defined in clause 6 and clause 9 of 33.179 [3].
· The MCData payload: the actual user SDS payload for MCData user or application consumption. This payload is end to end confidentiality and integrity protected with the AES-128-GCM algorithm, using either the GDK for group SDS or the PDK for one-to-one SDS. For example, using XmlEnc as defined in clause 9.3.4 of 33.179 [3].
Editor’s note: it is assumed that the protection mechanism for SDS is XmlEnc but it is subject to modification according to CT1 decision.
The whole content of the SDS message (security context, MC Service signalling parameters, MC Data signalling parameters and MCData payload) is integrity protected between the MCData Client and the MCData server with the signalling plane security mechanisms defined in clause 6 and clause 9 of 33.179 [3].
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The scheme shown in Figure 7.5.x.3.2-1 summarizes the SDS protection:
Figure 7.5.x.3.2-1: Protection of SDS message
NOTE:
With an end-to-end encrypted message, MCData payload is not readable at the MCData servers. MCData servers may store the encrypted MCData payload, which can be obtained and decrypted by the authorized entities using the appropriate keys.

7.5.x.4
Evaluation against requirements

This solution meets the Stage 1 and Stage 2 security requirements identified in clause 7.5.x.2 for the confidentiality and integrity protection of the MCData SDS service in both the signaling and media plane.
************************ End of change 1 *********************************
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