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1
Introduction
This discussion paper highlights a security issue related to configuring emergency numbers in a UE when the UE has roamed to a locale outside its’ home country.
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3
Rationale

3.1
Background

Emergency information downloaded to the UE contains emergency phone numbers and associated emergency types/categories [2]. These numbers are applicable in the country the UE is in [2]. Traditionally, emergency numbers and their types are downloaded during network registration procedures [3,4].
As of Rel-14, TS 23.167 [1] requires that UEs can receive emergency numbers and their types via WLAN (emphasis added):
Annex J (normative):
IMS emergency services using WLAN access to EPC

J.1
General

This annex includes additional clarifications when the IP-CAN corresponds to a WLAN access to EPC.

Both trusted WLAN access (S2a) and Untrusted WLAN access (S2b) to EPC for emergency sessions are supported.

NOTE:
This annex only applies to EPC access using S2a or S2b.

The UE may issue an Emergency session over WLAN access to EPC only when 3GPP access for emergency call is not possible or available (e.g. no 3GPP coverage).

[..].

J.2
UE specific behaviour

For the specific case where the UE has selected to make an emergency call over WLAN access to EPC (hence the UE has detected that the target URI or dialled digits correspond to an emergency sessions), the UE shall use the following procedures:

-
Procedure for determining the list of emergency numbers:

-
In addition to the emergency numbers/types stored either on the USIM or on the user equipment specified in TS 22.101 [8] clause 10.1.1, the UE shall use the stored Local Emergency Numbers List received from the 3GPP network to detect that the number dialled is an emergency number.

-
If a UE has a SIM/USIM and has received a list of emergency numbers/types from the last registered PLMN via mobility management procedures as described in TS 24.301 [33] and TS 24.008 [13] when connected to the PLMN using UTRAN or E-UTRAN radio access network, the UE shall use this list to determine if the dialled digits correspond to an emergency call as long as the UE has determined that the list is valid (i.e. UE has determined that it is in the same country when the list of number was received from PLMN).

-
The UE may also determine that the dialled digits/types correspond to an emergency call based on the list of Emergency Call Numbers retrieved via a previous query to a DNS in the same country or via Access Network Query Protocol (ANQP) procedures defined in IEEE Std 802.11‑2012 [47] from the associated WLAN AP.

NOTE 1:
When using S2b, it is assumed that the DNS used for ePDG selection can provide the list of emergency numbers/types for the country.

NOTE 2:
When using S2a, ANQP procedures are considered as trustable. However, when using S2b, ANQP procedures are not trustable and should be used with care.

-
The list of downloaded emergency numbers shall be deleted at country change. The mobile equipment shall be able to store up to ten local emergency numbers received from the network.

-
When the UE has selected WLAN to issue an emergency session over EPC:

-
[..].

When an ANQP message or DNS message is compromised or when information stored on the AP or DNS is compromised, the UE may for example, receive numbers that are not emergency numbers. This could cause a UE to detect that an ordiniary number (e.g. 555 555 1234) is an emergency number. When the user dials this number, the UE will instead invoke emergency procedures to make the call, and the network will route the call to a PSAP.

If large numbers of UEs are configured to detect that e.g. 555 555 1234 is an emergency number, and these UEs are simultaneously compelled to make a call to this number, the resulting call volume could degrade service at the PSAP.

3.2
Problem

CT1 LS S3-170084 (C1-170512) essentially asks SA3 to evaluate:

-
whether the UE can use emergency information provided by an entity of a principal that is potentially not a 3GPP PLMN and in particular an AP or DNS server;
-
whether a DNS response or an ANQP response can be compromised.
3.3
Discussion
3.3.1
General

TS 33.402 [6] requires that the traffic over the trusted WLAN air link is confidentiality and integrity protected.
3.3.2
ANQP
ANQP messages can be received prior to associating with an AP, these ANQP messages may have incorrect or tampered information.

ANQP messages received after associating with an AP, with management frame protection enabled, are secured by the use of Protected Dual of Public Action frames as defined in IEEE 802.11-2012 [5], section 8.5.11. 
ANQP messages are populated with information stored in an Advertisement server (ANQP server). We assume that the Advertisement Server of a TWAN is trusted and populated with valid information. It is assumed that this Advertisment server has been configured with information provided by a PLMN, based on information provided by the AP’s country’s regulator. Note that the PLMN providing trusted access via the AP may reside in a different country than the AP. 
A PLMN providing trusted access via an AP in a different country is a special case. SA3 is not aware of any requirements for PLMNs operating in different countries to provide emergency numbers from the country in which the UE resides.
An Advertisement server of an untrusted WLAN need not be configured by a PLMN. To prevent the attack discussed in section 3.1 of this paper, the UE shall ignore any local emergency numbers provided via ANQP.
3.3.3
DNS

DNS servers are configured at the UE by layer 2 messages between UE and AP. DNS responses received by a UE cannot be considered trusted if received on an untrusted WLAN, consequently the data received in such DNS responses needs to be somehow verified.
Any ePDG selection-specific data obtained from DNS responses received in response to DNS requests for ePDG selection is implicitly verified by the UE when the UE performs an EPC tunnel establishment using IKE and IPsec. That is, if the obtained data is erroneous in someway, the ePDG tunnel establishment will fail. In contrast to this, the data obtained from DNS responses received in response to DNS requests for emergency numbers/types for the current country is not verified, as the UE simply just uses the received data to configure itself e.g. to map dialled numbers to emergency calls and emergency call types.

In order for a UE to use verifiable data for emergency numbers/types for the current country, it is strongly recommended that the UE performs the DNS requests needed to discover emergency numbers/types for the current country only after an ePDG tunnel has been successfully established, or, after the UE has determined that the UE is connected to a trusted WLAN. This results in a trusted DNS being utilised for obtaining such data. This trusted DNS is expected to have been configured by a PLMN with information 
The use of DNSSEC could also be considered as a deployment option to further decrease the likelihood of receiving incorrect or tampered data in DNS responses, however, this would require support in all DNS servers, including the root DNS server, in order for it to be of any benefit. Such a deployment is not trivial and may take some time.
3.3.4
Summary

Emergency information downloaded to a UE can be used for detecting emergency numbers, assuming the information is included in:

-
ANQP responses, where:

-
the ANQP messages have been received after associating with an AP, with management frame protection enabled; and

-
the AP is part of a trusted WLAN; or

-
DNS responses, where the DNS response was received from a DNS server:

-
via a trusted WLAN; or

-
via a IPsec tunnel established over an untrusted WLAN.

4
Detailed proposal

BlackBerry has drafted a Response LS to CT1 contained in S3-170345 for review and approval by SA3.
