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1. Introduction
In this document we treat the clause 5.1.3.15 and propose the related questions.
2. Analysis of question
The key issue addresses the need for:
-	One or more flexible UP security termination points
	-	That may coincide with the UP-GW;
	-	And is positioned ‘deeper’ in the network, such as beyond the gNB;
	-	And can mitigate the threats resulting from NFV.
-	Different UP security termination points on a per slice basis;
-	Different UP security termination points, selectable according to traffic type (e.g. similar to APN concept);
-	Different UP security termination points for heterogeneous access to networks
This boils down to two different questions:
-	Where should the UP security terminate?
-	And, can the positions of one or more UP security termination points be flexibly selected by a suitable mechanism?
We propose to add the two questions and since there are no solutions addressing this problem we also propose an interim agreement.
3. Proposal for Agreement
3.1 Proposal for agreement for UP security termination
The first question addresses where  the UP security should terminate. One option would be to follow the LTE model and terminate the UP security in the eNB. For NextGen networks this is not desirable because:
-	Small cell deployments in less secure locations may be more prevalent
-	It is expected that many more parties control parts of the heterogeneous access network
-	Back-to-back termination and re-establishment of security for backhaul and UE in the base station is inefficient
-	It does not address use cases with different security requirements for different traffic flows per UE in an efficient way. For example: traffic with ultra-low latency requirements must be terminated in a location close to the UE, while other traffic from the same UE for other services needs protection through the whole backhaul.
So, the chance of having a compromised access node is increased compared to LTE. As such, it is desirable to terminate the UP security beyond the gNB. Also, we propose to introduce a so-called UP security termination fuction (UP-STF) that is tasked with terminating the UP security.
3.2 Proposal for agreement for flexibility of UP security termination
The second question addresses whether one or more different UP security termination points could be flexibly selected. Effectively, it asks whether one or more UP security termination points could be in different network locations depending on the slice or the service offered by the network. As such, we propose the following:
-	The UP-STF can be situated placed between the gNB and the NG CN or inside the NG CN depending on the service offered. 
This keeps the architecture simple and allows for fine grained UP security termination.
4. Proposal
**** Beginning of change **** 

X.1 Questions and Agreements for security area #1
[…]
X.1.#KI15# Questions and Agreements for Key Issue #1.15
X.1.#KI15#.0 Questions in other clauses affecting this key issue
The questions with respect to the selection of a UP confidentiality / integrity protection are affected by this clause as well, the questions on KI1.9 and KI1.10 .
X.1.#KI15#.x Location of UP security termination point
X.1.#KI15#.x.1 Description of Question
This question addresses where the UP security should be terminated, i.e. whether it should be in the RAN, in the CN, on the border between the two or anywhere else.
X.1.#KI15#.x.2 Interim Agreement
The following potential security requirements are agreed:
-	The UP security should be terminated beyond the gNB ;
The following is agreed for normative work:
-	The UP security terminates in the UP security termination function (UP-STF) 
X.1.#KI15#.y Flexibility of UP security termination points
X.1.#KI15#.y.1 Description of Question
This question addresses whether it should be possible to flexibly select one or more UP security termination points, depending on e.g. service requirements. 
X.1.#KI15#.y.2 Interim Agreement
The following is agreed for normative work:
-	The UP security termination function (UP-STF) is logically positioned between the gNB and the NG Core, or collocated with a function in the NG Core depending on the service offered.
**** End of Change ****

