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1
Decision/action requested

Please accept the proposed pCR for TR 33.899.
2
References

[a]

ETSI GS NFV-SEC 012: "Network Functions Virtualisation (NFV); NFV Security; System architecture specification for execution of sensitive NFV components"
 [b]
ETSI GS NFV-SEC 014: "Network Functions Virtualisation (NFV); NFV Security; Security Specification for MANO Components and Reference points".

3
Rationale

We propose in clause 5.8.3.8 of TR 33.899 to take into account the work performed by ETSI GS NFV SEC and to reference the security requirements they identified, which are related to the virtualization. 

In case that SA3 would decide to not reference the requirements of ETSI GS NFV SEC documents, we propose to copy past the ETSI GS NFV SEC requirements in clause 5.8.3.8.3

4
Detailed proposal

Pseudo-CR to 3GPP TR 33.899 v0.6.0

START of 1st CHANGE

5.8.3.8
Key Issue #8.8: Virtualization security 

Editor’s Note: It is FFS whether security in virtualization is in scope of 3GPP.

5.8.3.8.1
Key issue details

The Virtualization Security identifies the key issues related to the adoption of virtualisation technology in the Next Generation Network to identify the security mechanisms, which need to be supported to ensure for example, traffic segregation, control of the allocated Virtual Network Functions (VNF) and limitation of their reachability/visibility. 

In particular this security area deals with concerns such as:

-
Lack of logical and physical isolation between distinct VNF hosted by the same hypervisor 

-
Lack of authentication between network virtual functions

-
DoS effects, e.g. starvation of resources allocated to virtual network functions or network slices, 

-
Integrity of hypervisor and hosted VNFs.

5.8.3.8.2
Security threats


Attacks on the virtualization infrastructure:

All hypervisor architectures consume a low level of resources as part of their normal operation, which is unlikely to impact the operation of VMs. But if an attacker can find a way to force the hypervisor to consume too many resources or fail in other ways, the operation of the entire system is likely to be affected.

Some of the possible resources that could be consumed, causing hypervisor platform performance problems include:

· local storage attacks (e.g. contriving to make the hypervisor fill up local storage with logs)

· remote connection attacks (e.g. remote log storage, remote control channel degradation)

· memory pressure (e.g. consumption of kernel memory)

· CPU attacks (e.g. attacks that cause scheduler unfairness)

· OS resource attacks (e.g. consumption of file handles, event channels, etc.)

Threat analysis on the management and orchestration system (components and interfaces) is available in ETSI GS NFV-SEC 014 [b]. 

5.8.3.8.3
Security requirements


- 
Security requirements for the Virtualization Infrastructure (NFVI) are defined in the ETSI document ETSI GS NFV-SEC 012 [a].
· Orchestrator requirements and of associated reference points are defined in ETSI GS NFV-SEC 014 [b].

· VNF Manager requirements and of associated reference points are defined in ETSI GS NFV-SEC 014 [b].

· Virtualization Infrastructure Manager requirements and of associated reference points are defined in ETSI GS NFV-SEC 014 [b].

END of 1st CHANGE
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