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1
Decision/action requested

1. To include the proposed pCR in TS 33.880 [1].
2. To reply to CT1 LS based on the rationale provided in clause 3 of this document and discussions on the proposed solution
2
References

 [1]
3GPP TR 33.880, Study on Mission Critical Security Enhancements, v0.3.0
3
Rationale

Based on the LS from CT1 to SA3 (C1-170481) following are the observations and proposals, to achieve end-to-end protection of MCData SDS communications over signalling plane:
Observation 1: CT1 prefer TLV based encoding compare to XML based encoding of SDS over both signalling plane and media plane.
Observation 2: E2E security for the SDS over the signalling plane is needed   
Observation 3: Unified E2E security solution for SDS over signalling plane or media plane is preferred
Proposal 1: To use the media plane security context for end-to-end protection of the SDS of MCData, even when SDS of MCData is communicated over the signalling plane.

Proposal 2. For end-to-end protection of the SDS of MCData over signalling plane, the media plane security context is established as specified in TS 33.179 and used.

Proposal 3. The transmitter includes the necessary information of the media plane security context used for the protection of SDS of MCData along with the signalling plane messages for the receiver to decrypt/Integrity Protection verification.
4
Detailed proposal

***************Start of Changes****************
7.5.x
Solution #4.x : MCData SDS communications over signalling plane
7.5.x.1
Overview

MCData SDS allows transmission of short data messages over both, signalling control plane and media control plane. Due to individual security requirements of different information elements of an MCData application protocol message, it should be segregated in 3 components:
1)
MC Service signalling parameters: generic mission critical services signalling elements e.g. MCData Group ID, MCData ID.

2)
MCData signalling parameters: information elements necessary for identification and management of the MCData SDS messages e.g. conversation identifiers, transaction identifiers, disposition requests, date and time etc.

3)
MCData payload: the actual user payload for MCData user or application consumption. 
For MC Service signalling parameters, the protection mechanisms to protect the content of XML elements and XML attributes in the XML MIME body as provided in Rel-13 MCPTT should be reused.

For MCData signalling parameters, as the MCData server will need to have sight of the content, it should not be encrypted with end-to-end security context. MCData signalling parameters should be protected using the security context used for protection of signalling plane uniquely shared between the MCData server and MCData client.
For MCData payload, as end-to-end security is needed, it should be protected with end-to-end media security context, when communicated over the signalling plane.
This security mechanism should be used irrespective of the encoding methods used to encode the 3 components of the MCData application protocol listed above.

7.5.x.2
Motivating security requirements

This solution is intended to provide part of the mechanism that provides end-to-end confidentiality, integrity and authentication of SDS messaging, specifically requirements [MCSEC-4.1-1] and [MCSEC-4.2-2].

7.5.x.3
Solution description

7.5.x.3.1
General

The solution described in the following procedures show how the components of MCData application protocol should be protected to achieve end-to-end security.
7.5.x.3.2
End-to-end protection of MCData application protocol message over the signalling plane
The components of MCData application protocol should be segregated in 3 sub-components and should be encrypted with the following scheme:

1)
MC Service signalling parameters: Protected with signalling plane security context 

2)
MCData signalling parameters: Protected with signalling plane security context

3)
MCData payload: First protected with the media plane security context, then protected again with the signalling plane security context 
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Figure 7.5.x.3.2-1: End-to-end protection of MCData application protocol message over the signalling plane
With an end-to-end encrypted message, MCData payload is not readable at the MCData servers. For lawful interception and monitoring MCData servers may store the encrypted MCData payload, which further can be obtained and decrypted by the authorized entities using the appropriate keys.

The transmitting MCData client includes the necessary media plane security context parameters (like key ID (for example, MKI), session information (for example, SSRC)) used for protection and the receiver MCData client uses it to identify the appropriate security context (like, the key used by the transmitter). 

7.5.x.4
Evaluation against requirements

This solution provides a mechanism for end-to-end protection of MCData application protocol message over the signalling plane which can meet the requirements in clause 7.5.x.2. The solution has the following benefits:

- Reuse of existing security contexts from MCPTT.

- End-to-end security of MCData user payload only, while the information elements necessary for management of the message and disposition notifications are available at the MCData servers.

- Lawful interception of SDS messages possible by storing the encrypted MCData payload at the MCData servers.
***************End of Changes****************
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