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Abstract of the contribution: This contribution proposes a new variant solution of VPLMN terminated EAP-AKA called EAP AKA*, similar to EPS AKA* in solution #2.22.
1 Introduction 

This contribution proposes a new variant solution of VPLMN terminated EAP-AKA called EAP AKA*, which is enhanced in a similar way as described to EPS AKA* in solution #2.22.

This new variant solution EAP AKA* is enhanced with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. 
2 Proposal

It is proposed that the new solution variant in the attached pCR is added to TR 33.899. 
3 pCR 

***
BEGIN CHANGES
***

5.2.4.9
Solution #2.9: EAP authentication framework 

5.2.4.9.1

Introduction 

This solution addresses key issues #2.1 Authentication framework, #2.3: Authentication identifiers and credentials, #2.5: Non-AKA-based authentication and #2.11: Increasing home control in roaming situations. 
Editor's note: The use of this solution with network slicing is FFS. 

This solution assumes that the NextGen system requires an authentication framework that is capable of delivering more than one authentication mechanism in a uniform way. The purpose is to further explore how the Extensible Authentication Protocol (EAP) [21] could be deployed in NextGen system. 

Some reasons for making the EAP framework appealing for NextGen system are: 

-
EAP would make the integration of non-3GPP and 3GPP accesses easier by introducing a uniform framework for all accesses. 

-
EAP would facilitate new use cases, and business opportunities for Mobile Operators. EAP would make it easier to integrate various authentication methods into the system. Such methods may be needed to support use cases related to new types of actors, such as factories or corporations, using their own identity management, credentials and authentication methods in the authentication process to access the 3GPP network.  

Editor's note: Interworking with and migration from earlier 3GPP network(s) is FFS. 

5.2.4.9.2

Solution details 

5.2.4.9.2.1
Introduction 

NOTE: In order to make the solution more readable to people familiar with earlier 3GPP protocols, this solution refers to NAS protocol and messages in order to demonstrate the principles of the solution. These messages should be taken examples. 

This solution assumes the presence of the following functions involved in the authentication: 
-
Authentication Credential Repository and Processing Function (ARPF)

-
Authentication Server Function (AUSF) 

-
Security Anchor Function (SEAF)

-
Security Context Management Function (SCMF)
The EAP authentication framework is presented as a collection of generalized phases that can be referred to and discussed separately in the solution. There are several ways to deploy the EAP framework for authentication, and some deployments and network configurations may be more optimized than others. This solution analyses different options of deploying EAP into the NextGen. 

The generalized phases are: 

1.
Identity exchange 

2.
Optional EAP method specific identity exchange 

3.
Rest of EAP method specific signalling (including the signalling with the potential back-end server)

4.
EAP Success/Failure and exchange of the Authentication Root Security Key (ARSK) over AU-SCKM interface. 

The connection establishment (phase 0 in Figure 5.2.4.9.2-1) or how the ARSK is used between the UE and the CN are out of the scope of the solution. 
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Figure 5.2.4.9.2-1: Generalized EAP framework 

Editor's note: EAP assumes unreliable transport. This means that the authenticator may retransmit Requests that have not yet received Responses. Since EAP defines its own retransmission behavior, it is possible for the retransmission to occur both in the lower layer (e.g. NG "enhanced NAS" or equivalent) and the EAP layer. It is FFS if the potential 3GPP profile for EAP should implement retransmission or not. 

5.2.4.9.2.2
Phase 1: Identity exchange  

EAP framework provides an initial set of EAP Types used in Requests/Responses exchanges. Identity is one of EAP Types, and it is mandatory in all EAP implementations. However, it is optional to use within the EAP conversation. The identity information can be sent by using means outside EAP. 

The purpose of the (initial) EAP identity exchange is mainly to locate the right AAA server that is able to authenticate the UE, and to choose the correct EAP method. In theory, the first identity presented by the UE could be abbreviated or encrypted identity as long as it identifies the AAA Server. The exact content of the identity response may depend on EAP method or deployment. 

Variant p1-1: Front-end identity exchange within EAP conversation 

In this variant, illustrated in Figure 5.2.4.9.2.2-1, the identity exchange is done within the EAP conversation. More precisely, after the connection establishment, the SCMF/SEAF sends the EAP Identity Request to the UE (Figure 5.2.4.9.2.2-1 assumes that an enhanced NAS protocol (eNAS) is used to carry EAP packets). The UE responds with its identity in the EAP response. Afterwards, the SCMF/SEAF initiates the Diameter EAP application with the AUSF. 
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Figure 5.2.4.9.2.2-1: EAP identifier carried within EAP conversation 

Variant p1.2: Identity exchange in eNAS Attach 

In variant p1.2 shown in Figure 5.2.4.9.2.2-2, the identity exchange is done outside EAP conversation. The UE sends an Attach (or an equivalent) with the identity, and the SCMF/SEAF initiates the EAP conversation with the AUSF. 
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Figure 5.2.4.9.2.2-2: EAP identifier carried outside EAP conversation 

5.2.4.9.2.3
Phase 2: Optional EAP method specific identity exchange

The AUSF may send another Identity Request to the UE in case it is not able to choose the appropriate EAP authentication method, or identify the UE if required before proceeding with the authentication. The identifier used in the initial identity response may be different than the one used for authentication within the EAP method (e.g. for privacy reasons). The optional identity exchange is demonstrated in Figure 5.2.4.9.2.3-1. 
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Figure 5.2.4.9.2.3-1: Optional EAP method specific identity exchange

5.2.4.9.2.4
Phase 3: Rest of EAP method specific signalling

The EAP authentication methods have different number of round-trips but they all run end-to-end authentication between the UE and the AUSF. The intermediate nodes are typically just pass-through entities. Nevertheless, it is also possible that the intermediate nodes implement some EAP methods locally, and that the authentication is terminated closer to the serving network. 

NOTE:
It is often assumed that the home control of authentication is an inseparable characteristic of the EAP-architecture i.e. the AAA-server (AUSF) always resides in the Home Network. However, more flexibility on the termination of EAP methods could be possible if EAP methods were implemented in the Visited Network, and the Home Network acted as a back-end server (cf. LTE). Similar deployment model in which EAP was terminated in MME was considered in TR 33.821. 

Variant p3.1: EAP-AKA' 

This solution assumes that it would be beneficial to specify only one AKA variant for Next Generation. The proposal is that this would be EAP-AKA'. There might be backwards compatibility reasons for the UE to support both EAP-AKA' and EPS AKA. However, support of both is not necessary for the Next Generation CN. 

EAP-AKA' is already used in TS 33.402 [22] for non-3GPP accesses. In figure 5.2.4.9.2.4-1, the AUSF is terminating the EAP-AKA' conversation and requesting AKA AVs from the ARPF. EAP-AKA' Request and Response messages are exchanged between AUSF and UE. 
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Figure 5.2.4.9.2.4-1: EAP method specific signalling – EAP-AKA' 

Variant p3.2: EAP-TLS 

Alternative authentication methods are being discussed in the co-called "Factory" use case [4]. It is assumed that the NextGen system is owned by a third party, and that third party would need to use alternative authentication methods with different types of credentials. The EAP framework provides means to use alternative methods with different types of credentials. 

This variant assumes that the authentication is done using existing third party credentials and identity management system. In other words, the AUSF function performing the authentication may be owned and managed by a third party (the Factory owner). The exact details of the authentication method are transparent to the SCMF/SEAF, and any other EAP method (than EAP-TLS) could be used if agreed between the Factory and the mobile operator. 

EAP-TLS described in RFC 5216 [23] is based on TLS 1.1. The protocol itself includes the TLS version number, so in theory any TLS version above 1.1 could be used. TLS version is important because modern TLS variants are secure and more optimized than the older variants. The IETF TLS working group is currently working to finalize TLS version 1.3 [aa] with the target to published as RFC during the beginning of 2017. TLS version 1.3 significantly reduces that number of roundtrips.
Figure 5.2.4.9.2.4-2 demonstrates the initial EAP-TLS handshake done between UE and AUSF. Authentication is done by using both server and client certificates, and requires a root of trust (i.e. certificate authority, CA). After the initial handshake, EAP-TLS session can be "resumed" making the handshake more efficient. 
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Figure 5.2.4.9.2.4-2: EAP method specific signalling – EAP-TLS 

Variant p3.3: EAP-TTLS 
Another alternative authentication method is EAP-TTLS. EAP-TTLS is an EAP type that utilizes TLS to establish a secure connection between a client and server, through which additional information may be exchanged. There are two versions of EAP-TTLS: EAP-TTLSv0 and EAP-TTLSv1. EAP-TTLSv0 is described in RFC 5281 [58] and EAP-TTLSv1 is described in an Internet draft [59]. Note that the use of TLS 1.3 [57] would also significantly reduce the number of roundtrips.
Figure 5.2.4.9.2.4-3 demonstrates the EAP-TTLS handshake done between UE and AUSF. During the handshake phase the server is authenticated to the client using server certificate, and requires a root of trust (i.e. certificate authority, CA). In version 1, an extension to TLS, called TLS/IA [60], is utilized. TLS/IA provides an extended handshake which guarantees that the TLS handshake endpoint and the authentication endpoint are one and the same. This eliminates attacks against tunnelled protocols for inner authentication that generates session keys. During the data phase, the client is authenticated to the server using an authentication method encapsulated within the secure tunnel. EAP-TTLS allows legacy password-based authentication protocols to be used against existing authentication databases. The encapsulated authentication mechanism may itself be EAP, PAP, CHAP, MS-CHAP or MS-CHAP-v2. 
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Figure 5.2.4.9.2.4-3: EAP method specific signalling – EAP-TTLS
5.2.4.9.2.5
Phase 4: EAP Success/Failure and exchange of the ARSK 

The EAP Success/Failure messages are part of the EAP authentication layer. These messages are not delivered to the EAP method. It is important that these messages are sent over reliable transport because they are not retransmitted by the authenticator. It is also important that the SCMF/SEAF understands the semantics of these messages because the EAP Success message carries the master security key ARSK, and the EAP Failure means unsuccessful authentication, and potentially an unauthorized UE. 
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Figure 5.2.4.9.2.5-1: EAP Success or EAP Failure  

5.2.4.9.2.6
Fast re-authentication with ERP
Editor's note: It is FFS if ERP is needed in addition to security anchor function. A separate evaluation for 3gpp and non-3gpp accesses would be needed. 
TR 33.821 [24] focused on evaluating EAP-AKA only, and considered the method specific fast re-authentication as one option to optimize the procedure. There has been further progress in IETF on a EAP method independent framework for re-authentication that should be further analysed from Next Generation point of view. RFC 6696 [25] specifies the EAP extension for EAP re-authentication protocol (ERP). ERP is common for all EAP based authentication methods and can be used for efficient re-authentication between the peer and EAP re-authentication server. The re-authentication server may locate in the visited network. 

Figure 5.2.4.9.2.6-1 assumes local ERP server in the visited network. In this scenario, the SCMF and SEAF are co-located in CN-CP (cf. MME), and a new node AUSF-VN (cf. AAA proxy) has been added to the VN. As a result of EAP/ERP run, there will be two keys in the visited network, the Domain-Specific Root Key (DSRK) in the AUSF-VN, and the Master Session Key (MSK1) in the SEAF (i.e. EAP authenticator). The domain specific Master Session key is taken into usage by making a EAP-Initiate exchange between the UE and the AUSF-VN (not shown in the figure). The separate ERP run serves the purpose of NG-UE and the ERP server (i.e. typically a AAA proxy) to proof the possession of the DSRK, and the delivery of domain specific master key rMSK1 to EAP/ERP authenticator. 
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Figure 5.2.4.9.2.6-1: Implicit bootstrapping of local ERP server between SEAF and AUSF-HN 
After the bootstrapping phase, ERP could be used in NextGen system to provide faster re-authentication, for example if/when the security end-point (i.e. CP-CN) in the network side is changing. In figure 5.2.4.9.2.6-2, the new CP-CN. is fetching new master key (rMSK2) from AUSF-VN. Note that the old CP-CN may also forward keying material to new CP-CN, and re-authentication may not be needed.
It is assumed that UE is in possession of the domain name of AUSF-VN/Local ERP Server before triggering the ERP exchange with the new CP-CN. The UE learns the presence of a local ER Server and its domain either as specified in RFC 6696 or through some other means outside ERP. 
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Figure 5.2.4.9.2.6-2: Re-authentication using ERP   

5.2.4.9.3

Migration and interworking with LTE/eLTE 

Editor's note: Architectural and service related requirements on migration and interworking with LTE/eLTE are still open in other 3GPP WGs, and needs to be clarified. 

5.2.4.9.4

Optimization considerations: termination of EAP method in the VPLMN 

Variant 1: 

One of the concerns related to the usage of EAP in the 3GPP network (also documented in TR 33.821 [24]) is related to the termination of authentication in the home network. This could be problem for efficiency by comparison to EPC AKA where authentication is done in the visited network. Essentially, the home network termination of authentication adds delay to the authentication process because some additional messages must be sent between the visited and home networks. On the other hand, this is also a way to make the overall system design more secure because the home network would not give out security related keying material out unless the authentication of the UE is successful. 

In the EAP framework, the authenticator may act as a “pass-through authenticator” allowing the back-end authentication server to perform the actual authentication. However, it is also possible that the “pass-through authenticator” implements locally some of the EAP methods. The same entity may behave differently depending on the EAP method used. Currently, there is no standard mechanism for the EAP entities that would allow them to share the information about the locally implemented EAP methods or negotiate if the authenticator should act as a "pass-through authenticator" or as a "full authenticator". 
One possibility would be to develop a 3GPP extension for the AAA protocol that would allow NG entities to share information about locally implemented EAP methods and negotiate where the authentication end-point is located. Figures 5.2.4.9.4-1 and 5.2.4.9.4-2 demonstate a potential realization of the extension. If the visted network had a local implementation of the EAP method (e.g. EAP-AKA), it could inform the home network about this. Based on this information, and a local policy, the home network would be able to decide, based on trust in VPLMN’s supported security capabilities, wether it would choose the HPLMN terminated authentication (figure 5.2.4.9.4-1) or the VPLMN terminated authentication (figure 5.2.4.9.4-2). An indication (through the content in the response from the HPLMN) of the home network’s choice would be made available to the VPLMN whereas the UE would not need to know where exactly the authentication is terminated.  

NOTE: Placing the EAP server in the visited network has the disadvantage of the HPLMN not knowing the result of authentication. 
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Figure 5.2.4.9.4-1: HPLMN terminated EAP-AKA 
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Figure 5.2.4.9.4-2: VPLMN terminated EAP-AKA 

Editor's note: The information exchanged between EAP server (AUSF in serving network) and ARPF, possibly via an AUSF in the home network acting as a passthrough, would have to be standardised. But currently no such interface exists, except for EAP-AKA' where it is SWx and home network-internal. It would have to be defined by 3GPP for each EAP method separately as the information exchanged would be EAP method specific. It is ffs whether this is desirable or even feasible as 3GPP may not want to provide a full list of allowed EAP methods for NextGen.
Editor's note: Instead of using EAP-AKA' with EAP server in serving network, also EPS AKA or EPS AKA* could be used, cf. solutions 2.7 and 2.22, to achieve the desired efficiency gains.
Editor's note: Placing the EAP server in the visited network has some security disadvantages. Firstly, the home control of authentication is lost. EPS AKA* does not have this disadvantage. Secondly, the home network may not be able to check the authorization of the SN in a freshly manner if the SN stores old AVs. These disadvantages apply also to EPS AKA, cf. solution 2.7. There is a discussion on the impact of the second disadvantage for EPS AKA*, cf. solution 2.22, evaluation section, security item 5).

Variant 2: 
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Figure 5.2.4.9.4-3: EAP AKA’ with UE authentication confirmation 
This new variant solution enhances EAP AKA’ in a similar way as described for EPS AKA* in solution #2.22, with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. 

This new variant solution is called EAP-AKA*. 

This new solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EAP AKA’ in 5G, as e.g. described for VPLMN terminated EAP-AKA in variant 1 in this same clause above (solution #2.9. In particular, the solution does not affect the authentication behaviour of the UE, compared to EAP AKA’. 

EAP AKA* works as follows: 

The SEAF in the visited network requests a new authentication vector by sending a Request AV message to the AUSF-HN in the home network. The SEAF informs the AUSF-HN that it has a local EAP server (AUSF-VN) supporting EAP-AKA*. 
NOTE: AUSF-VN is a function implemented in SEAF rather than a separate node.

The AUSF_HN translates the Request AV message into a request to the ARPF. The ARPF generates the authentication vector in the same way as for EAP AKA’ in TS 33.402 and returns it to the AUSF-HN. Only one authentication vector shall be returned in response to a Request AV message.

NOTE2: 
Returning only one authentication vector at a time is already recommended in EPS. 

The AUSF-HN splits the parameter XRES into two equal parts XRES1 and XRES2 (e.g. by choosing XRES1 to be the n least significant bits of XRES where 2n is the length of XRES). The assumption is made here that the knowledge of XRES1 does not help in guessing XRES2.

NOTE3: 
This assumption is believed to be fulfilled when the expected authentication response XRES is pseudo-randomly generated, e.g. as in MILENAGE or TUAK. 

The AUSF-HN stores XRES temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF-HN then returns an authentication vector AV* in a Response AV message  to the SEAF in visited network. The only difference between AV* and an authentication vector AV, as described for EAP-AKA’ in TS 33.402, is that AV* contains only XRES1 while AV contains the full XRES. The AUSF-HN also indicates that EAP-AKA* has been chosen, and it should be terminated in the visited network. 
The SEAF in visited network understands from the "chosen:EAP-AKA*@VPLMN" parameter that it includes AV*, not AV. 

The AUSF-VN sends RAND, AUTN to the UE. The UE returns RES, as described for EAP-AKA’ in TS 33.402.
The AUSF-VN splits RES into RES1 and RES2 in the same way as the AUSF-HN did and compares RES1 with XRES1. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the AUSF-VN sends RES, as received from the UE, in a newly defined Next Gen Authentication Confirmation message (containing identifications of the subscriber and the visited network) to the AUSF-HN/SDM in home network. The RES can also be sent in the Update Location procedure, however, in this case the receiver is SDM, and the RES needs to be further forwarded to AUSF-HN. 
When the RES was received from SDM and was received in time (cf. protocol timer above) the AUSF-HN compares the received RES with the stored XRES. If they coincide the AUSF-HN considers the authentication successful and records the event, together with the time, the identity of the visited network and the subscriber identity, in a database of successful authentications. 

NOTE4: 
Solution #2.21 explains how EAP AKA* can be used to address key issue #2.11.  
5.2.4.9.5

Evaluation 
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