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Abstract of the contribution: The following contribution proposes resolution for the editor’s notes in solution #6.4 in the security area of authorization.
1 Description 

For the resolution of the first EN, the text and the figures have been amended according to the terminology in SA2 TS 23.501. The second EN is resolved by adding a statement in the evaluation clause.
2 Proposal

It is proposed to approve the changes below for inclusion in TR 33.899.
3 pCR 

***
BEGIN CHANGES
***

5.6.4.4.2
Solution details

It is assumed that there will be a User Plane Function (UPF) in the Next Generation Systems playing a similar role as the PDN-GW in LTE. It is proposed to delay the secondary (PCO-based) authentication until IP connectivity established between the UE and the UPF. It is then proposed to use EAP for authentication between the UE and the potentially external AAA server where the UPF endorses the role of the EAP authenticator. This AAA and related credentials have nothing to do with the NextGen SDM/SEAF/AUSF/ARPF functions and credentials used for access/primary authentication. EAP is widely used and provide support for many authentication methods such as EAP-TLS, EAP-AKA, EAP-TTLS and EAP-PEAP. EAP payloads would be carried by the PANA protocol (rfc5191) which is IP-based.

Figure 5.6.4.4.2.3-1 shows a possible flow where this UP-based secondary authentication is run with an external AAA server. The requirements on this UPF entity include the support of PANA and EAP possibly in addition to the support of all the relevant features of PDN-GW such as the support of the SGi interface. 
The description of the different steps is given below.




Figure 5.6.4.z.2.3-1: EAP-based secondary authentication

1. The UE sends an attach request initiating the attach procedure.

2. The UE runs the primary authentication with the SEAF The secondary authentication does not depend neither on how the SEAF and AMF are deployed (collocated or split) nor on the location of the SEAF (home or visited PLMN). 

3. Control plane security is established between the UE and the AMF
4. A limited PDU session is then established for the transport of user plane data between the UE and the UPF. This is the only decisive step on which the secondary authentication depends assuming that this when IP connectivity is established between the UE and the UPF.

5. The secondary EAP-based authentication is run between the UE and an AAA server, within the Data Network being accesses, acting as an EAP server via the UPF acting as an EAP authenticator. The UE is then granted access based on the outcome of this authentication procedure. It is possible that the UPF endorses also the role of the EAP server.

Conceptually, steps 1 to 3 are not necessarily needed. The only requirement for step 5 is that an IP connectivity is established between the UE and the UPF which is hypothetically achieved in step 4. The secondary authentication is optional and the decision of whether execute it or not could be based on subscription information retrieved during the previous steps or on an operator policy. In case RAN security is established before step 5, then the EAP exchange would be protected on the air interface.

Figure 5.6.4.4.2.3-2 shows the protocol architecture for the EAP-based secondary authentication between the UPF and the UE. The architecture draws similarity with how it is in LTE for the transport of the UP traffic between the UE and the PDN-GW. The greyed boxes highlight the new protocols.
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Figure 5.6.4.4.2.3-2: Protocol architecture for EAP-based secondary authentication
***
NEXT CHANGE
***

5.6.4.4.3
Evaluation
The solution supports only IP type PDU sessions.
· 
***
END OF CHANGES
***
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