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Abstract of the contribution: The following contribution proposes a way forward on the termination point for the user plane security (key issue 1.15).
1 Introduction 

The topic of the termination point of the UP security was raised in the previous meeting (SA3#85) in S3-161970. The document was noted and the agreement was to include the following related questions in an LS (S3-161968) to SA2:
What are the architecture impacts if there were an option to provide e2e UP security between UE and UPF in the home network as part of NextGen architecture?
What are the architecture impacts if there were an option to provide e2e encryption and e2e integrity protection between UE and UPF in the visited core network as part of the NextGen architecture?
In addition, during the same meeting, the discussion revealed that there are two different views on the feature. In one view, the termination point of UP security would be moved from the AN to the CN while in the other view, a new security layer would be added between the UE and the UPF.
2 Analysis

2.1 Architectural impacts

The reply LS (S2-166868) from SA2 provides the following answers where in summary, SA2 informs that such feature would require new interfaces and procedures and indicates that there are aspects that need to be further discussed with RAN groups. 

a.
Providing UP ciphering in an UPF in NGC would impact UP header compression (e.g. NGC is responsible of any UP header compression or UP header compression cannot apply). This would have to be discussed with RAN.

b.
Providing UP security in HPLMN means the VPLMN may need for any PDU session to receive the necessary information from the HPLMN to fulfil its potential legal obligation (LI and RD) 

c.
Providing UP security in NGC would require an interface between the Network Function hosting the SEAF/SCMF and SMF (both located in the PLMN where UP security is enforced).

d.
Providing UP security in HPLMN means an interface between SMF and the Network Function holding the SEAF/SCMF functionality (unless collocated) in HPLMN. This may mean that there are 2 SEAF: one in VPLMN (that starts the authentication for the UE to be able to register to an AMF) and another one in HPLMN.

e.
Providing UP security in NGC may imply another negotiation of security algorithms (between the UE and the network) beyond the negotiation of security algorithm done at UE registration to an AMF.

When the headers of the PDU(s) it forwards in order to serve a PDU session is ciphered between the UE and an UPF in NGC the RAN cannot apply policies based on these headers.

It is worth noticing that the answers c and d hint that the way SA2 understands this feature is more in line with the first view, that of moving the termination point from the AN to the CN rather than adding yet another protection layer. 
This is because in c and d it is assumed that the UP key material would be retrieved from the SEAF. As the SEAF holds key material based on particular security credentials, from a trust model perspective, it would not make much sense to have an additional layer of protection for the UP between the UE and the UPF based on those same security credentials. 
2.2 Terminating UP security in CN vs AN
2.2.1 A bit of history

2.2.1.1 Security architecture of UMTS

In the original design of UMTS in Rel-99, the protocol stack over the radio interface was split into higher and lower layers. The higher layers terminated in the RNC in a central location, which was still considered part of the access network, while the lower layers terminated in distributed NBs. 

In Rel-99, air interface security, both for control and user plane, was terminated in the RNC. The RNC was assumed to reside in a secure, i.e. physically inaccessible, location. The NBs could reside in exposed locations, but had no security functions. 
In a much later release, a design with collapsed RNC/NBs was introduced. Hence, the RNC could now reside in an exposed location. This was found acceptable, but only when imposing additional security requirements on the platform of the RNC/NBs, as specified in TS 33.102, Annex I. These platform security requirements were modelled after those for the eNB in TS 33.401. 
2.2.1.2 Discussions during the design of EPS

Going back in history, during the design of LTE, the intention was initially to terminate the UP ciphering in the core network as described in clause 4 of TR 33.821 but this was later changed as recorded in clause 6.2 of the same TR. The decision was taken during a joint meeting between other working groups and the main reasons for this change were performance related. The design with an RNC was abandoned as the RNC was considered a bottleneck. 
Interestingly, one of the cited security related documents supporting this change was actually submitted in another context (HSPA evolution). This was the reply LS S3-060789 from SA3 to RAN3. In this document, it is stated that from a security perspective there are no too prohibitive reasons for terminating the security in the access network. In exchange for terminating radio interface security functions in the eNB, platform security requirements for the eNB were introduced in TS 33.401. 

2.2.2 Architectural options for 5G RAN
2.2.2.1 Split of protocol stack over the 5G NR radio interface 
The virtualization of RAN entities (“RAN cloud”) offers the possibility to again consider a protocol stack split, but without the risk of centralized units becoming a bottleneck. 

RAN3 is developing TR 38.801 ”Radio Access Architecture and Interfaces”. TR 38.801 considers deployment scenarios in clause 5; clause 5.4 states: “NR should support centralization of the upper layers of the NR radio stacks.” Clause 11.1 then lists 8 options for a “Functional split between central and distributed unit”. Only option 1 has the PDCP layer in the distributed unit, but this option has been ruled out by RAN3 in the meantime. All the other option list the PDCP layer as part of the central unit. While it is not yet decided which of these options will become part of the normative phase 1, it seems clear that one or more of the options 2 through 8 will be standardized in 5G phase 1. This means that at least one option is likely to be standardized where the PDCP layer is part of the central unit. 
In addition, RAN3 continues to consider the case with no protocol stack split at all.
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Figure 1: Centralized deployment (from TR 38.801)
In LTE, radio interface security is provided by the PDCP layer, both for the control and user planes. Assuming that security can be provided in the PDCP layer also for 5G NR, the functional split between central and distributed unit that is described in TR 38.801 offers the possibility to let the security termination function, which would be part of the PDCP termination point, part of a central unit. And this central unit could be assumed to reside in a secure location. 

Security objectives achievable with this approach: 

· One of the main objections against terminating security in the access network, namely that the security endpoint would reside in an exposed location, could be considered addressed when placing the security termination in the central unit of a gNB. For deployment scenarios of gNBs with no central unit, the platform security requirements from TS 33.401 and TS 33.102 would still have to be applied to gNBs. But the deployment model would be an operator’s choice.

· A central unit of a gNB could (or would even be likely to) be realized in a RAN cloud; this would open the possibility to realize backhaul link security between this central unit and the 5G core by using generic protection mechanisms of the virtualized infrastructure, instead of dedicated backhaul link security in the way of TS 33.310. This would require further study, though. 

2.2.2.2 gNB used for accessing the EPC
RAN3 agreed on different architectural options for the NR as documented in TR 38.801. In one of the options (Figure 2.2-1), the LTE eNB is connected to the EPC with a non-standalone NR. The NR user plane connection to the EPC goes via the LTE eNB (Option 3) or directly (Option 3A). This indicates that similar handling of the UP traffic as in LTE eNBs would apply in gNBs. In other terms, in order to support this option, UP security must be terminated in the gNB. If it was decided that UP security would terminate in the 5G core this would mean that we would have two different types of gNB: a gNB attached to the EPC (in directly as in option 3 or directly as in option 3A) with UP security functions and a gNB attached to the 5G core with no UP security functions.
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Figure 2: Option3 and 3A

2.3 Constraints to be taken into account when selecting the UP security termination point

2.3.1 Header compression
This has already been mentioned in the reply LS from SA2 in S2-166868. 
NGC is responsible of any UP header compression or UP header compression cannot apply. 
This has to be discussed with RAN.  

2.3.2 Application of policies based on packet headers
This has also already been mentioned in the reply LS from SA2 in S2-166868. 
When the headers of the PDU(s) it forwards in order to serve a PDU session is ciphered between the UE and an UPF in NGC the RAN cannot apply policies based on these headers.
In an LS R2-1700652 agreed by RAN2 NR Adhoc in Jan 2017, it is stated further: 

RAN2 would like to understand if the intent is to move ciphering of user plane data from the RAN to the UPF. RAN2 would also like to understand if as a result of doing so, the IP headers would not be visible in RAN anymore. If IP headers were not visible in RAN, RAN2 would like to point out that for instance:

1.
RAN would not be able to perform ROHC.

2.
RAN would not be aware of the traffic.

More studies would be needed in RAN2 to assess the detailed impacts.

2.4 UP protection layer

2.4.1 IP vs non-IP PDUs

According to SA2’s TR 23.799 and TS 23.501, PDUs may have different types of payload, i.e. IP packets, non-IP PDUs and Ethernet frames. It would, of course, be highly desirable to a have a unified encryption and integrity protection solution for these different types of payload. This strongly suggests that an IP layer security solution would not be good enough, and the solution should rather be sought at layer 2.

On the other hand, it is questionable whether it would be desirable to extend a layer 2 protocol, e.g. PDCP or a newly defined security layer above PDCP, into the 5G core. This would have architectural implications that would certainly need to be discussed with RAN groups and SA2. 
As far as we can see, there is no clear proposal in TR 33.899 on the protocol layer, at which a UP encryption terminating in the 5G core should take place. The LS R2-1700652 from RAN2 suggests that “more studies would be needed” if the encryption was done at a layer below IP.
2.4.2 3rd party ownership

It has been suggested that a UP protection layer between the UE and the UPF in the core could be interesting in cases where the UPF is managed or owned by a 3rd party. It is important here to distinguish between the cases “managed” and “owned”. 
· If the 3rd party is granted access to management interfaces to the UPF, then it is possible the operator has still access to the unencrypted data available at the UPF. Hence, trust needs to be assumed between the operator and this 3rd party and it is questionable what additional gain would be provided to the 3rd party by managing its own layer of encryption. 
· If the 3rd party is deploying and managing his own UPF, then indeed, there might be cases where the third party owner of the UPF could achieve security gains by e2e encryption between UE and UPF. However, it is not clear whether this kind of mixed ownership scenario should be supported in 5G phase 1. And it should be mentioned that, even for this case, there needs to be a trust relationship between the third party and the operator due to the fact this UPF would be interacting/collaborating with other operator controlled network functions in order to provide the service. And finally, it should be questioned what would be the benefit for the 3rd party to rely on this UPF based security mechanism compared to using other e2e mechanisms at the application layer.

2.4.3 User plane security termination in the core as an additional security layer
It has been suggested that encryption and integrity protection could be provided between UE and UPF in the CN as an additional security layer on top of radio interface security between UE and AN, in particular for roaming cases where the UPF resides in the home network. But it is questionable whether such an additional security layer is needed in 5G phase 1. It reminds one a bit of the BEST scenario described in TR 33.863, which is, however, geared towards particular IoT use cases. If such protection preventing the AN and the visited CN from reading the traffic was required then, at least for 5G phase 1, e2e protection between the UE and the external Data Network, over the top of the 3GPP network, may be a suitable solution. 

If it is desired to introduce such a security feature in 5G phase 2 then as a SEAF in the home network for generating the keys for this feature could be introduced in a later release, without any conflict with the phase 1 authentication framework.
2.4.4 Need for additional user plane security gateway
An additional user plane security gateway (UP Sec GW) located at the edge of the core network may be required when the user plane security termination points reside in UPFs distributed across the core network, e.g. UPFs in separate slices in the serving network, or even UPFs in the home network. This argument is made in the companion contribution S3-170246 on “solution for key issue 1.10 (AN-CN User Plane)”. The need for such an additional UP Sec GW would increase the complexity of solutions with distributed UP security termination points in the core network. 
3 Conclusion

·  User plane security termination in the access network needs to be considered as a candidate solution. Hence, a corresponding pCR is proposed.

· The virtualization of the access network (RAN cloud) and the work of RAN3 in TR 38.801 offer the possibility of terminating UP security in a physically inaccessible location, namely the central unit of a gNB. 

· This would further open the possibility to realize backhaul link security between this central unit and the 5G core by using generic protection mechanism of the virtualized infrastructure, instead of dedicated backhaul link security.

· Terminating UP security in the AN makes it easy to satisfy constraints regarding header compression and application of policies based on packet headers.
· The fact that PDUs may have different types of payload, i.e. IP packets, non-IP PDUs and Ethernet frames, suggests that PDU protection should be done at layer 2. But RAN2 explicitly asks for further discussions in this case. And there is no clear proposal on which sublayer of layer 2 PDU protection could be performed, if not PDCP. 
· The need for an additional user plane security gateway is avoided (cf. solution 1.b).
4 Proposal
It is proposed to
· Agree the accompanying pCR so as to have a solution for termination UP security in the AN available for selection as a candidate solution
· Agree the accompanying draft LS to RAN groups and SA2
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